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An Embeded Network Traffic Identification System
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4.2
4.1
Linux !
EXPORT_SYM-
BOL name
libpcap
identify_ops
hook
Linux
handle_bridge br_handle typedef struct protocolNode * identify_fn const struct sk_
frame br_handle_frame_fin- buff x //
ish struct identify_ops
Netfilter * struct list_head list //Linux
2 identify_fn * identify //
enum PRIORITY priority //0 -7

©OF I N .

(2) Neie 7 HNF_BR_PRE_ROUTING struct app_protocol s protolisthead //

@ Netfilterf¥#3 -5 $(NF_BR_LOCAL IN

br_pass_frame up br_handle frame finish
//

51 %

Netfilter

3

int register_identifyops struct identify_ops = //
br_pass_frame up_finish
int register _ identifyunkonwnops struct identify _ ops
x [/

4.3

Protocol dispatching
br_handle_frame

handle_bridge

netif receive skb

Ingress traffic
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NFlow
SIP DIP SPort DPort TProtocol AProtocol >
SIP DIP SPort DPort Tprotocol AProtocol
IP IP

Linux

jhash_3words Linux

struct NFlow //
struct list_head list //
struct timer_list timeout //

struct list_head classify //
struct flow_tuple tuple FLOW_DIR_MAX //

struct NFlowSet //
atomic_t numFlows //
rwlock_t flowset_lock //

struct list _head s« flowset hash //
@)
Signature +7
@ Session
)
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System Construction
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2
RealOne  RTSP 554/TCP 554/TCP 6970 -
Player and ~ HTTP 80/TCP 32000/UDP or 80/TCP
QuickTime
Player
FTP FTP 21/TCP or user 20/TCP active  Dy-
Active —defined/TCP  namic/TCP passive
Psssive
H. 323 H.323 1720/TCP  and  Dynamic/UDP
IP Phone dynamic/TCP
SIP SIP 5060/UDP Dynamic/UDP
IP Phone
Windows ~ MMS 1755/TCP 1755/1CP  80/TCP
Media HTTP 80/TCP 1024 - 5000/UDP or 1
Player - 65000/ Multicast

Classification

1
1
skb struct sk_|
APid
1
2
If nf_tmp
If
Else if
Else if
APid =data_control //
Else

FSTC Flow State Track

FSTC
buff '

APid =null
nf_tmp

goto finish

APid = control_channel //

Finish return APid
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4.5
netlink ?
@
@
5
WAN
/
BitTorrent HTTP  FTP
P2P Web
Sniffer
Intranet
8Mbps
3
3
KByte
KByte

bittorrent 9250886 9002751 97.3% 5248 4940

94%

http 235197 235197 100% 864 864 100%
ftp 1240917 1240917 100% 312 312 100%
BT
BT
BitSpirit “ "
BT TCP
HTTP BitComet
BT
BT

100%

16 System Construction

P2pP

Linux

KLAUS WEHRLE, FRANK PAHLKE. Linux M %4k
Z M Linux AP M&WHXegikit 5 23, db
T AR F B RAR,2006.

CHRISTIAN BENVENUTIL. &N 3 ## Linux P % %
Bl Rk B A, 2006.

JONATHAN CORBET, ALESSANDRO RUBINI, GREG
KROAH - HARTMAN. Linux 3% & 3K ) 42 5, % =
B, BARE, BRI, AT B, F LR P E R A R
#£,2006.

W2,k E. RIS REBRRGARAL LA, T HE
AU 55 & e, 2003,400 6 ): 765 - 775.

APEA KT, BECH, . —A R T RAAEM
W) B oY ik & o K S0k L AT SR AL T A2, 2004, 30
(7):49 -51.

ANDREW W. MOORE, KONSTANTINA PAPAGIAN-
NAKI. Toward the Accurate Identification of Network
Application. in Passive & Active Measurement Work-
shop 2005.

SUBHABRATA SEN, OLIVER SPATSCHECK, DONG-
MEI WANG. Accurate, Scalable In — Network Identifi-
cation of P2P Traffic Using Application Signatures. In :
Proceedings International WWW Conference, New
York, USA, 2004.

BABOESCU F, VARGHESE G. Scalable Packet Clas-
sification. ACM SIGCOMMO1, 2001.

O GTENREFKNA) 4RIBER http://www.c-s-a.org.cn



