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JAVA KeyPairGenerator /
/1 KeyPairGenerator /

KeyPairGenerator pairGen = KeyPairGenerator. ge-
tinstance " RSA"

Lie'e ]

4 FETTARAE?

//
SecureRandom random = new SecureRandom

PairGen. initialize 1024 random
KeyPair pair = pairGen. genKeyPair
RSAPrivateKey pvtKey =
Private
RSAPbulicKey pubKey =

RSAPrivateKey pair. get-

RSAPbulicKey pair. getPublic

//
ByteArrayOutputStream baos = new
ByteArrayOutputSteam

ObjectOutputSteam out = new ObjectOutputSteam
baos

out. writeObject pvtKey

byte pvtKeyBytes = baos. toByteArray

Signature sign

// pvtKey str-
Document

byte arDocument = getBytes

// SHATwithRSA

Signature signer = Signature. geflnstance "
SHATwi thRSA"

signer. initSign. init  pviKey

//

signer. updafte ardocument

byte signatureBytes = signer. sign

Xfilter
vC VC
// Csp
hProv
CryptAcquireContext &Prov NULL NULL PROV _
RSA_FULL O

// hPublickey
CryptGetUserKey hProv AT SIGNATURE
8hPublicKey
// hHash
72
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CryptCreateHash hProv CALG_SHAI 0 0 &hHash

// sourcekile
pBuffer BUFFER
Do

dReadLen = sourceFile— > Read pBuffer BUFF-
ER
CryptHashData hHash pBuffer dReadlLen O
while  dReadLen < BUFFER
if CryptVerifySignature hHash signatureBytes
signatureBytesLen hPublicKey NULL 0
if GetLastError = =NTE_BAD_SIGNATURE
ShowMessage " "
else

" "

ShowMessage
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