2008

UPnP

)

DoS

Scheme to Prevent Denial of Service Attacks on UPnP

200241
UPnP DoS
UPnP UPnP
XML UPnP
UPnP DoS
1
NOTIFY “ LOCATION”
UPnP Chargen UPnP
Chargen
UPnP NOTIFY
SSDP DoS DDoS UPnP
DoS DDoS UPnP
read/malloc
UPnP UPnP
UPnP DoS DDoS DoS
UPnP
1
2
UPnP
Windows XP UPNRP DoS ‘ 2
UPnP SDS Service Discovery Serv-
DoS ice
UPnP
UPnP DoS
UPnP UPnP SDS DoS
@ 06DZ15008 07QB14036
30 Research and Development

O GHENRFKRA) HIBER http://www.c-s-a.org.cn



2008 8

DoS
DoS

XML
DoS XML

XML Forum XWall for ISA
Server DataPowerXS40 XML Security GateWay XML

XML Web
Web
UPnP DoS
XML
UPnP
UPnP
UPnP DoS

3 UPnP DoS

3.1 UPnP DoS
WSA Web Services Architecture WWW

World Wide Web

DoS
UPNnP WSA
Internet UPnP
IP DoS
DoS
DoS
DoS
DoS WSA
WWW
UPNnP

XML XML UPnP

1

QO A a9
@ U XML Kk 5%

=

- E»Ju\kh&%
@] uPnP FlN u&z® UPnP %45
2]

@ UPPEHIN o
ST s ]
i

@ UPnP $5 415 &

1 UPnP
DoS
3
rXX
\ E=V
o . M
2
p;=1p;=0 v
E=llp —p |l @))]
Vel o0 (Php, o0 () |.u, —o0 () > 0 (2)
CPU
4
CPU
CPU
CPU
2
e e
bRl
@‘
A R BELBBE
i BETP LY

R

Research and Development 31

O GHENRFKRA) HIEEB http://www.c-s-a.org.cn



2008 8

3.3 XML
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urn schemas - upnp — org device
uvid — device uuid - device urn domain — name
device uuid - device uuid - device* schemas — upnp

-org” domain
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urn schemas - up-
np —org service serviceType version urn  domain

—name service serviceType version domain — name
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urn schemas —upnp —org device 3
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if Node == UPnPControl //# s JEUPnP#% ] 54
if(((3) € message) OR ((4) € message))
then access;
if(((5) € message) OR ((6) € message))
then access;

else exit;
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