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public void SignCert() {

/] KGR CAIE$

CertificateFactory

certCF=CertificateFactory.getinstance("X.5
09");

FilelnputStream certBIS =
Stream("rootCA.cer");

X509Certificate caCert = (X509Certificate)

certCF.generateCertificate(certBIS);

/] FE—NERLE MR

X509V3CertificateGenerator certGen = new
X509V 3CertificateGenerator();

// M CA B9UE$ 1Bl CA B9 DN #17 DER 43

new Filel nput

g
new DERIn
putStream(new ByteArraylnputStream (caCert.
getSubjectX500Principal().getEncoded()));
/] NFBIEERF TR T2 DER RIS R
DERConstructedSequence dnSequence

DERInputStream dnStream =

=(DERConstructedSequence)
dnStream.readObject();

/] F A EE EKkH DER 4RABN R 0 &
X509Name

certGen.setlssuerDN(new X509Name(dnSe
quence));

/] REFUEP A pler RV B2 7 DN"certGen.
setSubjectDN(subjectDN);

/| WEH LY RFE, BREAENZEKEDN
N4AARIR certGen.add Extension(X5 09 Extensions.
SubjectKeyldentifier,false,createSubjectKeyld(ke
yToCertify));certGen.addExtension(X509 Extensi
ons.AuthorityKeyldentifier, false,createAutho-
rityKeyld(caCert.getPublicKey()));

/| REIERHBRANFSS

22 R%3E1E Sy stem Constuction

certGen.setNotBefore(startDate);

certGen.setNotAfter(endDate);

certGen.setSerialNumber(serialNumber);

/] RBEREL, £8,FEEET TN

certGen.setSignatureAlgorithm("MD5withRS
A");

certGen.setPublicKey(keyToCertify);

X509Certificate cert
509Certificate(caPrivateKey);

=certGen.generateX

File userfile = new File("userCA.cer");

FileOutputStream caCerOut =
OutputStream("userfile");

caCerOut.write(cert.getEncoded());

new File

caCerOut.close();}

2) 1R CA 4%, #) F openSSL 4 pi— AT CA
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BIEP AN R BN ARG, KRENIEIED,
RATHECE TIEP, BEARMmSIE 1.

F 1 RIEFEREGELGARFR
*é i

openssl genrsa -out iRy

root/root—key. pem 1024

CIRIEFINR
(REARERBA—EHE)

openssl req —new —out
root/root-req. csr —key
root/root—key. pem

openssl x509 —req —in FeAE SR AL RRE 45 304
root/root-req. csr —out
root/root—cert. pem
—signkey
root/root—key. pem —days

3660

RIS S LRI
PR, p12 (PKCS12) 3,

openss] pkcsl2 —export
—-clcerts —in
root/root—cert. pem
—inkey root/root—key. pem
-out root/root.pl2
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Public void makeCR L(){

/ |3KEX obj

List<int> numbers = new List<int>();

X509CrlParser new: X509
CrlParser(); ”

X509Crl crl = parser.‘ReadCri((byte[])obj);

| 1B R

ISet criSet = crl.GetRevokedCertificates();

if (criSet !'= null && criSet.Count > 0)

{foreach (object o in crlSet) {

X509CrlEntry crlEntry = (X509CrlEntry)o;

int serialNumber = crlEntry.SerialNumber.

parser =

IntValue;
if ('numbers.Contains(serialNumber))
{numbers.Add(serialNumber); } }}}
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