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Design of an Encryption Method of Telemetry Data in UAV System
WEN Xin, WANG Xi-Fa, YUE Yun-Tian
(Institute of Electronic Technology, Information Engineering University, Zhengzhou 450004, China; Air Force
Electronics Technology Institute, Beijing 100195, China)

Abstract: Considering the structure charactefistic of telemetry data frames of UAV wireless communication and the
requirements of real time and high quality, this paper presents an encryption method based on self-
synchronizing stream cipher. This encryption method is not only higly secure but can also be easily realized
with few error-spreading and no message-spreading. The realization of FPGA shows that the design of the
scheme has higher feasibility and trustiness.
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