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Abstract:  Single Sign-On (SSO) is an efficient and secure authentication solution for porta system. This paper

anayses the architecture and authentication process of CAS. By extending the CAS, a mechanism of

coarse-grained Role Based Access Contral is added to CAS. This paper proposes a new model of CAS,
which has a coarse-grained and |oosel y-coupled Role Based Access Control. The extended CAS cannot be
used for authentication, but can also be used for authorization, which increases availability and heighters

the security of the system.
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(1.1) C—A: ServiceA;
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(1.2) C—CAS : IDc|| ServiceA;

/B PR EREE CAS, HEREHSHES,
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(2) CAS — C: TGCc[IDTGC||Namec]||IPc]||
Domainc||LoginTimec||ExpireTimec]||STc;
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(3) C—A: STg;

/* BREEREEIESTO)EIRR As */
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/* CAS B A, WRINEMINFBERER, RE
NetlD, NetlD: BB /%, INEEEMI. */

(8) A—C: Resultc.
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