wHEI ARG N H 2011 4F $20% % 8

http://www.c-s-a.org.cn

EHE"

ZigBee 15 B —FhFERELZ

WS, B EEA
(WARMBEERE HHEAUE R TR, 557 250014)

O W T H AR AR R AR, R R G T BAR MR AT e T S T RN
oy LEAMU R85 AR 1, SRAT ABS S0 AR K PANID(AS A DI 2 bR R A REAT I 85 s 2 AR 40 2
SR Py 51 0 T ) A RV EEAT T Rk, 1207 ZEAEDRIIE PANID FONLE ML By b Ot 5 i A 3 LE AR

BERIRR. {

KBEIR:  ZigBee; RN Dbl wAaUr%; AES

New Security Solution of ZigBee Sensor Network

SHI Peng, ZHAO Hua-Wei
(School of Electronic Science and Technology, Shandong Institute of Finance, Jinan 250014, China)

Abstract: For the ZigBee sensor ngtwork is still not safe enough, this article proposes a simple feasible security
solution. It contains two parts. First, with the frame series number as the initial vector, using the AES algorithm encrypts

/decrypts the cor reSp(;nding PANID. Second, judge the validity of the frame received according to the series number.

Actually,this solution has a significant effect on ensuring PANID security and preventing disguised attack.
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