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Multi-Channel CRC Checking System Based on FPGA Technology
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Abstract: CRC codes are widely used in networking and storage, and many other occasions due to its simple encoding
rules. With the development of modern storage and transmission technologies, the check of software code has been
difficult to meet the needs of high level transmission of Gbit. This paper has been achieved highly parallel cyclic
redundancy check (CRC) system which based on FPGA technology to design a multi-channel high-speed technology.
The design uses five parallel channels of 2Gbps check in order to achieve data throughput rate of 10Gbps. Each CRC
channel compatible with 32-bit Ethernet standard. This design uses VerilogHDL for hardware de“s.cription language,
QuartuslI8.0 for Integrated wiring, and packaging the processing unit into an independent IP core, then uses the Altera
Corporation’s EP2C20F484C6 chips as download target for verification. The resr‘tllts show that the design can meet the
rate’s requirements of high-speed data integrity checks.
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HREIET Z AP B TRAE TR (STE)
IR I RS AL 27 A7 2% (LFSR) Wi g DL R A7 PR
75 BT, X CRC ST PEIRFSTEL STE o
[1) w-step ILIEE T RE R RERDR S o ELEAOHE e PR
BT IR IEAT I A ST CRC A2 IR
%mﬁ,mﬁﬁﬁiﬂﬁiwﬁﬁiﬁﬁﬁﬂﬁﬁg
JEIEAT (P75 2K B 11T Gbits 20 51 (B A4 St i)
I, FAT2TFHFETE R BN w8 ) CRC A58 £
ALK .

2 RRLEEERN

CRC FEAL G (1 SE I 7 108 52 e B N A B LA
1) 75 2B N B0 2 1 R R AT AT A7 A T e v A R
(MSB) . it IR 77 £ %% (LFSR) 7
Galois Z I NRATHL A7 I FRIL KIS H . 1% 5>
TR R AL ARG BT 1) 45 S 2 T AE ¥ CRC
o HIXFP AT RSN IS F M SE I I EANTE & i DY,

. AR5 RIEINE 08 (Galois Fields) @i

PRSI CRC = v, Eiﬂﬂ%’;ﬁi%lﬁiﬁ PIEFE U
FEThRUE ATM AILLK WY g JE ), BAA A a0 F
G(X)Z x32 +X2~6 "EXB ‘:‘X22 +X16 +x12 +x” +X10
T+ T x4l
] Lok 2 AR — > 32 A2 ) & GF(232):
B>100000100110000010001110110110111
EANZIAGIRZ I, A nT 2y HA0A 2 Tk
NS N L == T~ 3 S S o A
D B (K 16bi0).
RPN VE/ TR Y | BN I PN v Y T D

a' ®a’ =a

¥ CRC M3k 0
CRC(N +1)=CRC(N)®a'® @ Word(N +1)
Hrf, CRC (N & E—RISH 45, al6 & GF(232)
f—AE, “Word” MZHAKT 16bit 7. @ 8%
R mRTRE, P SRR A B B

V.

3RS ¢\
CRC SR A e e 4 f B A 1 Tse

-
L Data Inputs
i
: Galois Field Data
Mutiplier Pool
A 4
‘ XORS ‘
y v
—{ Output Registers ‘

CRC Outputs

K1 A CRC HIcsiHE

SR B T A A N B U : (GEMD H i
S5y, HAE RSB ORC (V) @ 4 sz, x4l
HFRATH RV TG R LB A e B
BB, BREACRC BT, W 2 i
ANV HIIAT al6 TFEIER, AP Galois B
RIS 755 1 T L6 4 ) 41 45 2 e 5 15
ik, JF (0 R4 XOR M A . MiTiFkd 144
R CRC 791 1 i S LI 0 4 50 R £y
AN T A0 B (O £ R AL B, 3
AR U 1A 0 PIFE, 1 FF2e o Eebiin
—/ XOR % THB 4, 17 0 FTAE 1AL T U2 B3 T
STt R A TSR (0 45 R o — A 32bit
% TG, TR AA Tk S I S5 K A T ekt
CRC,.,[31]1= CRC;,[31]® CRC ;,[27]®

CRC,;,[25]® CRC,;,[24]® CRC,;,[21]® CRC [15]

FRATTAT AR 5 A XA s XA e AN e,
58 A EBPF IR SRR . — HSVESE I, S
PRI T 5 A% a] i —> XOR B[] HL R

Applied Technique WA 145

© THEFEEBRETN

http:/fwww.c-s-a.org.cn



A /[N VA

http://www.c-s-a.org.cn

2012 4F H 214 % 13

YR o 5 5 AT — N H 25 A7 B R AL T 58 ik
FRERAE . N THRELLRMINIE, %5428 AT iG
B E A 32H ' 46AF6449

Input @

RAM[31..0]

01011001000001000000!

001011001000001000001

000101100100000100001
1

31

Proo
=311

2
o
o
=
o
Pt
=
=
b=
b=t
©
b=
o
=

10
01
00
000
00
00
10

[=3=1-1
=3
=
o
=4
S
=
=1
B
=
=1
S
=
o
S
S
S
=

1010001001000011000000001000000!
0101101000000001000000000100000
0010011000100000000000000010000!
000100110001000000
100010011000100
1100010011000100000000
0110001001100010000000
001100010011000100000

100100111011100000000000
1100100111011100000000000
0110010011101110000000000
1011001001110111
ITUI00I0000ITIUIT
0110001000101101
0011101000110110
0001110100011011
10000101101011010
01001001111101100
00100100111110110
1001100101011101
110001111000111
0110001111000111
0011101011000011
0001011001000001

50
50
b=

0
0
0
0
0
0
0. 0 0
0100010010000110000000 g
0
0
b
0
0 Output
0
0

CO0O0000CO0Od00OOHROC0000000000C00

00000000 00go

@2‘Hﬁmﬁ“

31 kgl

SRR RV B 58 BOKE T BOCRE AR 1 B Rl Sfev A (1)
R VE RS, AT UG B4 12 45 1 K
VRIERLF) 10 4 XOR 7 CRE o T2 1 ity ot
B ERT T 10Gbps  HIHE R ZE SR K S AE KK
T o SRYE I RE AL T — ol i P AL 7K 26 AR A 15 O Bt
BARDDF] 1A XOR K. GF ikt /KL &ty
ZKE 3 R

Original data :F Stage n J
; ; ...... % ; ;
...... ~|  Combinational
7 Logic
Yvy rrvu‘frﬂ)i

Original data (unchanged) : Stage (n+1)

L3

K3 SRk K Bt

32 BFYR

e AR K £ BT 5 1 2 A7 25 2L R 152 5 4 1 &
AMIREIR , AHIX 6 %5 7 28 2 DR UE /K VB3 1A 1
B . BTN [ — I b 1 AR (P
P2y SHARAIIK L o T REBHEAL A5 56 Vs e i o
B AR A B AL ZORG O veTt,  DA B S A e IR
7RI A 1) o A VTR I P N (] 4 o

146 N HI$HAK Applied Technique

Forb, i AT A 0 K e AN R T BETH I
o DA AT N B A7 2 1A B 1 B 400 287 B R (1
HY BB ZRAE I Bk ) ) — AN AR BEAT B4 o AR A B3
(0K B F A S, [RRE R I SE 20 AR A AE T
GREE IR RS PN R A K ANl L] P Tl
(27 A7 B A S SE AR HO Il R I, XA SR IS5 )
TN ARG TR FFEAR K [F]2 .

Output

A\

B4 PRSI

\
% L

3.3 ikt . - "

B AR O TS ST T e, AR
SRS 1) RISIDEL RS A 01 . 350 645 15 i 1k 11
KGR S ke Tk 4 AN R AT, T
SR g Nl HEAT XOR #0477 S A0, 7
o4 AR R, WS A R S
IR XOR BRAEMRIFAE % . ASit, A0 &
A LURE £ — AR RS R S A, 1T S 5 AR AL F
ST 2 Al AT R e B A T DA 2 5
(135 2 gk R

o TIEE] 10Gbit ML AEMTR, RN T 4
AN o AT P 2 A T 0 2 T 5 — A
WINT, BB IRATTE R CRC HG 440 “TDMA b
HE CRC HLITE e o 3 Il BT LA ] 26 M i
TS A TC A A7 AR T TR AL

YA 25 A7 BRI NI T I S B BRI
YRR E TR T 0 U HOT I S Tk

© THEFEEBRETN

http:/fwww.c-s-a.org.cn



2012 4E 215 B 1M

http://www.c-s-a.org.cn

A /[N VA

LEI A AL R IR 10 32 745k H’E3EDSB2AP!,
X AN E NG R ST A AR I A H
46AF6449) , W 1 iR

F 1 MNP RAHSE A AR A i !

Registers Values[31..0](HEX)
GF — Register 2 E3ED5B2A
GF — Register 3 CEADI1918
GF — Register 4 90903DD8
GF — Register 5 7TAEBF27F
GF — Register 6 462A4987
GF — Register 7 46 AFBDFF
GF — Register 8 46AF747D
GF — Register 9 46AF7449

E 100MHz [R5 BLI B o ol S B I el 5
Fis. B %A TR CRC R MTTHY TP B
FELNREAII 3 AR T IE R (45 S 15 #0075t
BL1 Hash Il CRC 325455 — 5 JFA 5] T HUU
RENTEE. TR B AR 5 R R TE A S T
BRI 5 AR AT

4 A 50 ENEA

K] VerilogHDL A#AE ¥ HE 5 1E b 258
T CRC KH RS W HE 5 X 1% e ook AT
T RTL ik, LA Altera A 7] ¥ EP2C35F672C6 N
HAnts i, 78 Quartus 11 8.0 V-4 EHHT T 454, A,
fi%s, I ModelSim SE 6.0 34T T 2L L5417

B, fJasits SOPC 411£H1 NIOS IDE K A{4[7-813 K8 |

1 DE2 SEEGH BT T F85AE
%2 CRC KMy HICHILRE 458

REA S | mEE | WAL
Total logic: elefnents 4065 13%
Logic registers 3588 10%
Dedicated logic register 1540 4%
Total PLLs 0 0%
Total memory bits 0 0%
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