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Right-Variation Rule Based Network Vulnerability AnaIySIS
MO Qiu-Mei, CHEN Qi-Mai
(School of Computer, South China Normal University, Guangzhou 510631, China)

Abstract: Network vulnerability can lead to right-variation. From the view of how an attacker uses the vulnerabilities to
achieve the unauthorized right of the destination entity, this paper models the vulnerabilities which lead to right-variation
and introduces the cc;ncept of take rule and vulnerability right-variation rule. Based on the constructed right-variation
model and the rules, the right-variation road closure can be achieved by using the vulnerability right-variation algorithm.

A vulnerable network is modeled as the study case and it shows the effectiveness of the approach.
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