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Defense of Infectious Viruses
ZHENG Huan-Xin, YE Xiao-Ping
(School of Computer, South China Normal University, Guangzhou 510631, E:hina)

Abstract: After designing a simple infectious virus, we find the Active Defense Strategy of mainstream anti-virus software
can’t intercept the infectious operations ‘effectively. Under normal circumstances, the original PE files of the system cannot
be modified. According to this characteristic, the following article develops a way to realize initiative recovery by
monitoring iIIegaI‘wFite operation of original PE file and design a system — PEPS. The simulation experiments show that

the method is more effective on the defense of infectious viruses than mainstream anti-virus software.
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oy © HIWORT R PE UM, @ FREUE ESCAFIX B
FKEE, @ Frg A, e E —AXIZ)E, X
P A 3B Kernel32.dIl REB L bk 1, 3 11 3k Y
GetProcAddress ik, @it GetProcAddress HiuhikFREX
LoadLibraryA b ik, {f Al LoadLibraryA #¢ A
Test.DLL(IX > DLL Hifin] PLSEEL0 25 (1) A Dise, ik
I o T IRNEHE), @ BT Yol 5 L AU
F1Ek#: 5] ) OEP Ab; ® & ks ) OEP, i 2L sEHAT B
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Mame W, Offset | V. Size R. Offset | R. Size Flags

kexk 00001000 00007748 00000400 00007300 G0000020
.data 00002000 00001BAS 0000700 00000300 Co0aoo40
JFSrC O000BOO0  00007Fz0 00003400 00005000 40000040

2 RIEYYE ) NOTEPAD.EXE X HufZ &

Section vieeer
Mame W, Offset W, Size R. Offset R. Size Flags
Jkext Qooo1000 00007745 00000400 00007500 &O000020
.data Qoooe000  00001BAS 00007C00 00000300 Co0oo040
s O0o0B000  OO0007Fz0 00003400 00003000 40000040
Jzhxfl 00013000 00000092 00010400 00000200 EQO00020
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Bk, 4Hp—AN IAT #(Import Address Table), & it &
IAT b writefile )ik, g nl LASEZE) writefile (¥ hook.

@ ntdildll 2 RG RN EEANZSBAL,
X ER GE I A AR I A G ZwWriteFileGater B¢
ZwWriteFlle, ] SR H [H] K 1R 7 560 3K P A ok gk AT
hook.

@ RGEHH T BEANZSIRS, 754
Jik 451k J% 3% (System Service Dispatch Table, SSDT), 1]

TRLIRBAE AR k. @& SSDT &A%,

[ AT LB hook.

@ A1 WOF BREIHEL, CEROSIE BN %, %
S T LB AR ST IRPOR K I ¥ 45 4)
2L IRP, LA TR B S I st 4
AR, y

SWIL ST, windows #3753 Ak E RG-S 1
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UL LU, TEICAR G B PR S A S5 AT
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RIZERE W, MR, 54 R
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AR, BRI ESPiETR, RS
H PR AR T, BRI,

3  PEPSSZILS VEANL
3.1 PEPS =1}
PEPS 1/ 6 fi7s.

start | zervicel | exit | about |
Tum | path | operate |
1 clwindowshgemind. exe create
z o twindowshaysten3Zhspooldrivers'wiExB6i Fpseripts, A1l write
3 o windowshsystem3Zispool driver s'w3ZxB643psSui. 11 write
4 cwindowshsystem3Zispooldriver shw3ZxB6 3 mdiui . 411 write
5 ol vwindowshsystem3Zhspoolhdriver shw3Zx86 43 mdi graph. d11 write
-] o windowshsystem3Zhispooldriver shw3Zx864 3 mdiui. 411 write
T c:windowshsystem3Zhspoolidriver shw32x8A \mdi gr aph. d11 write
g o windowshsystem3Zispoolidrivershw3Zx86 \mdini . 411 write
9 ol windowshsystem3Zhzetupikoe. d11 write

6 PEPS LI RIS AT

PEPS 3L windows xp &4¢, 7 vmware UL
MR L. JFRIAEE N vmware workstation, VC6.0,
WDK 7600.16385.1. 734 W IR 52 REK S A 7 A~ Ty
REAEL. N R 5 H P AC T, IR IR B I iRk 452K
B, BoRRE R, WA g I kA, £
BEARE S BRI QR E O AT, B 5 W A E A

P FE PP R 42 Sh BE B n R

start: IEHIK) RS

servicel: JF/AIRSSKEA 1, IR create 1 write
178, A ¢\

service2: JFRIRZ: KM 2, Witaicreate 17 %, 44k
S0 48 AT SCHFI write 750,

delete: s R ik write 47 %, FTLAK create (1)
ST B 1. 3505 2 0.

Cexit: KHIREIRS, BT

about: FRA(E .

num: FEERAE T

path: S AR 1% 17

operate: XV ERVEMIZEAY, service2 HX} create 2
MR, AR write HEATHARR, I AR write #2145,
WL PAT delete, W LAMMER create ()T 31

EHFHEST, PE UFNBEASHNE. XA
B ALt IEHf, £8P PEPS Jia MEAT fij 51 5
FUERAE, AT 00, WORAE, % 2.1 s et
DL R85 1F: @ pagefile.sys & Windows 3
WAE, HAEH 5P N AESEAARL, 1E Y3 NAE )
“EahETmAAAE, HXDREZEWLB. @

C:\DocumentsandSettings\Administrator\Local Settings\
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BRI PE XM INER 2 ok,

x 2 EEREF SR AR

RS0 create write
WinRAR 8 0
GoogleTakl 4 0
CodeBlocks 88 0
Qqgplayer 81 0

TH W 17 i ® 0
A7t L8 0
Gvim b 10 0
RT3 7 0
iku 25 0
Rl 161 0

3.2 SKEITME

FET PEPS BhfilkE 5, 75 http:/ivx.netlux.org/ 2 .
AN SR R YL A5 B antares, atix, carume, Gemini Al
seraph K43 1E PEPS R MBI MHIAE /). IXLLyp #5H8 ) 4k
FI6 N UEACHS, RN BEEIZAT T vmware HEAUAL L (1)
windows xp R%E. 4L H kit windows R4 (1) PE SCAF.
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STARbs: © WEIsIT 2R, SRS R
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TEARSE PEPS, R4 T RS, FEARp e AU
R 3 ERURTERA LA BRI B ERAT A

4l | 360 | ESET | QQ&% | /ba<: | PEPS
antares Yes Not Yes Not Not Yes
atix Not Not Not Not Not Yes
carume Not Yes Yes Not Not Yes
gemini Yes Yes Yes Yes Not Yes
seraph Yes Yes Yes Not Not Yes
R4 AEBA PRI RY B, RO F PR

4l | 360 | BSET | QQ% | /M4 | PEPS

antares Yes \!(es Not Yes Yes Not

atix Yiés Yés Yes Yes Yes Not

carum=é Yes Yes Not Yes Yes Not

gemini Yes Yes Not Yes Yes Not

seraph Yes Yes Not Yes Yes Not
4
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