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Overview of Browser Forensics Technology
TAO Zi-Yi', Bl Shan-Wei

Y(Shanxi University of Chinese Medicine, Xi’an 712046, China)

(Hitachi Elevator(China), Shanxi Branch, Xi’an 712046, China)

Abstract: With the adyent of t}1e information age, some criminals always tend to query information from the Internet
before they engageﬁ in criminal activity. So the browser they used has become the key to the forensics of judicial
authorities. Whether we can extract the effective evidence of crime depends on the forensics method of browser. This
article introduces the forensics technology of Firefox and IE browser which are the current mainstream browsers,
outlined the browser temporary file structure, such as the IE cache file and the SQL.ite database log files of the Firefox,
proposed information recovery method. It can collect evidence and analyze the user’s behavior by extract the
information of the deleted log files or cache files.
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@ id: RS TR, AN,

@ url: Ff7 I e T URL

@ title: FAAf M GLRIbR L

@ rev_host: X [MAEfit EHLA;

® visit_count: {7fi % BT 1)L U7 ] AL
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id url title rev_host visit_count hidden
1 http:/fwwen.... moc.allizom.... |0 0
2 http:y/fwww... moc.allizom.... |0 4]
3 http:/fween.... moc.allizom.... |0 4]
4 httpy/fwww.... moc.allizom.... |0 0
5 http:/fww... moc.allizom.... |0 0
6 place:sort=8... 0 1.
7 placefolder=... 0 1
8 placettype=6... 0 1
g http:/fww.... moc.allizom.... |1 1
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12 https://addo... |Firefox Mif0... |gro.allizom.s.. |1 0
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URL %2 LEAK ST 5d 45 44 REDR JS AU %4k 45 44
%2 URL. LEAK KRIZ5H) % 3 REDR K4k
FHmBEE | T ik FEhwE R | T Eliip
0x00 4 | URL 3 LEAK BEAR S 0x00 4 | REDR AT
0x04 4 KE?& 0x10 * M ﬁﬁlﬁ
0x08 8 TR I 3.2.2 Cookies
0x10 8 B B ] HF—4% cookie it 3% LL“URL” I8 1] FF- 4 DL S — A
0x34 4 BEiC S I T ﬁﬂ?@%’%iﬁj‘@ookie", Uﬂtﬂégﬁ\}ﬁﬁiﬁﬁﬁﬁ%ﬁﬁ
A N 1% e
oc | 4 i . Il 9 P, \
- b
record
ke:-fw?rd length last acces‘sed time
last modified 55 52 4C 20)02 00 00 00 (FO 62 01 FC SF FB8 C8 01 URL ....3b.i_aE.
time LF0 D3 03 FC SF FB CB 01) 21 52 00 00 00 00 00 00 80.i_eE.IR......
67 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 guvrvrernrnnnnn,
60 00 00 00 8 00 00 00 FE OO 10 10 80 00 00 00 °...h...p...l
01 00 10 00 00 00 00 00 00 0D 00 00 00 00 00 00 wuvvvrnrnennnnn.
07 39 46 3C 01 00 00 00 00 00 00000739 46 3C . 9F 9E |
00 00 00 00 OD FO AD OB BT ..., &-.Coockie:n record_kengrd ]
user name-73 65 72) 40 6D 73 GE 2E_ 63 6F 6D 2E 63 GE 2P 00 ser@msn.com.cn/. operation file or website
75 73 65 72 40 (6D 73 6E ZE 63 GF €D 5B 31 5D 2E) userfmsn.com[1]. o op o es1o coop
(74 78 74)00 OD FO AD OB 0D FO AD OB OD FO AD OB  txt..s-..4-..8-. p

9 cookie it FHE AT

Keyword #7257, 0x55 52 4C 20 HJ] URL Z$7;
record keyword 75k KHHE T, 0x43 6F 6F 6B 69 65
Rl Cookie. X &¥Hi2 HIiX & —4% cookie ics%, —4¢
SRS TSR A RS Uil 44 B

3.2.3 Pl

D3 S SEAGE SR T U7 il W T A R, iRl
ST H P AT IF AR HORERE SCAF AT A B4, T s s B
“URL”SCHE I I Sk, AL — bR R P 521l 5% 1) G B il

\

T RAF S A 5 A — S T “Visited”, 415 10 fr7s. L
record

KevWord length last accessed time
last 5 52 4C 20)04 00 00 00 (00 34 9B 46 70 45 C9 01) @RL ..... 41FpEE.
modified——@0 34 9B 46 70 45 C9 01> 89 39 D9 49 00 OO0 OO0 OO0 .4I1FpEE.190I. ...
time 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 +ounnureenannnn.

60 00 00 OO0 68 00 OO0 OO0 FE 00 10 10 00 00 00 00 °...h...b.......

01 00 20 00 F4 00 OO0 OO0 FO 00 00 OO0 OO0 00 OO0 00 .. .&...8.......

6D 39 DS 49 0S5 00 00 OO0 OO0 00 00 00 00 00 00 00 m9@T............ :

00 0D 00 00 OD FO AD OB &6 69 73 69 74 65 64I3A  ..... a-.Visited: tvpe kevword
user name —(20 55 73 65)72 (A0 66 69 6C 65 3& 2F 2F 2F 43 3A) User@file: ./ C:

2F 44 6F 63 75 6D 65 BE 74 73 25 32 30 61 BE 64 | ~Documents%20and

25 32 30 53 65 74 74 69 6E 67 73 2F 55 73 65 72 ’ZQDSettlngs/User

2F 4C 6F 63 61 6C 25 32 30 53 65 74 74 69 6E 67 | ~Local%20Setting operation file

73 2F S4 65 6D 70 6F 72 61 72 79 25 32 30 49 6E | s Temporarv%20Iln or website

74 65 72 6E 65 74 25 32 30 46 69 6C 65 73 2F 43 ‘ternet'/.ZDFiles/C

6F 6E 74 65 6E 74 2E 49 45 35 2F 4F 39 36 4E 43 | entent.IES-096NC

4C_41 4A PF 43 41 43 58 47 4C 57 52 2E 68 74 6D ) LAJ/CACXGLWR.htm

K10 3 Sl sk S M

Keyword #7257, 0x55 52 4C 20 HJ] URL Z$74;
type keyword 7 id sk S i A i, 0x56 69 73 69 74
65 64 Ll Visited. JXLEH 0 ME—bR iR — 5% P s Hd 0ok,
oAU FE AR ) —2fF B, AR I ITE. 4.
ViR ] SR R AR, X LR B T HGIE A 53 #
H P AT M.

3.24 ZHFulx

LAWK I G40 2 B o S 41, dsk T e E 1R
S FEREEL P AR AN BE DX, s T ME— kR Rl
S DG A “http™, BRI Tl R AT IR, AP
A 3 AR B URL. LEAK. REDR, 4{5 A

[P

2 READ M Sesitin] N 22 n KA W i bR &, s

.
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BP0 URL 82 LEAK EAURHE I, k(G Bt AF U R L R A7 SO A5 45 AR SR o 46
b2, Wi %, Wak. &fE Ui a5 ¥, Wl 11 pros.
SO TR R R A SR AR ISR L. 2%
record
keywprd length last accessed time
last modified 852 4c 200G2 00 00 00 (00 00 00 00 00 00 00 00) BRL ............
time — (20 D1 C3 58 4C 49 C9 01) 00 00 00 00 00 00 00 00 RAXLIE.........
00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 wuuvrenenenennns
60 00 00 00 68 00 00 OO0 03 00 10 10 9C 00 00 00 “...h....... I...
41 00 0D 00 A8 00 0D 00 49 00 00 00 00 00 00 00 A... ...I.......
1 72 39 F5 38 01 00 00 00 00 00 00 00 72 39 F5 38 r9&B........ rosa
record kevword 00 00 00 00 OD FO AD OB (68 74 74 70)3A 2F 2F 70 ..... a- htte:7p
76 2E 73 6F 68 75 2E 63 BF 6D 2F 70 76 2E 67 69 |v.sohu.com/pv.gi|gebsite
66 3F 74 3F 3D 31 32 32 36 39 39 32 30 36 30 31 |£?t?=12269920601
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