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Large Enterprises Network Security Strategy and Multi-Node Coordination Mechanism Based
on IPv6

GUO Wen-Gang

(China Academy of Electronics and Information Technology, China Electronic Science & Technology Group Inc., Beijing 100041,
China) .

Abstract: The network structure of large enterprises is complex. It requires cooperation between every department.
Building a security policy system of multi-node cooperative mechanism can efficiently solve the problem onthe cooperative
security management for large enterprises network. Based on the above background, this paper uses C/S structure,
introduces the principle of ant colony and the algorithm of intrusion detection, to carry out a research on the coordination
mechanism and security system of multi-node based on IPv6. The designed system in this paper is tested. The result shows
it can handle the security problem of the large enterprises network well. It also implements the effective collaboration between
large enterprises networks, and solves the problem on the cooperative security management of large ent?erﬁﬁses network.
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*policy-name: <object-name>

*association: <mode-name>|mode-set-name>

|<gateway-name>|gateway-set-name>

|<domain-name>

*cache-expiry: <integer>

*policy: Dst,port;src, port; xport-proto

directioninbound|outboundpermit|deny

*userid: * | any | list of [not] n822 <email-addr>

| list of [not] dn<distinguished-name>

* systemname: * |any| list of [not] <general-name>

[list of [not] dn<distinguished-name>

* ipv6-class: * |any]| list of [not] <integer-range>

* ipv6-flow: * |any] list of [not] <integer-range>

* seclabel: * |any]| list of [not] <seclabel>

*tfr-action:

ipsec-action: see below '

isakmp-action: see below

*mnt-by: list (;f <mntner-name>

*changed: <mntner-name><date>
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IF DATA_SUPPORD_HIGH
ALARM()

ELSE IF INCLUDED_OTHER _CHARACTER
IF HAS_HIGH_CONFIDENCE_WITH_OTHERS
NOTICE();
ELSEALARM();
ELSEALARM();
ELSEABANDON();
ELSE ABANDON();
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