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User BehaviorCycle-Based Statistical Approach for Anomaly Detecting on Mobile Devices
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Abstract: In this paper, we present a distributed anomaly detection system for mobile devices. The proposed framework
realizes a client-server architecture, the client continuously extracts various features of mobile device and transfers to the
server, and the server’s major task is to detect anomaly using state-of-art detection algorithms. According to the
regularity of human daily activity and the periodic of using mobile device, we also propose a novel user behavior cycle
based statistical approach, in which the abnormal is determined by the distance from the undetermined feature vector to
the similar time segments’ vectors of previous cycles. We use the Mahalanobis distance as distanee metric since it is
rarely affected by the correlate and value range of features. Evaluation results demonstrated that the pfoposed framework
and novel anomaly detection algorithm could effectively improve the detection ra"te of malwares on mobile devices.

Key words: anomaly detection;behavior cycle; mahalanobis distance; feature extraction

Loals o B 7185 — e ) R I R PR R i, 710 6

B ISR AR . TR DR A S A
IR, #5501 0 26 T R NI 1 38,
Dby T LA I DL RS B P A e 4, T
RN NI L. B R 3B P S (1
Wi, 0 E R B A ok %, A S 5 BB
ARG 024, WSS P ORI 7= 2 4,

RV DA T, ARG A,
T4 FAMSEA L LB, T

© HETH:ER AR 4E(61272131)
WS R 171):2014-08-10; L B 5 SRk I 17):2014-09-15

184 i -HiA « 5% Software Technique * Algorithm

IR B vt LR G T, [ A ANE 2 BESTAR
B MBI ECR GBI B BE& 1 2 P . A
AT R GEAT RS, — SRFIE A, SRR K
P, RERIN CAN R R, O 5 B S SRy
ML, il AN 208 SR WAT N, REfGR
MBIARFAMR, B2 R 5 BRI, T
B K 285 I LU S S I S SR I s, B
g NI BATRIBT TR 732 7 S H G

© TEREBIK AR

http:/fwww.c-s-a.org.cn



2015 4 55244 B 4 W

http://www.c-s-a.org.cn

i EONL R g N

ASCEE PP A A BB & AW R L, 1%
RGUR 27 5i- MR 55 s 280, %5 )7 v D STFP S S
gL ek, S B IRFE A 5, PR 1 AR 1A 3
MR 55 4%, g5 asimia Ay S W Tk, 20 MR AL )
T4 AN AR, A & R S5 1 W AR R s 1
BV T i

ARSCEIR T —FhEETF AT o A 30 00 S A
Jrik(fEFK CBS). MHRWFFTUEMI NS H 5 s B A
SIPE, DR A AR B B A AR AT AR RS 4 ST P A,
tim A PR BB A L BUE, AR L
Al 2 BE AR BE T LG BT I SE AT 0
SO0 0 S AL DN 5 9 A SE AR K T AT A 30
0 HE B S SO ] BIRFALE ) B 0 AT AT PR R, B T
RE A A I A0 1) 5 4T Ay 3 e S I S 1) ) 1B K) 57
WATH.

Al
%

2 FHRTAEN

R & B H R AT, AT
FHE R L HEAE ] PC A = LAAZ B
28 NAZ ARSI Ak B4, i o P (R B 42 i 2 2R 5
ey WLES2 S SRR N SSeask o) A 2Bk e Atk
HIFAR G EIFE B 1 £ e H A

Cheng 5 A& H 1R BETF- WIS BRI R4
AF I S R B S T ae v i T vk, B A RSl
SE— AN E MY Uthreshold, % B & i —4
WA e DS R ME, SRR M4 & Utoday
il Uthreshold I, #t4fil & i) Timothy I

Theresa $i¢ t (5% T HITB A B AR RE LR PRI 5 |

ST AR — b 1 e T 10 5 A ik, KA 3)
ABE V5 715 DTC(Dynamic Threshold Calculation),
FRAEAS TR DI Al A TS5 50T . REORAZ(S A, 3
AS M0V TR B, S BRI RS R
DTC J5 ] DA U BRAR BR 2, A2 DTC 5% 1%
B2 IEH IR IR 8, Y BE I R RS 8
T I A2 R

Bose S H L AT A AT RE T WA I R 4t
H, SVMs B TN R 4R T 25 th 23 2R3, o0 2R ik
T RENS mik 96%). Shamili 2576 HoA I 3 &
SRR G A —F o A X SVMs S92, Jdid
AT BRI, % g ] LAIRAT BB 9 oF 5 DL K
RS A SRR L, AT RIS 2% ) B

TFARSU). Shabtai 467 HAR H 10 553 Kol 2 S 4 e i
BT R BB A 0, A T RS R
BRI 53 B0 L AR A s R ),

Schmidt 2575 H LT 45 900 1 (00 60 e T WL o A
WU Z2 G5 P A P ML 982 ) SV 1 LS R T
Tod% R, FPEH —Fh e 1 Pl 592 (Linear Prediction
Algorithm), AR F5R I f 2 BT 4 AMEEGE ) T
F AN A i S AR 1 R EAT Lde, AT
75523012, Schmidt /5 HAE T 6 SOR 0 B RETHLS? 3
o R G5 h AR e — L 38 2 TR0, ROk R AL
(Centroid Machime), 4 1 04T 5L 1) o5 K0 FH L 1)
BRI P R SR B8 MR E V77 BE B (R,
LR D), AR5 LB AR I AT AT SO0 B U 8 2
ST 25 RV IE B WA R BACHE 1 0 B 188 304 S S5 0
REHAF),

Yang A3 FH 6 I BB 3 B4 Skl o, OF
B — AT TGP (Nash Equilibrium) B AL R
FH B2 40 45 38041

JRA B T2 B AR 5256 % (MIT Media Lab) 7 —4
N A B 51245 41 (Reality Mining)” (50 H, 32 52 0 i
ST RS TN _L I W2 P Sk SRR 3 B
SR, LEISE T KA LRI B X S, SR AL
TSI 0 b R T AT S R A T
FHUCHE 10 R R R, T 94T S BT — R M
DAL P 24 o (OB TR . 25, IF HL2
7 2% AT BRI il S 08, PRI T LS 3ot 2 S
USRI P 041 01

3 R

Bl 15 H T RSO A Be A L A R 4
R RRESE. RGER & -k 55 A, & i
J7 B4R T I R e T LI SCER S A I BT 75 (R RFALE,
Fif I GPRS M4, 3G MZ%al WIFT B4 1L ) B A3
BUGCFEMR S 3. 454 R I 4 o A U8k, A dsi—
B I IR S5 35 UL S T IR 45 2%, T84 AR 45 A th A2
FIRSS A, TR A AR IR AIE v AR e 1
& Py DRI R RS A 1 S BRI
DU 5525, ASTIU 6 25 4 2 43 P S A I 0025 90 T AR A
] 2ty R R &5 SR 0 45 R I s E RS AR, RS
PRI s gt RURAT I AL BE, RN GE Ok S ) R 3%
LT N i

Software Technique * Algorithm 3KfFHiA « &k 185

© TEREBIK AR

http:/fwww.c-s-a.org.cn



R[N VA

http://www.c-s-a.org.cn

2015 4E 244 B 4 W

Pl 2 iR TR Bl e HRIN AR S B ) S AR
Sran AL &2 LT Android #4F R LM, T
BARAE SR A ST LT e, g5 4%
GOSTRE RF AL [ B e 15 5, T S 3 Je A7 A
Peo KDL GBAFRCH % A FSTHUR ST ]
G

_ Client User

Detection
Server

T
2 Detection
: Server

! =
' WIFI
Client User <

" 4 )
K1 %@ﬁ%ﬁﬁﬁiﬂﬂ%éﬁ@%

g M

Anomaly Detection Server Monitoring Client

Feature

I Vector

CBS Detector [ — User Behavior Level

Application Level
Linux Kernel Level

£¥
SMO Detector [ § g K—
€ g
J48 Detector (4 B
K—>

B2 o B ik o5 a4

N APS B L =)

®1AGAHE

T HEALHO RS, SR PR30 R o
VF (k) W i AR 20 KRR
Vik) 20 e BRI i, 8 % R 0 B AL,

s
I 55k Jey I ey 2 ) R 25

L{ky. ky)

Wy (k) | SRR (k) g o

W, (k) AT i BV S IR L 8 2 1
Dy (k) SRR E i BV ()RR P B
De (k) S AOE AN LIPS LS e

.;- He A
RET e L WA R D T
Ve )RV Gy ), Lk key) FER WA 1) I (1 B 5

186 #AFH AR « 53 Software Technique * Algorithm

x.. ‘:

=

3 o
I -,
Communication f "Detection
Server . Server
\ h -
"

VORAABURE . 5 1) 8 A it R bR MK SO IR, 7
AT, S R AR RN Fr AR A 0 A O 1 1E
WRFEAEAE ST B BIA B T — 2 i s, XMk
[ IE H R IR SOMRE LS T 11, REAEV (k) (F ML 5%
WG k), Axn)ps:
Wok) = {kik—nT —t/2 =k, =k—nT +¢t/2.ne
[L.N]

(1)
Hrp TRIR K, n i%%)%,ﬁ:ﬂ" ; tsé%/% k I ZI B3
(IR TR BER R, WS T L AR T e AN & B ZI0
R, LA I 0, R A RIS T 20
ﬁﬂﬂa‘%ﬂ k Dﬁi&‘ﬂ@ FAEIER, KRG R TR S
MG JE A IS R A BAT TSR E PR3 43 S e R A
M, X M A I AR AR 2 2 — MR AR KT
R, BATRICAE G 80, Wb A %) kT
(R AIE i) B N RS 3 11, S 5 0 g 2 R 00 5%
) PR B 5 2 DR AR DS, S 4 R MERA AR 5 52 58
M, FTLh n SREE/1,N].

T W, (P B E SRR R, 8
PEAE I YE AR, R T D Ao, AT
T VW (R Y SDORE H R S AR A A ) 27 ey il P 1) (X
FELCBI A 25%), AL EE B 1V, (k. ARl )
VIR Db E V&L E e W kIR E
B E AR R, %*/l\%ﬁ%gﬂﬁ%(intemal
distance), FD, (%) 67y Jo 45 b 7 11 o 4 B3 14 )
St 5 oA T, At T

\opx

k) = Lk k) ke ke e W, G0k £k ()

Ty AN AN EE 2 (external distance), HD: (k1R
7, e TR ARFRT I ) BV (k) RIBURE B 1 oh BT A 1) TR )
FREG P s IME, AN

D:0k) = (L0k k) k& WL (KD 3)

SH A B A B B AN AN B B I LA, A
Do (k) = aD,(k), WSARFRIN ) BV () i H) e 1R,
SR WRIE R S H . e P RATGINT WA R e,
" R 2 A RN T A S Sy R ) e K S
B, PR LA AR HORT LY SR I ) SO B, T LA
3 P A R B A I R R AR ) e AT

SEE AR 3 PTRR, AR AR S
ot N M, o MR, PRl RS 5

© ERSEBIK T

http:/fwww.c-s-a.org.cn



2015 4 55244 B 4 W

http://www.c-s-a.org.cn

i EONL R g N

JAA T, fESEPr N Y, B T K2 h— K. A
W)V k), GBS W, k), AR5 BUORE 5
SEBURE T T, kY, B2 TR PSR 25 D, (k) R ARER
PR B Do kY, G DA AN B 0 /N 8 ) V(K

AT
INITIATION: Set values of ¢, £, N, M

Compute time period7
START:

1) Obtain V(k)
2) Define the observation window W {k)} by Eq. (1)
3) Select W, (k) fromW, (k)M by distance to V' k)
4) Calculate the distance D, (kJand D:(k)
S5y If Dgk) =ab(k)
Rise alarm; g !

Set M =M U {k} 3

Else V{k}is horﬁmal

6) Increase k by one and go-back to 1)

Kl 3 CBS Sl vk Ay

S5 P (1 BE B A7 R A A D TR 2, A R I g
rAEANREAE J M PR B R DR R A Y. A AR FRAT
RFIEER T, JRYERISRM Z R . 2R, BUE
OB AR K ZE S, WA —, B W 2t
AIKIEH . FATIEEE ) [CHE B (Mahalanobis distance)ff

SR I B AR UE, 5 RRGCER AN H 12 e

JE PR R 2 TR 356 2R 0 Ho2 RPETC SR IK, M mi
A P PR i 8 5 s s (K 00 S AR OR, O FL et b
@%ﬁﬁﬁ*@%%ﬁﬂﬁ%ﬁﬁ%ﬁﬁZ%wﬁ
R R T PR PR B AT IR]. 28R PR A
m, HUESRAEAR BECR T REARYER, B e vh S T
FERARFEARSLRE 2 b, XA TRAT A S g A 15 A2 vl
LA,

P IR TR] 2 A 5 BB 7 ZEH0EF 0 S 1)
B LA SR I 1 PR 2 vH A b

L= = T
Lyl y) =3/ x —y)7573(F - 5) “

BT ZEHERE S BATHOHIPRS T A0 0 AL LR A 4
fE: 1) FEARBOR T AR, XA S R A

SHAL. 2) FERALER—A n-1 HERIZE R (n O 1)
MR, RPN Z/ S B RS T, i
REAEACEE, SIS P B AR A o e

5 SEEAHT
5.1 BEREME

HH T8 Be AL WA ek H §e A A FF 1S
B —FOA T A, DR AT R R 0 T S
o, BRI RAE AT,

Al 145 Android 15 FEA T TP T 32 Ik R
R AR, A = = AT TSRS, 32 A4
)ﬁﬁﬂﬁﬁﬂ%ﬁ‘%ﬂﬁ%?ﬁﬂ 3 BRREFH, HFhHE
S P N R 4 1 /N4, (EIBAT IR
FE P I BRATT IR S i RS0 R G (1) %5 o R P > 46 PG
HIE1T, I 30 FPRE—VKRFE, IXFERE N AR
FEAERE & B EHRICEE 120 48 AE, BILH 1
)T 2 FAE, IX SRR ) A bR IC N IR . 54X 3
% android FHUK 32228 = A H P HEAEH, [R5
MIAE P s R 72— HAT R IR IE, K4
£ 3 AR H R ) . AR RS, H
J 58 A4 RSP I AR T RS T AL, BLORE s 1)
NIEME.

fii 4 Symbian. Windows Mobile %% it F ALK&
P ERE, v Lk %%ﬁﬂf%‘%i'wn‘ﬂrzﬁ: DoS
i, 7 HOH 7 BEAL DA R FE L BE ok, DAk, FRATTIT
KT 4 NP TR A B M R T
SEIS 73 M DIF AR RS —Fh DoS Bk B i
FERE, FLRF I8 35 8 10 5 A IR BEAT K R ITR 08
5, KE S CPU %, nLLS3E0 Android &4 R4t
FEAR R, )G RI%SR: 5 E A RIEFF, TFHLA
a3, Wik APT AW & S R IERAE; 3)E 6 T i
W BT R SRR B A MR bl R3O 4)
a6 bR BalEa Bk SOt B RE e Rk
4 Pl R o i = S BTl HIs1T 1 /bR, i
S5 B AR,

52 KINEE

TS R P B R A s, BAT4E v
TRl S E I 4% 3 NET RECV, UL 3
AN =B, I HIATIH— RN 1), 45
Bl 4 P, BEARER A IFR], HARAR A H— A0S e, #
HRERI NET RECV HEZRERSALL, B (13 B B Ik,

Software Technique * Algorithm 3KfFHiA « ik 187

© TEREBIK AR

http:/fwww.c-s-a.org.cn



R[N VA

http://www.c-s-a.org.cn

2015 4E 244 B 4 W

AP AR LR B ARSI 18] B (B B, FLE AR
IS 1) Bt J L AR TRD; 28— J A B — 2 e A2 — el 1)
Jo 2 A AR VA B O BT, A ) 1) o RV (i R P
BEWDZH P TAR FAE T AL — e B, FRIRE
AP B A A

——NET_RECV|

1.0
0.8
0.6+

0.4

Normalized Length

0.24

0.0

00:00 00:00 0000 0000 00:00 00:00 00:00 00:00
Mon Wed F Sn Tue  Thu St
Tue  Thu St Mon  Wed Fri Sun

4 Ve LT 1 NET. RECV {4

g ! —=— FPR

104 —e— TPR
: —4A— Accurac
0.8

s

2

$ 0.6

—

e}

Q

X 04+

4

£

(=}

Z 0.2
0.0

T T T T
0.6 0.785 0.828 0.95 5 15
Comparison Parameter a

K5 CBS KT HERE o KITERE

Kl 5 45t CBS SRl Jy it fe, AlA bRl L

BERK o, PR AT B, FRATTEAUERG R . 8% LA
BB AR R, L a BRI A i
SN I o U, M 0<0.60 1§, AT HFE f]
AR E R e, R AR 100%, HEA)
RIAK, N 20%7 47, 24 =15 I, BT REAE ) B4
HE IR, MEEIECR 0. 2 0.6<a<<I5 Y, il
M 100% FFER] 0%, BHIZA A 100%FE3] 0%, 1
HERA L R 5GBTS B, AR & 0 o o4
2, M a=0.84, MLIHEMZE0E 91.23%, K Z 68
515 F] 83.61%, WHIHN 6.5%, hn] L7, #7458
O R 2, AT A 0=0.788, IS W] LARAE mik
99.44% [P AT I 28, AHJE AR Y (1) B ) 224l B3 T

188 #AHiAK « 51k Software Technique * Algorithm

33.52%, FERIIFNEA 74.02%, Wik, #5575 2EA
MR AIE, AT o=2, RHIRETT 0, Ml x4
50% 745

* 2 43t CBS 5 H 73 REE A IIPE RE LA,
CBS S Rl Sk B AR R R i T I 40 R0, JF
H AT DR 75 S B LA R o RO, BRI

R 2 CBS 5o KB AR fE HLA

Bk e 2 (elES PIZIES
J48 0.6093 0.3372 0.3278
BN . 05146 709972 0.6285
rr § ) 07700 0.1500 0.0016
“;KNN 0.8685 0.4278 0.0008
CBS 0=0.788 0.7402 0.9944 0.3352
CBS 0=0.84 0.9123 0.8361 0.0651
CBS 0=2 0.8843 0.4944 0
6 g

ASCE P T — A A R sl e Rl A&
GMEZE, BBETHLE ) i 0 ST WO AFAE, 55 48 1151
XHRFAE [ S REAT S HOR I 0 A, LU, BATRBAE
HH s A A e, R 38 e T Lt 1A A3
VRO, DUk, BeATRE s 17— Fh 1 AT 00 4 40
(57 F AL I i, 3T A AR A IR A 17 R LA A
SUAFLILE e ) B RS il A (R BRSPS AR 1)
%?Eﬁ,%?ﬁ%%$§%ﬁ@%ﬁ%&%ﬁmﬁ
0 B 1 1 PGP 38 Ak R B 1 (. S e
W ORI 7 i RE S A ORI B 2 R DR (K5 6 5%
B

FEASKRIOWT T, BAI PR 5 S o 1257 H R s
V25, RO 2 R AR G A AR MR I AR SRR
I, AT AR R

S0k

1 Schmidt AD, Albayrak S. Malicious Software for
Smartphones[ Technical Report]. TUB-DAI 02/08-01, 2008.

2 Schmidt AD, Schmidt HG, Batyuk L. Smartphone malware
evolution revisited: Android next target? Malicious and
Unwanted Software (MALWARE) 4th International

Conference. 2009.

3 Patcha A, Park JM. An overview of anomaly detection

© TEREBIK AR

http:/fwww.c-s-a.org.cn



2015 4 55244 B 4 W

http://www.c-s-a.org.cn

i EONL R g N

techniques: Existing solutions and latest technological trends.

Computer Networks, 2007, 51(12): 3448-3470.

4 Chandola V, Banerjee A, Kumar A. Anomaly Detection: A

Survey. ACM Computing Surveys, 2009, 41(3): 151-158.
Shon T, Kim Y, Lee C, Moon J. A machine learning
framework for network anomalydetection using SVM and
GA. IEEE Workshop on Information Assurance and Security.
US Military Academy, West Point, NY. 2005.

Li Y, Guo L. An efficient network anomaly detection
schemebased on TCM-KNN algorithm and data reduction
mechanism. IEEE Workshop on Information Assurance and
Security. US Military Academy. West Point, NY. 2007.
20-22.

Cheng J, Wong SHY, Yang H, Lu SW. SmartSiren:.Virus
detection and alert for smartphones. Proc. of MobiSys. 2007.
258-271. \ ‘

Timothy KB, Theresa M. Mobile Device Profiling and
Intrusion Detectior; using Smart Batteries. HICSS, 2008.

9 Bose A, Hu X, Shin KG, Park T. Behavioral detection 9 of

malware on mobile handsets. Proc. of the 6th International
Conference on Mobile Systems, Applications and Services.

New York. 2008. 225-238.

10 Shamili AS, Bauckhage C, Alpcan T. Malware detection on

11

mobile devices using distributed machine learning. 2010
20th International Conference on Pattern Recognition
(ICPR). 2010.

Shabtai A, Kanonov U, Elovici Y, Glezer C, Weiss Y.
“Andromaly”: A behavioral malware detectionframework
for android devices. Journal of Intelligent Information
System, 2012, (38): 161-190.

Schmidt AD, Peters F, Lamour F, %cheel C, Camtepe SA,
Albayrak S. Monitoring smartphones ‘for ‘anomaly detection.

Mobile Networks & Applications, 2009, 14(1): 92-106.

13 Schmidt AD, Clausen JH, Camtepe A, Albayrak S. Detecting

SSlmbian OS malware through static function call analysis.
2009 4th International Conference on Malicious and Unwanted

Software (MALWARE). 2009.

14 Yang F, Zhou XH, Jia GY, Zhang QY. A non-cooperative

15

game approach for intrusion detection in smartphone
systems. Communication Networks and Services Research
Conference (CNSR). Eighth Annual. 2010.

Eagle N, Pentland A, Lazer D. Inferring social network
structure using mobile phone data. Proc. of the National

Academy of Sciences, 2009, 106(36): 15274-15278.

Software Technique * Algorithm KfFHiA « 5k 189

© TEREBIK AR

http:/fwww.c-s-a.org.cn



