A [N VA

—=L LS Ve a 3 5'; N LY @

ZETAM{EITR I Z TH P S FAREE R

AEHE T PR 2

CHAT SRR 54, 20 730030)

JCEMAT RS HLHEARETURT, 220 730070 )

0 OZ: B2 A N B AL ORI R, R 43 B 22 A N R s R B RA S R wE SR I 2 B, KT (S
ARG Z L BRI R, JE T BRI 5 T S B vIPM $EH T —Fh A7 e P rhn s 0h 5 %, R
VTPM FEUE AR I BT AL (B AR HEA T 0, (IR vTPME RS 4 DR R ey B 0l BRI s ST AT R 97
e fh, T Xen SEOLHT vIPM SEIL T A5 4. :

KEER: RN RRIAE SR vTPM; BB TR 4 }*

http://www.c-s-a.org.cn 2015 4 244 5 10 M

Privacy Data Preservation of Multi-tenancy Based on Trusted Computing
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Abstract: To addressithe p‘roblem of privacy data preservation of multi-tenancy applications, on the basis of analyzing
characteristics of multi-tenancy applications and the corresponding demands of privacy data preservation. The trusted
computing technique was introduced into privacy data preservation of multi-tenancy, presented an encryption and
preservation approach with customizability based on virtual trusted platform module(vTPM). Privacy data of
multi-tenant was encrypted by making use of encryption key provided by vIPM , and the encryption key was protected
by using encryption key preservation and management of vIPM. Finally, the approach was implemented based on the
Xen implementation vITPM.
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