E R g N M

A [ FHFEERIRRARIP R
Tk, e, wIARE, Bhdam
(FE MV R 2 R 2B, 48 350108)

 E AT EAAERH B AMERR ), Bt — B s AU RS AL CRYP 7 2. AT A SRR
TR, WA AE BECE 1A BT IR 46 R AS AT N B SR AR M5 5 50, el & T IR AR iy A HAME B 2R Rl
15 H 500 R (Message  Self-destructing Object, MSO)JFiflidia & i An 4 Bl s, FlcE #2053 MSO Ja ) AR i
FEL MU HEAT BT, S 2 ) A 2 ST I, A R — A P A BT A5 8 S AT AR B B 0 S
Wﬁ,—Eﬁﬁhﬁomiﬁ%%,MNBO%WEﬁW@u%?%F%%ié.i%ﬁﬁﬁ%,iﬁ%%%ﬁﬁ
ﬁﬁ%??ﬂ@%%%%ﬁé,iﬂiﬁ%%ﬁﬂ#ﬁﬁ%%ﬁ%ﬁ%g#ﬂﬁ@#%%g*ﬁ,ﬁ%%@ﬁi
BT AT B A3 AT T £ . ™

KEEA: PGS, AR, B, a0 E s ks

http://www.c-s-a.org.cn 2016 £ 2254 H 4

Privacy Protection Scheme for Short Message

SHEN Wei-Wei, XIONG Jin-Bo, HUANG Yang-Qun, YAO Zhi-Qiang
(Faculty of Software, Fujian Normal University, Fuzhou 350108, China)

Abstract: In order to protect the privacy of short message, a privacy protection scheme for short message is proposed in
this paper, which is based on asymmetric encryption. In this security system, the message is first encrypted by the receiver's
public key to obtain message ciphertext. Then the message ciphertext is combined with the life time information and
encapsulated into Message Self-destructing Object (MSO). At last, the MSO is sent to the receiver through the operator.
After getting the MSO, the receiver can use the private key to decrypt the ciphertext to obtain the original message only
when the current time is in its life time, and after its life period, the system will automatically delete the %\/ISO to protect the
user's privacy. The experiments show that this scheme can effectively protect the privacy of short message and remove the
expired MSO. And the system has low performance overhead, it is suitable to be used widely in people’s daily life.

Key words: short message; privacy protection; data encryption; life time; self-destruction
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public static byte[] Encrypt(byte[] message, PublicKey

pubKey)

{
Cipher cipher = Cipher. getlnstance("RSA");
cipher. init(Cipher. ENCRYPT MODE, pubKey);
return cipher. doFinal(message);
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public static MSO Encapsulate(byte[] Cmessage, Date
begintime, Date endtime)
{
MSO mso = new MSO(); ’}'.- .
byte[] LifeTime = mso; setLifetime(begintime, endtime);
mso. associate(Cmessage, LifeTime);
return mso; *

}
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public static Date[] Decapsulation_ T(MSO mso)
{
Date[] time = new Date[2];
time[0] =mso. extract(mso). getBeginTime();
time[ 1] =mso. extract(mso). getEndTime();
return time;
} ;
public static Byte[] Decapsulation C(MSO mso)
{  °
Byte[] Cmessage= null;
Cmessage=mso. extract(mso). getCmessage();
return Cmessage;

}
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Public static int Verify(Date Begintime,
{

Date EndTime)

Date t=new Date();.get the time t from the system;
if(t. compareTo(EndTime)>0)
return 0;
else if (t. compareTo(Begintime)>0&&t.
compareTo(EndTime)<0) -
return Decrypt(C); b
else if(t. compareTo(EndTlme)>0)
return delete(MSO)

}

O
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public static byte[] Decrypt(byte[] Cmessage, PrivateKey pri)
{

Cipher cipher = Cipher. getlnstance("RSA");

cipher. init(Cipher. DECRYPT MODE, pri);

return cipher. doFinal(Cmessage);
}
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