2016 4 254 F10 M i EH R g N H

EERF SRV E D

IR, 0, SRR
(b A BRI T15 551

http://www.c-s-a.org.cn

DURE RN R 25"

BREEZEE, LT 100190)

W OE: NERNERX—FEERETH, CRARHEM AL T EFEOMR, 5B P HEAZ &ML ) IE &
A6, RETEATERFINHEMTEELNF &, RAMREBELRETFILGTEGHETE, BRRELEN
T URL 13 BAFAE, 43513, %ﬂm&ﬁ@iﬁﬁﬂjﬂm%ﬁiaﬁﬁ%fﬁﬁﬁﬂ%%ﬁ#~%mﬁmﬁ
FREG RSB, RBAN S EERREIEZE SRS ERERRLNER. 45 PhlShTank HEM R
At e AW, A AR e o ok A ﬁ&%%&%i%ﬂ@$

XHIF): HEM R, ERFT; REAN,; HIERIK -

Depth Detection System for Phishing Web Pages Based on Ensemble Learning
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China)

Abstract: Phishing is'a kind of online fraud that combines social engineering techniques and sophisticated attack vectors
to steal the users’ sensitive information to achieve the illegal purpose. In order to detect phishing web pages quickly and
efficiently, this paper presents a model for depth detection of phishing web pages based on ensemble learning. The
model uses page rendering to deal with common page camouflage, extract several sensitive features including URL and
domain features, link and reference information, and contents of text messages; and then constructs and trains several
base learning models with ensemble learning method using the features above; finally, generates the final result with
base models using classification and integration method. Experiments on PhishTank indicate that the detection model
this paper proposed has good accuracy and recall rate. \
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TP
ision(HEffIR): p=——"=
precision( ) p TP+ P
TP
recall(H A1) r=——
TP+ FN

FAERESSERG IR, BREMEHE
W WAL B A B MR, XA AR ZARHE T, dofT
FEPRIE B B B4 F) B L Ak Sk K IR LR SAam] &, 2%
A% K] R B KA
42 LHWHBSIME

BRI, FMNEH &M TS EPHEK, E
w P AR GBI PR a9 R 5 X A48 ) = e
AT 2] 69 E BT A HE, 9% W WAL A PhishTank 244
02 LR PIRIR, KL XIET 201548 A £ 2015
S 12 A #914] PhishTank $2 854949 & M35 % &, X3k
FX AP, RTHFFEART @ PEAXFERS S
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89k, FFARPRIALBLIE T 1500 A LGP EM T
URL A EGAR, XM RGKRRA 3 NFdE:
APWG R4 & % E bk Mk, Fak X M ak oy %
H % DMOZ. A% Alexa #k.% TOP200 & M ht, A/
SEPM R T — R ETHARR, & 1500 4
A7 URL. BAR#9 538 R B ILE 1.

% 1 URL mX 449 kiR

a9 5T HIEM T
PhishTank 1500 0
APWG # i 0 152
DMOZ 0 1024
Alexa 0 324
it 1500 1500

RIFTA AR KA python &5 Tk, @&IEM T

JeB, FFAESHT. 4FAELIL, NBC F» SVM 4! 69 1%
R, 3t BT 4 80 T Selenium 6 = 5 3k | 5%
R A T langid Rk G P XSERAT H =54
252,203 . svm AR AA T libsvin TR G, LA

54 R 5@ 1)A CHI 7 3t LA BT 4 4RI IR,

B T B AR AR A B SRARAF AR, 2) R ) A mh o &
BERFRBIBEE T LRI, )RR E RS F6L
Bk,
4.3 SLIRLER DR
4.3.1 CHI 7 i ¥ HAEA B by it B

LR ETH AT & R FIARZE:
Bk LAZEABR AR IAE L, AL RIGE 4
EXRBFESRMET 4 NREE SVM 4 AR
SVM 2 £ AR & AR 342 & Y 69 %id}%%fdﬁi RAF, 12
do R R EFE A, P e’ F HRE AP &M
TR 8 B AE I DR RA R AT e, KRR T
libsvin T B.f8 ¥ 49 SVM A4, 12 &) 4 & 4 (RBF)/%
o de, T a B MBS BT C ARy A
B A, X E KA libsvm B 64 X UIEF iE ok A
HEFAMG S K C Iy

T RRAFAEANHGET, #1500 AN ER R A=
1500 AN A~ AFAEAZ B AT L, FEALIRIR 2500 245 4EVE D1
%A, RIA 500 FAEAMIXE. REH) SVM A E
REAN SRR BT, LR EAFdek 2 2l 4 PTT.

k2 HAEAECE SVM A EF (%)% Rk

30 50 70 100 150 200 400 ARSI
SRR 79.9 80.7 81.5 82.4 80.8 76.2 66.8 58.4
b 88.7 92.4 91.9 90.8 90.4 83.8 725 62.9
\
Ky 87.4 90.3 89.8 88.5 88.2 84.9 758 64.9
ik 83.2 87.8 88.2 86.9 86.1 834 > 65.1
9
% ‘ ."-: ”
BHTA- STV A F X 3 Y 9 SUM REALLE 70 NEFAER AT, WA ABATH
e o #5 SVM AL £2 50 /45 A Bt & LR35
2000% r;.’ﬁ———ﬂ:::n:kq\\ _ A% CHI 77 kARG P BAFAERT+ G 4= B 5 TR
20.00% P e —— o —— P L .
£5.00% \ bl - eep
70.00% I 2 Free
B5.00% \’\ — 3 Paypal
60.00% 3 4 Inatall
o ao ] 0 100 1% 2000 Ao FHET E E?‘:
[ Sale
B 4 $4E/dlE SVM BAEH R £ ZE 2 iDL'
ogin
10 Google

TAE I Y R BATH AR A IRAT, &K SVM 44
T84 A o R ARARAK, Bk EARALAE AEH 1 49 SVM AR A
EHERG, RRAXEFTEHERIE, REALAR
15 BHF A, BREANSGAR G &, AT RAEFIEME
# SVM AL 2 100 AMHFAE T RILRAT, A THEA L
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2 A1 N 3 A

HFAE¥RA T SVM #A, 55]324F: SVM_CONT,
SVM TITLE, SVM DESC # SVM_KWORD. # 7 4
FALIRAE BA A K B RR, A H AN EfB)
ARG G, FIAERMEASA 5 AKDREH

W F 38 KR 2 NBC A £ 9| ZhAf AR A 1500 B A2
FRE. SN EBHERERLE 2% L, £
SVM_TITLE ¥ % NBC #:i&; £ 8 = %7 f, NBC £
AFEFH, HRkETF SVM CONT BARIRT K& LA

To&, #—FNEENSERZSFTRREAIGE X 128, BERLiE.
Fea Rfe Zw R MK AR RN A 500, HAT M k3 HATHEHXS K
X o4k 3 TR Set Name Train Set Test Set
FANEB 64 T 2R BT AR LS s1 100 500
ERFHAT R o 5 B o %, TAKE S A 5 o gy
PSP RS LOP R ES CRAES (iR ST S NN E s3 00 L% s00
Jadghe, Fof SVMBERL/E S2 &, S3 HEATF M, 4 sa g L8 1500 500
KRR THE, SIGERER R, FHEMRT % ¥ 5 2500 500
3
4 A R BRI FAT &0 B E(%)F B = (%)
NBC a SVI\Z_CONT SVM_TITLE SVM_DESC SVM_KWORD
Precision Recall " Precision Recall Precision Recall Precision Recall Precision Recall
S1 68.4 . 63.1 78.8 73.2 81.2 74.1 79.6 69.3 78.7 70.3
S2 72.5 69.5 81.3 78.2 86.7 76.2 84.2 73.2 84.2 73.2
S3 77.6 78.9 82.4 82.1 88 77.1 88.7 74.3 87.0 74.6
S4 86.3 90.3 82.8 83.9 89.3 77.4 89.2 74.8 88.8 75.4
S5 88.4 91.4 83 84.5 91 78.1 90 75.2 89.9 75.9
PRI K T o 4.3.3 RE 4 R Ty ik 0 AR AT \
- EARBAEERANEE FEAA—Z K
B 1IMG i stk 4k 47 ?F:A y L T Sk B A B 7
W L o RA R RS, SRR
0% e SYM_CONT HENLE6HES KX ZEILERERAT @)%
. I Bk 48 B )2 vk, AR AR BAE, R
co00% oS WoR s e 7 R 3k 5] 97.0%, B W E A 96.8%.
L5 00
50.00%
51 52 53 51 55 . " . .
T " . k6 BAE BRI ERFE)FB B E (%)
SEEY K : RS s -
R s -
s A ZERE G A B ME A o g e 930
anon /,-n-——* T A 96.6 95.9
B3.00% Z — ) e ElE| 96.5 96.6
AL ra —— N
75009 % SUM_ITIN R A 97.2 96.8
F000% —HE : e SV
5.00% / ——SVM_DLSC
BOLO0% ——SVM_KWORD
55.00%
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52 53 B 0

B7 FRASSEZNE®ELEE

System Construction REHE® 55

© TEREBIK AR

http:/fwww.c-s-a.org.cn



N A1 - A !

http://www.c-s-a.org.cn

20164 #E25% % 10 i

AR HE RER LR E
TR
97.00%
TR0 —

G N
4.00% —
$3.00%

| LI
zZE=

Figfcg  WMIRER MO Pty mpal

B8 RE AR REA R LA

L200%
L0
000
89.00%

5 i

ALBIN K FHERRGAR, 54T B4

SRTGESWEFX, RRT KL, 44 T

& A Y 16 ABURAFAE, JF4 st SRR SEAT 7
ARSI TR AT, KGR TR I HTR%,
Ak et AR L B RR R A £ B, B
7 R R T E )20 £ R 7y k. i3t 2t PhishTank
2 6 W TR G A 5 AT, A T A5 ke ad 1
Ao AL

& BN AR R e R R B AT, FK
B R G R RN AR, HAR B R ABEE R

S BHATISE,

SECHR

1P ERAEMEIE.2015F 10 A4 £ M 35422 F R bR

APAC,2015.
2 PEAZBRMEAEE T S2014 BT LH B LAY
A4 AL T :CNNIC,2014.
3 CNCERT/CC. http://www.cert.org.cn.
4 Kumaraguru P, Sheng S, Acquisti A; Cranor LF‘: Hong J.

5
L

56 Z#%i%# System Construction

Teaching Johnny not to fall for phish. ACM Trans. on
Internet Technology, 2010, 10(2): 1-31.

5 National Consumers League. A Call for Action: Report on the
National ~ Consumers Retreat.
Washington, DC, 2006: 1-57.

6 Chhabra S. Fighting Spam, Phishing and Email Fraud
[Thesis]. University of California Riverside, 2005.

7 NetCraft. Netcraft Anti-Phishing tool bar. http://toolbar.
netcraft.com, 2007. \

8 McAfee SiteAdvisor. http://www.sitead%@sét.com, 2007.

9 Dunlop M, Groat S, Shelly D. Ge&dPhiish: Using images for

League Anti-phishing

content-ba§ed phishingranalysis. Proc. of the 5th International
Cof\ferencé on Internet Monitoring and Protection. Barcelona,
Spai;. 2010.123-128.

10 &2, £208, % £ 0k A T#HE EMD 98 &M A4
Sk At AU 4R,2009,32(5):922-929.

11 R EF BRI HE,F AT 9T A i ka4 &M T
Hei 7 ikt AL AR, 2010.

12 An Y, Ding X. Anomaly based web phishing page detection.
Proc. of the 22nd Annual Computer Security Applications
Conference on Annual Computer Security Applications
Conference(ACSAC’06), Sep. 2006.

13 Ludl C, McAllister S, Kirda E, Kruegel C. On the
effectiveness of techniques to detect phishing sites. Lecture
Notes in Computer Science (LNCS), 3()0;‘; 4579: 20-39.

14 Xiang G, Hong J, Rose CP, L)orrie’ C. CANTINA+: A
feature-righ machine®learning framework for detecting
phishing web sites. ACM Trans. on Information & System
Se;urity, 2011, 14(2): 613-613.

© TEREBIK AR

http:/fwww.c-s-a.org.cn



