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Abstract: Online reading of electronic documents has been very common. Documents could be downloaded or their full
content could be read online by those users who have paid for them, while limited content could be previewed by the
common users. By this way, documents’ owners can realize the control of the use of electronic documents to a certain
extent. But there are imperfections in the way. If one user has pay for the documents and downloaded them, he or she
could send them to others without any restriction. Therefore, in order to achieve better copyright pr(’oteétion, it is worthy
of study and exploring access control method on how to still make some restrictions on dqguménts when they are
downloaded. This paper focuses on the method for making some access restricvﬁons on the electronic documents both
online and offline. For online documents, access restrictions wouldibe done on registered users, while DES encryption
and decryption is used for controlling the downloaded documents. Experimentations show that the proposed method
based on DES encryption and decryption technology could control the access to electronic documents more efficiently
and give a stronger force on copyrigh:c protectiohr.
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Document document = new Document(PageSize.A4, 80, 80, 60, 30);
PdfWriter.getInstance(document, new FileOutputStream(pdfFilePath)); %
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BaseFont bfChinese = BaseFont.createFont("STSong-Light", ”UmGB UCS2-H", BaseFont.NOT EMBEDDED) ;
Font fontChinese = new Font(bfChinese, 18, Font. NORMAL);
11 I BT

Paragraph t = new Paragraph(); t.setAlignment(Element. ALIGN CENTER);

t.setLeading(30.0f); document.add(t);
fontChinese = new Font(bfChinese, 11, Font. NORMAL);
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BufferedReader read = null;

read = new BufferedReader(new FileReader (txtFilePath));
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t = new Paragraph(line, fontChinese);
t.setAlignment(Element. ALIGN LEFT);
t.setLeading(20.01);
document.add(t);
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DES % 1% 0o Chs

/1 RIS S E AN Key
public void getKey(String strKey){
keyGenerator _generator = KeyGenerator.getInstance("DES");
_generator.init(new SecureRandom(strKey.getBytes()));
this.key = generator.generateKey();

_generator = null;

IR ST REAT I FEARAE H BRSO destFile
public void encrypt(String file,String desFile)throws Exception{ T\
/1R T B e 9t UTE-8 A% 2K
DESKeySpec desKeySpec =new DESKeySpec (passKey. getByte,s("UTF -8");
/IDES T -1 Bk % )
Cipher mpher = Cipher.getInstance ("DES/CBC/PKCSSPaddmg”)
SecretKeyFactory keyFactory = SecretKeyFactory. getInstance("DES”);

-

SecretKey secretKey = keyFactory.generateSecret (desKeySpec);
IvParameterSpec 1V = new IvParameterSpec(passKey.getBytes());
//li%‘—ﬂu ik
cipher. 1n1t(C1pher ENCRYPT_MODE, secretKey, iv);
. InputStream is = new FileInputStream(file);
OutputStream out = new FileOutputStream(desFile);
CipherInputStream cis = new CipherlnputStream(is, cipher);
byte[] buffer = new byte[1024]; intt;
1168 SCAUEAT I Ak 2R
while ((r=cis.read(buffer))>0) out.write(buffer,0,r);}
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fout.SetLength(0);
byte[] bin = new byte[1024];
1/ s A

long rdlen = 0;

while (rdlen < totlen) {//E2 N\ CAHE S

public static void DesDecrypt(string m_InFilePath, string m_OutFilePath, string sDecrKey)
DESCryptoServiceProvider des = new DESCryptoServiceProvider();
des.Key = ASCIIEncoding. ASCII.GetBytes (sDecrKey);
des.IV = ASCIIEncoding. ASCIL.GetBytes (sDecrKey);
FileStream fin = new FileStream(m_InFilePath, FileMode.Open, FileAccess.Read);
FileStream fout = new FileStream(m_OutFilePath, FileMode.OpenOrCreate, FileAccess. Write);

long totlen = fin.Length;

)
CryptoStream encStream=new CryptoStream (fout,des.CreateDecryptor(), CryptoStreamMode. Write);

\

len = fin.Read(bin, 0, 1000); encStream.Writ¢ (bin, 0, 1enf; rdlen = rdlen + len;
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Calendar ¢ = Calendar.getInstance();

int y = c.get(Calendar. YEAR);

int m = c.get(Calendar MONTH);

int d = c.get(Calendar.DATE); Y

inthr=c. get(Calendar.I;IOUR_OF_DAY);

int mi = c.get(Calendar. MINUTE);

int se = c.get(éalendar.SECOND);

intz=(int)(Math.random()*(y+m+d)*hr*mi*se);
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Document document = new Document();

try {

int totalPages = inputPDF.getNumberOfPages();

document.open();

public static void splitPDF(InputStream inputStream, OutputStream outputStream, int sPage, int ePage) {

PdfReader inputPDF = new PdfReader (inputStream);

PdfWriter writer = PdfWriter.getInstance (document, outputStream);
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PdfContentByte cb = writer.getDirectContent();
PdflmportedPage page;
while(sPage <= ePage)

{

document.newPage();

cb.addTemplate(page, 0, 0);
sPage++;

}

outputStream.flush();
document.close();

outputStream.close();

page = writer.getlmportedPage(inputPDF, sPage);

H
catch (Exceptione) {...... }
finally { ...... }
}
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