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Large-Scale Log Collection and Analysis System Based on Docker
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Abstract: The traditional log analysis technology has low efficiency, simple function, poor scalability in practice in
processing the large-scale log. To solve these problems, a large-scale log collection and analysis system based on Docker
is designed. There are five layers including data collection, data cache, data forwarding, data'storage, data retrieval and
display in the system. And the system can take in any type of log files from different data soufées, provide reliable data
transmission through Kafka message queue, utilize Elasticsearch to realize distributed storage and retrieval of data, and
analyze log by means of visualization. Meanwhile, the use of docke;‘ container technology can realize rapid deployment
and version control of the system. The system has the characteristics of real-time, scalability, easy deployment and so on.
The experimental results show that the system is*feasible and effective with good practical value.
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2.1 Docker BEMEAMAA

) Docker™ & Docker, Inc.2 7 JFEHI— 43T Go

HEEME N BREHRN ARG, AT A3 E R
H. Docker 75 #1814 5 FH AZ N H 32 47 BT ARG ) 2%
GfE. R TH. EHESTAE N XHRET,
T OR T R EAT AR A58 R 5 g S B — BUrE (s 47
ROR. H P A AETE E N B IZ1T 24 Docker 4%,
MEFTAECH RIS L E S S LR, A%
2 [ X F A HIE S . Docker KA ZEMLLT Git hig A< il
RSB, SEIL Docker 851% (Image) i RAS & B,
bt anidid docker commit i 4 M 25 45 6l i — AN HT I 85
& Mk, fE48 R Z B OL T Docker 25 8% MR REIL T
G ML KVM, B2 5 A i v AED .

Y% Docker ) LAEVFEE (K 2), Docker HIA: i
JAIAFE EAFEHS (Image). Docker /% (Repository).
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7R %% (Container) =/N4. Dockerfile H— R 4$8 44
%, A+ B 306)# Docker 5i1%. Docker 5514 7] DL BEfE
A R B, A48 2 B R A1 s 47 524, A
Hizfr. BiF. FIE=F0IRE. Docker 4% 11 911817
DL b 25 8 FE P . Docker JEM R %575 (Registry) A& H
RAF TS P FER O, BB PR AR TP AR TR — KB
B, BABHE ST XS BLFREE (tag). B FE I N A
BEEMBECRE, H @515 5 v LUEEd push k-
FEFIG 2, F5 B0 FH pull NG PEH TN Ek. H P RERT 7R
AHAERAAEZ, WA HE H SRR G R A
B 54, BARHIVEREAE 5F SR, 72 At 85 AR 1 B il

TR
tag pull
H Repositoryl
7
Dockerfile -
build 7| Image push Registry
commit o

stopped

Container

K2 Docker TAEFFER

5725 3 SO 575 ), Docker BB : R % |

SRS B F AR RS (Volume) SEHLS 15 T &
YE MR 35, T LI Jok M 2 28 g S I T 2 [
BRI AT, R T — g i 2 2R IS8T — A Elastic-
search 7% 3%, ks B 4t /home/elasticsearch/config H
SHEE B 1) /ust/share/elasticsearch/config H 3%:

docker run -d -v/home/elasticsearch/config:/usr/share/
elasticsearch/config elasticsearch:2.4.1
22 HEREERE
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%%, Logstash xjé%ﬂﬂ”&%\ T, #oREEN TR, X
%&l}fi%‘ﬂ’ﬁﬂ%@ﬁ@ H . WA E 6,
Logstash 2> H B EE M H L8 K%, AxhH&
B 2 57 5T AN I 5 ST A R S IR 5 BRI R AT SOAR, 4k
S B R 2 A = T H B RKE NEBRE A=
R IR, i T A B S B R BB A = R,
Fluentd™ 8 2 % H B4 H B8 R (1 2h A8, Fluentd
A Input. Parser. Filter. Output. Formatter fll
Buffer 7N (48, i & 4G AL, SEal 2
FhEHE IR I N FNE . Fluentd 36 57 R T P A7 F1 &
T G AT, LABS L AR R ) 2 R, SR
BaiERS. 32 1 X A R AR T A L.

# 1 Logstash 55 Fluefitd % Lt

Logstash " Fluentd
THIE Y 2 - &
b | JRubyiBF LI, K CRubyifi & J291, K8t
& e JavagER B3R B Ruby#fHi
itk P& XHr
EZn MW P& s
BAHEMYT GrokiEMIZRIA AT NRUESYS:v 20
B K% T 4 ISR SR
SRS S R
afr 8 F5

PERE R A RICPUBHREZ (5 HI WA I CPU B ELD

FT A SEE AR RE R 18, A R YR Fluentd SE
P HE KA )Z . Fluentd i & SO/~ 40 R
<source>
@type tail
format /~(?<message>.*)$/
path /home/dongfeng/access.log
pos_file /data/logs/td-agent/nginx-access.log.pos

tag access_log.tag
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</source>
<match access_log.**>
@type kafka
zookeeper 192.168.19.104:2181
default topic access log raw
compression_codec gzip
</match>
TZHC B AT AL source F5 4 Fl match 54 source
B2 48 WSCIF A B, match $5 2 IECE. 1 %
Pk H A Kafka i 5545.
2.3 BIRERR
N TR SR A B0 A e e e il A P T
18 B 1 25 Ok, TEBOHE SR AR 2 A B e R = 2 )

I — 2B AT 2 R AT 2R S5 BA ) Al Bk 52

I, $E 7 RGN RE AN AT SR 1. E A AR AL VAR A S iR
ST H, ER A Redis Al Kafka, RedisP & —4
TR R A BT 17 R MO . SRR
38 B A RIAT Dl % A1 L) 45 5 s 7k Kafka!' " 2
— PRI AT R AT B R S, R R &
ThEE . KPR, Kafka SCRFECHE 2 28 b 22
FISEiF ARER . A SCik B Kafka 75 5 B 51 S B E s 22 A7
JZ, Ry Kafka $& i S 457 A0 e ) FVA R 1 ORAIE, 78
A &R T AL T Redis. Redis NMEAE C &35 H =1
B, T Katka °] ORAF4TH 2% 1OVH SR EIA. Ih4h, Kafka
FE AL PR g B H 377 1 5 2L, Kafka ) FH @A A- 6
SBAF R EHE, T Redis W52 40 38 4 A7 1) BRI 7E7H 8
JE4E )71, Kafka SZF snappy. gzip 252 FE4E )7 3.

S B 4 7 B AR D B CPU BHE, HAEH T

PRI H S AL f RS0 B T 2% 10, 5 FH B R 4
B BE % 7 Rk 2> ) 28 A% i 1 50 o, 3w EERE
eSS A !

FE 4R 5 T, Kafka {8 ZooKeeper(4- i 24 B i iR
ZHESR) SLIN Kafka & 44 B R 55 0 A Kafka KAGIT
Be) DX % 02 1 8 (Topic), — /N6 @2 — 2RI S,
Kafka i \NBE BRI 73— A8 Z N 43 X (Partition) SE
PR L HE . Kafka SEBL T — AN X N TH B A 7
P, RN RELRUEAS [F] 73 [X 2 [8] B9 JE A JF . Katka 4[]
—HARIE A H B M EE. A RGN RIE—
AN R A T R A R, Rl R X R E
RN RE W BB ) — RN A= 3 (Producer).
B R AR 20 2 W B BB B R AR R T P

(Consumer) & 11 [ 1 BV 278 B 10— 77, &g A
H—MIX, P %S S B I 5% 5
X HyH BT —3. — > Kafka R — P2
AMRHE (Broker) 55 #% 41 %, Kafka )25 48 14 /2 18 1
A (Replica) ML SZH. Kafka o 7 4 — 16 3t
WHERBARE. BIA LU0 X ARAEER. 501X
AUV —AEE A RAE, A EI AR RAEEA R A
S <3 M P A € Rt N I NI/ N o o
(leader), ﬁﬁﬁi‘@i?ﬁgﬂﬁﬁgiﬁ*{%ﬁgEPﬁ%/I\
AR, Msh— AR 2 W2 B B, JA A
W 7E 24 U (follower) Hyh B, JAIA# £ Wesh 2 5 1
R 2 G R BTN, 2 I
H RS A S

24 BEELRE

B i R 2R B A7 )2 i 2 BA B 7 2
W, WIS BAF b BT J2 5 B ke 30 508 A7 i /= 3t
ATALEE. Fluentd /B N %R 7 & 2347 H & B 004
HUREE S . R AR T B S 0 s A2 s ke i b s, 4k
Pt e J2 1 Sl i 1E ) e 0k SO 540 B i H BT T
fic, S8 TE A H BAE B, O G H BT 5
K.

PL Nginx 15 i H & 9], HESFB & LCnE 3
rRARVE . 58 Fluentd F 87 G H SR B,
AR LR EM g it i |\

A(?<client_i1‘:’)>\S+)\s-\s-\s\[(9<tiﬁlestamp>[’\\]]*)\]\s"
(?<request*_urll>[’\\_f']+)”\s(?<status>\d+)\s(?<size>\d+)?$

sk, Rkt
WoREER  WERIRE bk

% P TP Mt P FHH 7530 WK
| WEEESHK N\
36.33.24.135 - - [15/Apr/2016:11:45:01 +0800] "POST /member/update HTTP/1.1" 200 @

203.93.254.34 - - [15/Apr/2016:11:45:02 +0800] "GET /member/list HTTP/1.1" 200 1612
203.93.254.34 - - [15/Apr/2016:11:45:04 +0800] "GET /home/index HTTP/1.1" 200 1044

K3 Nginx JiaHE

FE Y S IS, 3l i 1 D) 254 sCUL RS J5 ) % 7 B
PRI R IEam 44, il dn, H & 8% - i 1P k4
44N client ip, U in) B [8] 55 B X 4 45 44 4 timestamp.
Wi BT 4, AR T R E S H B ARk
BEE.

25 WiREHE

B E ARG RZ LN — B, B R

e R H BB 548\ BN s A7 4% /= 1) Elasticsearch
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7. Elasticsearch! & —AMNE A . &g, T
Apache Lucene FFF I 7> 10 AL R A0 41 51 2. B
Elasticsearch S5/£4t 5% &2 B4 45 (Rational Database)
TEAEAR K ) 22 S 1, H 2 3 7 — 2oz 0 & A A
Lz Ak, MR 2.

2 2  Elasticsearch fl Rational Database X Et:

Elasticsearch Rational Database
R 5| (Index) R
ZH(Type) *

4 (Document) 17
T B (Field) 7l

Elasticsearch B3 ¥4 UK &, 0T LAAE A £ .
A AKX (Schema) i) JSON(JavaScript
Object Notation) SCAY, FEXF&E— AN SCRGIFATE 9] 5%
H &R —AN SCAY. Elasticsearch i 4T7E Java RE UL 2
b, S RESTful AP 45 I 197 2 S0 47
B BIENSEASEHAN, 551K R
JSON JERFoR, R AE J it i 45 2R 2 DA JSON JE X
R, B 4 FoREH curl fy 2 MIBR— 250k, oI LLE TS
i RESTful K& APT Z54475 M7 5 T FLAA.

EGIDEE

5 4
1P itk M — kR iR

curl -XDELETE 'http://127.0.0.1:9200/myindex/indextype/1'

—
KGR
G2

Bl 4 curl dr & MiIBE— 2 30HY

EGIE S

Elasticsearch & 73477 21, Bl B HE 45 54 (Node)

SEELYTRE. 9 21247 Elasticsearch 526, =5 RE
(Cluster) /& — £ LA AR IR B 44 FRAG 17 it 4. 2ol
5 AT AL R MR R P K =
FRAS[E] () A (0. 5719 AR BRI, Bh D AR B I B AR,
Ll ) 2 B B 0 2R 51 B Y AR A A R 4
AR AR, OB 4 e 3 I A R A R
RUCHE B SR 11 3R e R B B B 1) FL A A, R Bt gk
A .

AR T R A R L B B AR A R HHE
Elasticsearch £ H 2K 4085 733l ) 3% 28 2 A4 Lucene
e LA b, X2 Lucene ‘& 5| # A% K (Shard) &
5|. [ Elasticsearch i id F| 4 (Replica) HLFIXT 7
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WATHEBE U R, RUE T EBM ST H. 545,
Elasticsearch SCHFHEFHLE, 5 F'E H I GEsR KI5
TSR CA A HER, X SRR,
1M Elasticsearch P B bR #E 73 A1 28 %5 o 3C 330 S KFAH
XPELGS. EAE AL IRy n] I, K ST AR AN DR N —
M (token) 73 JF, X AP 77 AR R 45 R 2R IEH &,
T2 AE R AR, Jovdkit 2 B2 2% B s e 1 v SO R
K. ARG Elasticsearch KA 1K analyzer #1373
ST eh SO R, Ao, |
26 BERFNRRR | -

1A% RS e e DL R B A I A
[0 TR K 2 i 2 MU AR 2 R T LS
S ERMGE AN L, FFA H B AT S
AT TE S 2SS . H BT & 22 A & 11
HEGEERREEXEL, R EASARHEZ
(] (R I 2R AN AR AL A L, AT P SE e M A HH 1 5. Kibana
Al Grafana #5 3 ¥ Elasticsearch Z#E v M4k 2R .
Grafana & HJE A AT WAL T & 204 1 T &, 15X Elastic-
search B4 2 S Fr 45 59, 7 Kibana J2 3% T Apache
License2.0 JFIEFMX, 1 FH HTML 15 5 Al JavaScript 4
5, WAL 2 B A AT RLAK ) Web B N . B AT
AX] Elasticsearch "R IEAT . AT MIBLGE T
72 117 SRR 45 L. Kibana IR 2536095 1 2 0 F
Lucene 25 92, I A RIB EAT . BB B
S de 0t 7 M QU I HR.. PR 7 T3 08 75 0 ) 4 SR
T 4RAE, 97 (8 DU PR A . Kibana 7T LA 25 K048
At EcH A I H B B

3 BRI S A R A

A SCH IR R G REAR 1A R LA Fluentd ()
KRR, W B AL R — R 9 & PC AL
EAEREIATINA. B & PC HLAOREAF ATy L4 3.1 GHz
PU#% CPU. N/ 4 GB. Hidit 200 GB, BN
CentOS7.2(64 bit). Docker1.10.3. JDK1.8.0 65.
Kafka2.11-0.10.0.1. Elasticsearch2.4.1. Kibana4.6.2.
ZooKeeper3.4.9. Fluentd0.12.30. [ 5 AL R4
BB SR A, SRR SN R I B L D R R R an k3
FEoR . S5 B s 4 A Nginx H 1 Tomeat H &,
SEAG I AW AE B CR 1 H B B H A
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| [(g)| ZooKeeperiKafka Hi
£ \E L 7K B
Z. = ! :
1 =]
I A e
j ]
g [z i & £
2|5 / ,,,,,,,,,,,,,,,,,,,,,,, z
(=}
=
K5 ROEBELN
K3 RGUEHLEHKN
[P B A PR
192.168.19.102 Fluentd FAENginx H &
192.168.19.103 Fluentd K4 Tomceat H &
192.168.19.104 Kafka, ZooKeeper GAT
192.168.19.105 Kafka, ZooKeeper GAT
192.168.19.106 Kafka, ZooKeeper GAT
192.168.19.107 Fluentd R Nginx H &
192.168.19.108 Fluentd % Tomeat H &

192.168.19.109
192.168.19.110

Elasticsearch, Kibana © 17f#, K R AIER
T4t R FER

¥
aElasti‘csearcH, Kibana

Time. _source

v Decenber 4th 2016, 18:36:41.520  content: FHEREHARKY (University of Science and Technology of China) » WHH
Bt ARENERER RENFIRARGITE D MRRE TR REAERRKE
& RIREAEDS AT AZRERR R-FNANEORIRANE  HateRE
MATFHNGAUSEEGRY - AENFRARE 1587 R0RTHR Grersion: 1

0 ‘path /t

Link to /fluent-nginx-access-2016.12.04/nginx-access /AViJaKuXJwtPOHPRHId

K7 HERBIARRS R

R4 ARG HE TR G AR T SN

.

223 MR, Fluentd 1 9 4748 F A (R, bl
& 2% 7547, Fluentd ¥(i AR 5 CPU M %384
F R R, U R R AR AT IA 2.7 S H
/b O SRR AR 30 B0 LL A, 3 2 1
AT S SR, 7 Kibana il L B4
Y F 05, A8 LRI B BTG A0, B 6 %
FFHE IR IR B TP U A UKL

[luent-nginx-accessJYYYY.MM.DD

Data Opfions > x
metrics
D metric Count
+Add metrics
buckets
D spitRows cient_ip: Descending (£
¥ Add sub-buckets.
client _ip: Descending * Q Count
36.33.24.132 1,036,177
58.50.154.162 230,260
10.4.29.158 115,131
124.115.0.106 115,131
218.28238.210 115,131

K6 itttk —na B o 1P i 8
Elasticsearch FF¥5 Il IK Analyzer 4 il 88 )5, 7E
Kibana A 2o [ B} 255 R K227, 45 B BT 1) 43 14
5, B 7wt o T bR XA 4.
458 H & 55 1 7 Z2 8 K F FRLAL 2R, e i 55 UK
FIRZEA S BTSSR, G HEMT T RE5 AL
Bt 77 ZE I & IR bR EE WL 4.

L Rtz
B Rt AL AL Hedh FPCH S B FA 358
i REGRMPEAER T ARE SN
T WY B
mEE - e SR ABEE
1 LAY Ui
A BRI, RS S
B FE A Docker?s 83755, %
ARGk B A& GEE AR . AR 8807 TR B

BB B R 55 A EORTI BN H BRI AT A, T Docker
A% H0E 7 0 7 B UL Dockerfile SCAF . M AR
B BATER, W E RS, SR TS E T
3. B BT RO 2, Docker 2548 #8377 UL
N .

4 ZEiE \

KU T 5T Docket M ARLHE H & T 4414
Wi A%, %A% 44 T Fluentd BOSCHGRFAE T A, Kafka
9 B N 7] o, Elastiesearch 43 77 7,18 % 5] %, Kibana %%
JEA N RITBLILT £ Docker % 8 FFIRELA. K 7
G ¥ T4 IHOR TR MR, BURER . BOR
i MR AR R AR % 2SI B & A 4
2 A, Rt SN B 00N K BURE Fl 247 AL B A0 BT, 3¢
BLAT R 7 3 % [N R Docker HERLAL 25365 A
SEHL A G M 5 B A, B T R, Sk
S5 BN R W), 2SR R B Ry T T AT
HR. N D% 454 Hadoop Spark 25 HoAth K di 43
Wi AR H ST W R O3, T3 o 2
s .

S 30k
U ER A, XU, AR . KEAET FUERIR. THEALN AT 7L,
2014, 31(6): 16121616, 1623.
2 Suneetha KR, Krishnamoorthi R. Identifying user behavior
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Scribe logfile aggregation system described by facebook’s

w

Jeff hammerbacher. https://github.com/facebook-
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4 Rabkin A, Katz RH. Chukwa: a system for reliable large-
scale log collection. Proc. the 24th International Conference
on Large Installation System Administration. Berkeley, CA,
USA. 2010. 1-15.

5 B, YLK %, F T Hive K EAE R H E 0T R0 T
TN FHBTFT, 2013, 30(11): 3343-3345.

6 Boettiger C. An introduction to Docker for reproducible
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49(1): 71-79. [doi: 10.1145/2723872]
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