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Abstract: The SSL/TLS protocol is one of the most widely used security pratocols in communication security and
identity authentication. It plays a very important role in ensuring the security of information system. However, due to the
complexity of the SSL/TLS protocol, web sites are prone to se_cﬁrity vulnerabilities such as code implementation
vulnerabilities, deployment configuration defects and certificate key management problems when implementing and
deploying SSL/TLS protocols. This type of seeurity problems often occurs in Web sites, which also causes a lot of
network security events, affect}ng a"lafge number of sites. However, the existing methods to analyze and detect web
security cannot satisfy the need. First, there are very few tools in this field, and their targets tend to focus on some certain
aspects. In addition,A these problems need to be further explored to acquire more detailed analysis and recommendations.
In this paper, we design and implement a detection system to test the SSL/TLS protocol deployment of web site based on
SSL/TLS. Our system performs vulnerability scanning and analysis mainly from three aspects: protocol basic
configuration, cipher suites support, and typical attack test. We use it to scan the top 1 million websites of Alexa, and give
detailed statistics and analysis. We found that the unsafe cipher suite 3DES is generally supported and the critical
expansion OCSP Stapling support rate is less than 25%. What’s more serious is that there are still many sites suffering

from HeartBleed attacks and many other serious problems. Finally, the corresponding solutions or suggestions are given
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for the main problems in the scanning results.

Key words: Web sites; SSL/TLS; security vulnerability scanning; protocol basic configuration; cipher suites
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SERER IR 2 4tk Hit F5EH@) PFSE (%)
Prefer PFS 543930  90.1488 0
Support PFS' ' 575507 953788 0
DH, 1024bits 115821  19.195 35.3496
DH, 2048bits 196265 32527 59.9019
ECDH, P-256, 256bits 500295 82.9139 93.87
Prefer DH, 1024bits 42440 7.0336 12.9531
Prefer ECDH, P-256, 256bits 465038  77.0708 87.2547

4.3 Web M SSL/TLS 3 B ik

H T, I R % 258 Alexa HI 10 5 195k
BB AR, 460 A B A« Bleichanbacher!'™. Invalid-
Curve'”. Heartbleed). POODLE™. PaddingOracle®"
LSz CVE2016-2107", "N i fa] B/ 44— R X J LRp et

(1) Bleichanbacher Broi!"™: g T ik (7] iR 45 28 &
KL T PKCSHI A% 3N AV L, MAG 2 i AR
B R S R T ), AR TLS 21
. -l

(2) InvalidCurve IﬁIiE“g] '%1“31‘% [ i £ 2 1 2 )
7E b TR H N I 2B T R 7 4 ik
T -5 2500 R0 [ it 2 Tk, A5 73 R 55 45 L B it .

(3) Heartbleed 2 5™: OpenSSL 7ESZH] TLS (.0
B i I A 6 i N AT S M IE, 5 BT T LLE
R AR R I R B R b X sz, AT IR EUIR 45 A%
B AL A

(4) POODLE Zai™: —Fht et SSLv3 [Pk 2 s,
HT SSL AL INIEE N2, #1715 MAC F£-%1 %} Padding
TR T R, M S BORTF R AL B, 3RILZ:1E Cookie.

(5) PaddingOracle M & & —F4F % CBC
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21669 A (it

= https A~ A 15 1]

A B, SRR 55 & X T S SE S A R i
AN TR AR R S, AR U B AT RE A AR 1%

(6) CVE2016-2107 X d:™*): OpenSSL JF 5 AES-

NI Ja, %t CBC #s R 7e il 2 R A7 e i, HAR TR
SE I AR 55 S AR A A
FHAS ) 57 SRR D45 7 A7 2B 10 7, AT g 2 B3 5

B LA SR [B], A 15 My 3 W] A

& 5 774
(D) TR I Alexa BT 10 ﬁl_JﬁrEEP HTTPS i
I ANT]IE P w3 75%, B RE 8 7 1] 47 )k 6]

TiEviA, B — *B/\I‘Jlﬁz!x%,ﬁﬂ S FFHTTPS;

) 252&/\ HTTPS ¥ 1 77 34 0 4 o o,
) Tt 1715 5 % B/ O 2

Tt
3548

o VI ELAEE S w ATV ) LR AR e
B 5 TLS-Attacker Z i HE

10 R T 6 MECat MR 28, th T
(1) PaddingOraclé X ifi FlePoodle X if it Ay ¢ i,

g3 85.72%- 12.84%;

@ R 13 ANFITFTE HeartBleed Jiiti, 3% 13 4

AR R T SSRGS

(3) Invalid Curve B ili SEHLZ £ % ECDH %4 &

P, A PRl A7 AR SR Ty, i W 0 1 ) At o A

¥ ¥f ECDH &1
210  TLS-Attacker B i 45
Yoii 24 Yk H 45 (%)

Bleichanbacher 49 0.19

InvalidCurve 0 0
HeartBleed 13 0.05
Poodle 3237 12.84
PaddingOracle 21617 85.72
CVE2016-2107 4 0.015

5 SSL/TLS s 2 e il

I Alexa HE4HT 100 3 9 3k (4G 0 5 43 #r
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i H AR SN A

BATRILT SSL/TLS Pridl7E Web Ji F 3 2 SLELRT,
FERAIAC B B0 B A S DA R B IR 77 T A LE 1
— B ) R, BLAE A0 DA B R B A 5 ) A, 5 L DA i
YT R

5.1 Web Mt SSL/TLS S8 EAED B 1#2iY

(1) WEP. e L AE AT CA KbFREUA ZGIE15;
SR J5 B PRAE 1B (0 52 B, AR PR TN CA AL 3R
B fea, 2/ SHA256 52 24 5k, Wk H
BIATISRT ] SHAT J428 SR A 44, Rz BRI EAT B3

(2) FVEA. tn SRAEF RSA LTS, A4 WA ZifRAIEFL 4
5 FE 28/ & 2048bits; 41 H {8 ECDSA UE+5, FA4H54
FE %/ 0 256bits; 3 4h, MIEREF R B &, Nzl
Jei% £ ECDSA FA%;

(3) ThURRAR. &1 % H i TLS %hAS I 22 4 Bk,
HURIZCRE TLS1.1 3k TLS1.2; 41X & & P i #fe 25 1]
R, BLAZ LA 35 P R S RE AN, e L S B e A RAR,
PASCH 2 42 1) TLS FiA: FERTH U, ARLZN T A
L P, T AR A1 SSL/TLS BA, M S 808
TN H ) 4 )

(4) FLEY . 2B NIST guidelines! i # 72 i 56
PR, W TLS iEHIRASE Y 2 (OCSP Stapling)
Trusted CA Indication LA IR 5548 L FRFa 7~ 9 J& (SNI)
&5 X%¢F HSTS(HTTP Strict Transport Security, HSTS)
DL HSTS preloading XM FHH e, N1z /L &SI,
BT T PR AR 23 05 Bl RE AU, HEAH 2R 0 B 2 By A
ARG AR
5.2 Web Miith SSL/TLS WY B EH X #iEN

(1) SN &R S04 RIS IE I TLS1.3

B, ARk TLS1.3 Phisl e N AEfH FH 128bit B34 F 5 |

Rm# AEE M AEAD; BRI FRATR 1% 45 FLNULL .
Export Key Exchange. RC4'LL K 3DES ixX ¥4 22 4 1)
TERYEEF, BTS2 % ) AEAD BRS04

(2) SCRERT IR 24P, SCRF PFS RS CRIUELEFASH
FEIIE DL, DART I 208 20 AR . Rk, JRATT
@3 f# Fil DHE 8¢ ECDHE 831 if 59k, - H& /b
FHl 2048bits ff] DHE, 5k # 256bits DA _Iff] ECDHE &i%;

(3) FEHI A Bk #E. /34T SSL/TLS thill iz
Fib 2 rh, XF 2 P Rk R I B R, RS
A5 N Z B L e A s s I B R A, TS R % B
PUE B 2R — BB
5.3 Web MiGH SSL/TLS sl 3 I BA L

(1) % TLS JE44, A H 58 CRIME it

(2) NESCFF 3DES H B, 1 H Al Sweet32
Bt

(3) %M SSL2.0. SSL3.0 1 TLS1.0, 5 1: POODLE
Bt

(4) [ %41 CBC InZE L&, B 1k Beast.
PaddingOracle % i7;

(5) X F 454k 8 5 HeartBleed LA &2 CVE2016-
2107 X T TLS FIRLA A LD - S 808 Buds, B
TS B TR 2 A ¢
6 ZhEiE \

4F 5 SSLITES Hyist7E Web F7 i o 56 % ic B T
AFLER 7], A ST R e Bt R SEIL T £ 6T Web 35 (1)
SSL/TLS s Bt B 2 &0 R 45, 4R 5 2 T %A 0 &
it Alexa HEART 100 J5 55 ) NEEREAL & . A0 E
3 HE DA R B MR = AN 5 AT T84, it I8
BT SSL/TLS s & e B A, AR T — 48] 4,
U3 S FF AN 22 42 ) 3DES %4 EF. OCSP Stapling
KT R E R RE A D MW7
HeartBleed /™ 5 B0 %5 [ #, #1613 [0 BAR SCHR e 47
H TR L R SR B DL
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