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IToT Intelligent Intrusion Detection Based on Deep Learning

HU Xiang-Dong, ZHOU Qiao
(College of Automation, Chongqing University of Posts and Telecommunications, Chongqing 400065, China)

Abstract: How to effectively identify the intrusion attack behavior of the Industrial Internet of Things (IIOT) is a new
challenge. Aiming at the problems of low intrusion detection feature extraction, low detection %fficiency, and poor
adaptability in IIOT, an intelligent intrusion detection method based on deep l‘earning is proposed. First, improve the
sampling algorithm in data processing for adjusting the number of samples in a !few categories to improve the detection
accuracy. Second, build a stacked denoising convolutional self—enéqding network to extract key features. Combine the
convolutional neural network and the denoising self-eneoder to énhance feature recognition ability. In order to avoid
information loss and information ambiguity, improve the pooling operation to increase its adaptive processing ability, and
use Adam algorithm to obtain the optimal parameters during model training. Finally, use the NSL-KDD dataset to test the
performance of the proposed method. Experimental results show that the accuracy of the method is 3.66%, 4.93%, and
0.04% higher than the ‘existing RNN, DBN, and IDMBCNN, respectively. Compared with the SDCAENN test without
sampling algorithm, the detection accuracy of U2R and R2L is improved by 17.57 % and 3.28%.
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B T I 0 S 2 A R, B 2% 1 B 44 5
B0 2 Hh R 55 {1 2 o T B LT I 4 2 P, 5
AN EARIRIGE. ) A T T
SNBEE . MR B, HREIR %4 Tk
TR T AR % 4, R B L8 B Bk
SR REAR 15740 MO DR . 5% 2 % e R TR
L1 Dos Toat, (- i phy 22 4. K7 I % 4 U S22
W AR 7 123 25 L B 9 1 5 4 L
K2 A A 45 385 40, 1 A2 (Intrusion Detection, ID)
ST LA AR B 9 4 4 B8R 185 15 90 46 1 £ i
SR AT ST W R SRS B MR AT AT I 4
B T 5 AT 5 190 0 L 3 1
PRI T IR 1 2 5T R B LR 5638, (T9ARE
FELLR ) .
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.
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o BT AIE, 45 6 G AR P I 28 A1 B Y i 284512, X b
TERCHE B AT I 25 R0 U 2 Ab 38, 2 B A v £ 8 R AIE
R EALAR L.

O N NG R N 24 A 4, H B0 SR gt
N K R G AL B A =X

@ [REE: MERE. Wi E M a2EE R iy
MDA Bl Horh B ZEBOE B ECK FH ReLU, H £
SIRHEE B, Sk E 3k 4T ook, @i‘f?}}% 5| X\ Dropout
Hi, B)‘?JLHH?UII?ﬁ%f&ﬁiﬁﬁifll%ﬁﬁﬁiﬁ?ﬁ%.
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11151; 11)(?;)(32 P1 6><g>:j64 6r6x128 3><3P><2128 Softmax Normal (1, 0, 0, 0, 0)
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|t | 4 ] | |
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2o, x FORMNSE 18, © B BRI, W) R

UIRBUE, b FR5 1 IR, TS AR s 8,

W WA Sigmoid, Tanh, ReLU, 1 F ReLU #H# T H
At 3 bR BORT A [ 2% 58 pR IR S, kN IR 1], ]
AR ReLU #09 BR %, H:

f(x)relu = { 2 Ei i 8; (2)
WAL 2 Z 5 H 0T PLR IR A
hy = pool(hy) = Sf(down(x)+b’11) 3)

Hordr, pool RonALEENE, down(-) RN T RAE.
(1) it 2
Hy =S (o ®Wj, + b, ) (4)

h} = upsample (h’2) =5, (upsample (x)+ b'22) (5)

X=5 (h’®W§1+b'21) (6)
i, X N E 5 K, Wi, Allbs N ﬁﬁ’:ﬁ%ﬂ?;ﬁ 1 ZERI
KU L W, b AR 56 2 2R T AR
B, W RS, upsampledy bRAE, B9 fER T
WHtt, S g Ju R BR AL, [R1 2 A2 Hh— .

3 B E RIS -

222 BRARMER 4TS
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@ MR e 52 B AL L batch %N, i N S04
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|~

=1 i=1l j 1
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i=1
S o SRR, TR
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R HSHr 5 4n st (12) A=k (13) fiok:
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/ h /
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—_— - h) - 14
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= —Z(a(k) » (17

AR Adam A0SR BCE A i B 5 BT,
FANSE 1 PR,

Bkl AdamByZ:

1. Require: $ka;
2. Require: FEATH R HOERUE %6, 8, € (0, 1);
3. Require: S 2K K ELT (0);
4. Require: ¥J1HZ 40,
5.~ A AR AR R BTG = 0,y = 0, GRS E )25 = 0;
6. Whiles A & 5 1L #E N
7. UII?E%*}T&EXN#ZIK{)H,;CZ, e ,x”}, xR F AR Ay
8. WSIHIE: g — % Vo XiL(f(x:0).5):
9. t1t—-1;
10. EHAR—BAHEFES, — B1S -1+ -B1)g; g |
11 SRR — A B 7, & Bayio1 (1 5B2) g%

% — AR § (—‘ 7‘}1 :
12. M IE fw— B AR5, -
13 AEE R, -

S 5K St .
14. EH S0, — 6, —am,
15. N TEHT0 — 6+ A6.

— BT, @=0.001. B
£=1078.
223 ol pbAl 7

WA AR T DLSHRFAE SEAT 48 . FL 855, HARSE

=09. 5,=0999.

FRAEANAZ, W DAYsk /> 0 2 S48, 377 1% T AR RFAIE. AE G2
WAk J7 ¥4 “F 44k (Average Pooling) Flf Kith ik
(Max Pooling). P35t Ak 1 BB AL A% F 41, nTRES A
o AT B 55 4k, (R HE AR b Ak T BE A4S S BEE B
ZR, B, ASCHR X (18) 1Y 3 M it AL B3 TU\
XPIAL A% B AN 5] 76 25 30 245 43 BC & & Vb AL AU, &

I IR IBRHIES ..
H i Mk
SijZMijiil’llCZ})z(l(Fij)+b (18)

e

2

@1+eme?)
FiRaAERHIE F i e « c XM ITER, ¢
N B HTMA AL KA, Fam R AL BT LR A,
oEFREZE . HE RIS SR T oA PR
A T e AL, AT DASRIBCE N R A5 S

%
o, i e R, i =

3 SRS K g5 R

N T BAE AR ST I ARSI 7 VAR Tl B Y
R IR, A SCNAR R B AL 34T 07 5L, it oF
M FE bR AT M REREAT IR,

3.1 LWIMERBHERE

A 925 48 ] Tensorflow 3 MBATE: B B, 4%
Python 4 215 5. iHEHLIEFBEE N Inter(R) Core(TM)
i7-6700CPU@3 40 GHz 471 33, 8 GB P77, #:{F R4
4 64 1 Windows10 Z%;.

T R vp 3 ) 2 M B A A D P 2
WESH 2 F EEBRMINGRESE. S8R
B R 1 FR.

3.2 SKIGHHESKIR

HoAr, T NA2 0 2 3L 50 4 = 2
KDDCup99, NSL-KDD™, GasPipeline Datasets, Water
Datasets, UNSW-NB15 %%, 1X S50 45 42 77 70 205 Al @
T4 H R S ) L, A% T NSL-KDD $ 405 46 1F s
36 FEHERHE . AU T KDDCup99 s 82 70 & 5 1
] 9, H R 4R )1 5% KDDTrain 18 125973 4 5UE,
JRUR AL KDDTest 15 22 544 5%0#, A ik H
KDDTrain+20% [1] 25 192 250855 AL 56 5045 . 204
Eh S —ATEER A 41 MRHE RN 1 MRZE
P, o 32 EALHE 4 FR AL M Dos (4 48R 55 K

Special Issue & i%gik 51

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

i E RSN

http://www.c-s-a.org.cn

20204F 55294 59

7). Probe (¥ii AR BH ). R2L GEFEEVE D]
Hriki). U2R (A5 1) Beiky). NSL-KDD )il 25 %504 554
B 22 P, WAREGE AL A 17 R, Bk A

R KB BESH

AR R Bl
LN Input_data=(11,11,1)
HBIEL Conv1=(3,3,32), ReLU

EblnZE 2 . B2 Conv2=(3,3,64), ReLU
3.3 BUEWALIE WAk =1 Pooll1=Adaptive pooling
oo _
NSL-KDD ¥4 st 4 41 MSEIR 1, Horfig i Conv3=(3.3.64) ReLU
e o . i s T HHZE4 Conv4=(3,3,128), ReLU
FERF5 AR (tep,udp,icmp,---) I HAERURHE, 75 20K AL E2 Pool2=Adaptive pooling
BT AR AL 4 e S BRI 52 . SRFEEUL Upsample = (6,6)
(1) “F 75 20 st i 75 LRES Conv5=(3,3,32), ReLU
. HRUZ6 Conv6=(3,3,64), ReLU
0,tep,ftp_data,SF,491,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, WAL Posl3=Adaptive pooling
0,2,2,0,0,0,0,1,0,0,150,25,0.17,0.03,0.17,0,0,0,0.05,0,Nor BARRT ' \5‘\ Conv7=(3,3,64), ReLU
mal” & 1% 30 5 P ) — 2 Kb, o er L, Bl 5 s | Conv8=(3.3,128), ReLU
2,3,4 WU R 7, BRI B 26, il = Pool4=Adaptive pooling
o ) e ) | - Ll ¥ 54512, ReLU
%2 4EH (tep,udp,icmp)3 AR 2 3 445 (‘auth’, ol 4 S, Softmax
‘bgp’,‘courier’5§)70 FRAY, F 4 4EF (‘OTH’,‘REJ’, Dropout p=06
» RS B —
‘RSTO %) 1 Fp K7, 42 5 ) one-hot i i SR AL EE, ﬁf@ £=0.001
: \ .l I ZREe% Epochs=130
SR 41 AEREAESN 122 EIR T — =
# 2 NSL-KDD 4 &t
Mo ek Normal Dos Probel R2L U2R

HE %)

e (%)

g L) HdEE S BdRE %)

KDDTrain+ 125973 67343 53.46 45927 36.46 11656 9.25 995 0.79 52 0.04
KDDTest+ 22544 9711 43.08 7460 31.79 2421 12.04 2885 12.80 67 0.30
KDDTrain20% 25192 13449 53.39 9234 36.65 2289 9.09 209 0.83 11 0.04
KDDTest50% 11850 2152 18.15 4244 36.66 2402 20.27 2885 24.35 67 0.57
X=Xmin |
it = 7 tmin
3 TCP il 100 Xnormal = Xmax — Xmin (19)
i | uDP 010 . N - L
%1 [omp 001 oo, xR REARE ARSI 1, o, Xmax 2 B FR %5
- e 1) S ME A B KR, Xpormar 7278 B 25 E0 8 4 —
Auth 100 000 --- 000 000 : ,
707 ik .
H&Q bgp 010000 --- 000 000 IR HALAR
K : : (3) RAAE A Ab 3
RS T ALY S K %,
11F | OTH 10 000 000 000 Bri 0 A S AN i B0k 8 AR T 1E 3 E s i & AT 2R
RA& REJ 01 000 000 000 e NN PR ;
o : JB TR, S0 LU U 0, et T A%
N TR Re i1 DL KRR AR B o R 26 0 H 1Y,

5  One-hot 4mfd & {E 1k,

(2) Bfg)a—4k

AN TR AR IR S P8 FL 0 B 4 AT 7 B Y Bl A
Wl 22 5, O 1 7 S8 45 R 73 B, R Min-Max
PRAEAL T3 208 BB R G — Bk 21 [0,1] [X 18], {645
Hea b ¥ [F— 4.
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DAL e B B 5 0 70 28 M 1) 2. AT AP AR S SOE SR B0,
FIN DR B R A LR FE 5L (RASmote) 1 B ARE]
RIREAR, S A T

K =X, = Xpil = 4| D (Xpi = Xois? (20)
i=1

R I PP T 5 85 3 40 < A2 A (R AR R
r NEGLARAAR, X BT AR, X WIRITEA,
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Xnewﬂ‘j%ﬁ*f‘j—(%% Xe Xmi
K =1,X € IPR Xpow = X @1

0<K<~—, X€SPR, Xpew =0 (22)

N~

r—k
1
% <K <1,X € DPR, Xpew =X+,u(0,1)[(—k Xl-)—X]
r—K 4

1 =) .
Hor, [m{ ;Xi]iﬂﬁ%ﬁbiﬁzlz.
3.4 TN IRRR
) e N ARSI TR PR 1 i P DA M ASE Y 3 BE A3 2

AU 7 T 2% R, AR Pk b T B A G AR AGL TN
FOARBEAT XS E, B L 3.5.3 5. 28 Gd il vk ff 14 3 22

TRAR A AER R RETRER . KW R 4, AR SORBURIE AL

B R B S 4 R, N 3 PR, ‘
% 30 N IINE VS R

3.5 BRA
3.5.1 RASmote S kNG ZR 200

N T 563 RASmote LA R, S236°% RASmote
Aib P 5 AR HSCHE SR AE AR SO R B BEAT I AIE. SIZEG R B
KRER TG 60%, FIUTALH42 =55 I, FRELH 3T B 4
I)AR BT, RO T. SEG A5 R WK 4 Fios.

%4 KAEEEFHEAGRIGSE R (%)

FEAZH  PFdElR  SCAE RASmote-SDCAENN
Normal % 97.14 L oo
JallES 98.37 09822
Dos *%fﬁﬁ?? 198.05 97.92
HME  097.23 95.27
hbel *%Eﬁ% 84.74 92.43
¥ o N 28 78.92 93.27
UIR bifliEs 12.87 30.44
Rl B 37.25 63.63
ROL Fhff 2 64.34 67.62
[oRllES 47.56 78.95

_ ¥ T
bR c
Normal Attack
Normal TN FP
Attack FN TP

TS F 5 73 0 2 F
HER . (Accuracy, ACC): 43 2R IEH FIFEA S S
YNSE Pl

TP+TN
ACC = (24)
TP+TN+FP+FN

FEHI R (Precision, P): 1ERH) 2 N ANAR/1E & I 5L
P o5 T A NAR/1E 5 B0 1Y s 5

TP
P=
TP+FP

Kl %/ 171 % (Recall, R): WA INEE
HIEHE &5 52 ﬁi?’ﬂ)\ﬁ/ﬁﬁﬁﬁ SiPs 8
TP

R= o (26)
TP+FN
PRI (False Alarm Rate, FAR): 1E % B0t 7l
BRI AN TR O S
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FAR = 27)
FP+TN
F1-Score: 1Z38H+2& Precision 55 Recall [{JifFN-F15).
2XPXR 2XTP
F1-Score= XEXR X (28)

P+R ~ 2xXTP+FP+FN
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i nl %0, 403 RASmote A0 FE 1) $4 b A& 4 H Ak
S B 16 R ) 26 FORS 1 26 W) 542 7, P Normal
PR AR 2 K U 2 L2 v, TR B AR A B, 3 7T B4
i, Forbt Dos IR T % F % 0.13%, {H R /b 2 RE A
U2R (RS R R 42 5 17.57%, K2 $2 75 26.38%. R2L
HIFE R R = 3.28%, faill 4815 31.39%. 45 RUEH,
SR 365 SRR 5705 T LS 224 K, 42 e /b 2%
{0 . : gy
352 WL REHT

7 ot L L Rl 422 IR 4 5 g AT S AR,
KM KDDTraint20% H4E1E A7 V52 56 50, 1L 70%
1 AIZREE, 30% 15 AR EE, BUR 4 LN 5 Bz

5 MREERIN G A

KA pER S il S
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Dos 6500 2734
Probe 1588 701
U2R 5 6
R2L 145 64
Total 17634 7558

BT BRI K2 FEEE IR R 2%, BRI
PERE, BRLILNE 5 S BUR LS 2 A 52 %, Bl A L
EHCEAZ RN 33, 8 7RG Hh A HE S B R E g i
NI R RE, A SCIE 3 HAER B 9 b M 4%
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BT HoAt 4 FBER, T RAR R AL 3 RIS &, B
LeNet-5 & 0.25%, 3 5 I A SCREARL 0E A ARG 00 #c 4 1)
U BE F L.
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—— HEH=
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1.0 b

= 08

K

Rl\:?:

=z 0.6 H

E 0.4
02}

0 1 1 1 1 1 1 1
0 20 40 60 80 100 120 140
) AR
B8 RS = R4 Ak bR B 2%
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N (AR A R LRI B RIRE
AL 97.38 96.42 1.78
DBN! 92.45 95.68 0.85
RNNMY 93.72 92.70 0.91
DCNN!'2 96.50 92.60 0.97

LeNet-5" 86.54 91.31 2.03

AL, T A B S IR A (1) U, 5 ol S
FRAZE R0 28 NAZ A7 IDABCNNT, NIDMBCNN!!
Al CNN-Bi- LSTM"®! 347 %t b, 4R NSL-KDD %
RSN ZE R, SCHG: FANT .

5
R TS UEER CNN BRIRTEE (%)

NI A DA W RE RIRE Fl-Score

o TR 97.38 96.42 1.78 96.90
SCHR[14] 92.78 90.61 0.95 91.56
SCHR[15] 97.34 91.33 0.82 94.24
SCHR[16] 94.33 73.24 6.49 82.45

EHE 8 FJ A, A SCHEH B PE YR 2 b Uk [14]
R T 4.6%, LTk [15] $2m T 0.04%, LLCik [16]
P2 T 3.05%, K2R 7l HE R 5.81%. 5.09% 1 23.18%.
R R AR 2R 43 0l v T STk [14]% SCHR [15] 0.83% Al
0.96%, 15T SCHk [16] 4.71%. 45 EA] LIFS Y, A4k &
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HILAE R2L [ F1-Score Fi%f CNN #2517 48.06%, 1fi
Et SSAE-XGB F4M T 0.03%, U2R [£] F1-Score %} CNN
FI SSAE-XGB 735l T 19.51% il 28.78%. [H ]
DATHH 285, 51 N X8 1 o B SR A SRR AT 459 /D 4
R Aar W B =, ARG T A AN )
i [ L
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A Class P R F1-Score
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U2R 30.44 63.63 41.18
R2L 81.34 21.68 34.24

[17]
CNN U2R 65.00 13.00 21.67
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