MRS ISSN 1003-3254, CODEN CSAOBN E-mail: csa@iscas.ac.cn
Computer Systems & Applications,2020,29(11):210—217 [doi: 10.15888/j.cnki.csa.007667] http://www.c-s-a.org.cn
O E RGBT TR . Tel: +86-10-62661041

=7 v = N —+

BT X IRBRSVNBENERRZZIFEAE
= A 4 =] ®

EEYFIEIREL
X LB, AP, X B S B, E #
R A 1L AR A F ) 8 ] B D RESEAIT ST B, F RS 250003)
(E W R4 A JI 2 BFBAR BT 78 B, B 250001)
SR L 4248 B 134 =, BF RS 250000) .
JHRIER#: X422, E-mail: liudonglan2006@126.com '
@ B Oy TR A R E B ARG 0 A B IRTE I R AR 2 S i, A SRR T T R IRBUR %L
Ml (Restricted Boltzmann Machine, RBM) 12 i H E 45 & RHESEEU T VA, B 5K FI B2 IR B R 24 2 HLAP 28 X 28 X6 752K
H &5 Bt AT VEALgm i, B8 5 R F T LU s st 2 3] 7 i e W 48 BSUME, 1) BE LA B _ FH v e R AL 3 BUBLAR 2
HO RBM AR EAT I 452 5], B 5 Ve A dm i )5 1 H G AE B3bAT b2, seail T 30 [ 4 - 15 B & 5 I 28 B 4
fiE, BRI T H E\%UE%’M'@%%E@ W) . B A MR B R G A R U U M SR B IR, AT T
274 H Eé%é‘%ﬁ%ﬂl&ﬁ%%iﬁ, SEIGAE R R, AT AT RBM 1025 H E LA S IR BT v ae T
RO BERNES IS L L0, FEIRIESE R KRG HESMERGRE N R, 3RS T NG 2
SR P 3 FEE 0 TR ARG
KEEIR): HME R ARG, SZMRB /R 2% 2 HL; REAEFEHG 48 X 25 %o DU BIORE PR % 51 ; BEATLRE B b Tk

SR RI& 2 LR, W 0, X, R, R B T RMPURZE AN R IE B R R L I N SR AR LR EHL R 5N ,2020,
29(11):210-217. http://www.c-s-a.org.cn/1003-3254/7667.html

Multi-Source Log Comprehensive Feature Extraction Based on Restricted Boltzmann Machine in
Power Information System

LIU Dong-Lan', KONG De-Qiu’, CHANG Ying-Xian’, LIU Xin', MA Lei', WANG Rui'

](State Grid Shandong Electric Power Research Institute, Jinan 250003, China)
*(Economic & Technology Research Institute, State Grid Shandong Electric Power Company, Jinan 250001, China)
*(State Grid Shandong Electric Power Company, Jinan 250000, €hina)

Abstract: In order to excavate security threats in power grid by making full use of heterogeneous data sources in power
information system, this study proposes a multi-source log comprehensive feature extraction method based on Restricted
Boltzmann Machine (RBM): Ffrstly, the RBM neural network is used to normalize coding all kinds of log information.
Then, the contrast divergence fast learning method is used to optimize the network weight, and the stochastic gradient rise
method is used to maximize the logarithmic likelihood function for the training and learning of the RBM model. The data
dimension reduction is realized by processing the normalized coded log information. At the same time, the comprehensive
features are obtained, which can effectively solve the problems caused by the heterogeneity of log data. The big data
threat early warning monitoring experimental environment was set up in the power information system, and the

comprehensive feature extraction and algorithm verification of the security log were carried out. Experimental results
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show that the proposed method can be applied to all kinds of security analysis, such as clustering analysis, anomaly

detection, etc., and it has high accuracy in extracting log features in power information system, which improves the speed

and accuracy of network security situation prediction.

Key words: power information system; restricted boltzmann machine; feature extraction; neural network; contrast

divergence fast learning; stochastic gradient rise method
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