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GPS Spoofing Detection with Base Station Assistance in Power 5G Terminals
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Abstract: The security of electric energy plays an important role in national secu'!rity. With the development of power 5G
communication, a large number of power terminals have positionin‘gv demand. The traditional global positioning system
(GPS) is vulnerable to spoofing. How to improve the security of GPS effectively has become an urgent problem. This
study proposes a GPS spoofing detection algorithm with base station assistance in power 5G terminals. It uses the base
station positioning with high security to'verify the GPS positioning that may be spoofed and introduces the consistency
factor (CF) to measure the COn\'sistency between GPS positioning and base station positioning. If CF is greater than a
threshold, the GPS positioning is classified as spoofed. Otherwise, it is judged as normal. The experimental results show
that the accuracy of the algorithm is 99.98%, higher than that of traditional classification algorithms based on machine
learning. In addition, our scheme is also faster than those algorithms.

Key words: 5G terminal; base station positioning; GPS positioning; GPS anti-spoofing; consistency factor (CF); machine

learning; security of electric energy; Internet of Things (IoT)
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