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Abstract: The smart grid (SG) constitutes a technological evolution of the traditional grid by introducing information and
communication technology (ICT) services. Although using of ICT has advantages, it poses some serious challenges to
security. In this study, we propose a sc;cu.rity architecture of the smart grid intrusion detection system and a novel intrusion
detection system (IDS) based on unsﬁpervised learning. We design block-training architecture which can not only reduce
the computing burden in the data center but also train the characteristics of local traffic. We also propose a variational
autoencoder based on recursive feature elimination with cross-validation (RFECV-VAE). The RFECV-VAE is a
combination of RFECV (for feature selection) and VAE model (for anomaly detection) and can detect large-scale and
high-dimensional data with high accuracy. Finally, we choose deep autoencoder (DAE), deep autoencoding Gaussian
mixture model (DAGMM), one-class support vector machine (OCSVM), isolation forest (IF), and VAE as comparison
algorithms and accuracy, ROC_AUC, F1_score, and training duration for performance evaluation. The experimental
results show that RFECV-VAE outperforms the comparison algorithms.
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RIFEATERBER. & EBEAEFEHAR (infor-
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BRGEE M2 DR SR, BRI E. Uk
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7127 Light S AL [FIFEH R E R T EAUE .
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FERT LK o 25 (R B0 3047 93 2810 J7 7. Winter 25 AU
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R 792

TR TT IR I AR S p MR v o T R LR
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55T FH 25 T I 1 B B 2 T 00 I 4 ) e L B AT A
BRI, LAIK Bk I ) 2% 97 5 1K) H 1. Hosseinpour

System Construction &t 1L 137

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20224F #5314 9

2 NIV B T — R T B R RN T4 RS0
5343 IDS, BAF T ANV i 25 2R

YIRS (decision tree, DT) HR 4 B4 554N 15 md (194E
BNLHUN, FEAE R — AR Thaseen 25 N 6 T
BT PSR IR & A SRR AE NARAS I 73 2R v 1 SR A 5
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SERINARAT M. Vinayakumar 25 NS 1% 7 — AN F%k
[ IDS, FE TR B I 2%, W] DL id i B 2 2] 7 VR IR
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1] P 01 552 B 97 B0 SR [ S g A 52 4 S0 2003 4T 1 25,
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SR AR O ) 22 4.
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(R BEURIR 9%, 3 W LA AR o 9 L P R) 26 i 1A A 4 1031
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TE 8 R R 2, 3R A5 1 58 g i R i B &5 SR 11 2 8
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. M NQO,1) 53 A1
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VA 8
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3 RFECV-VAE HiEZm 2K
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AL E AL HE LR IR SRR Sh#vmis . H—1k
FURFE I $.
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SRR BN o R s IR AR AT R4 Hh
TR S A7 /E DDoS Wik, 7 Sl i KT
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155 5 OB B0 R 2200 S 3 R G 7 A
N TSR B A 2 5] FAFRRAE, FRATTN AR AT
— VMG D, B A BT, 15 RPRRAE 2 7]
HIPE B TH S N A B, (H 238 BOREAE £ i .

(3) H—1

T AEEE B R AT L, R B KA /N — 1k
T2, A4 BT B R TR bR AR A B S Ak T R — B g, DAY
/b i R A A X A R R L 5 A LR (1),
Hor ) Xnax RN AZ R HETE FT A BEAS P B KA, min 56
TNZFRIETE BT A FEAS A 1 B /IMEL, Xnorm 8 FEAE H —
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X — Xmin

Xnorm = (1)
Xmax — Xmin
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LG, R AL AR L B HTIN. Jy T B R Y
ST HAE L, FRAT T SR B AT RRAE 0 i, BRI AR AR
HHE HRRAE . 3% BLFRATTAE 36 VAR AR T ok 28 SUBRH IRV
JBVARFIEVE B (recursive feature elimination, RFE) )=
BB R R B A Rk B U (B ) [ARFALE,
IR 5 IR B R AR TRAE — 3, 5 J5 0 8 R AR B R
KA, B 2P BIRE AR 3k . IX AN I R B
(YL e A2 R AIE [ HE 7. 28 IR AIE (cross-validation,
CV) W H /&N 74 RFE M5 RIETIAIE, BAR15
PRUNR: B, iRAEAE RFE B B e Rk 3 224, 4K
DR BEA A E B R AE . 2 5 X3k 8 R IE SR A7 28
NXESIE, f 5 V3545 5 B e R AE AR
3.3 VAE Eif

S A AT 25 2 DA M B 1 7 s AT A 3 Rk
# PR TF 3 (0 S0 RE A T DR VIS VAE. %532
P o, M AL A MR 5 3% £, 73 BT S5 i N A
() AN 2 A% B 2 (8] 1) 22 /) IR 28 40 A 1R AT 28Uk M
TR I N ZREF ) VAE BT s AN 491 7
A PSRN T 22 S HOR v BN A3 A v AR I 5L AR L
P EIREZR, FR A FHE MBS (reconstruction probability,
RP), A3 T 056 B0 5E 10 BB HEAT LA, BLAS A R
VE9 5 8 1 ) e . e, B A N R v 55 7 Ao d i
Xt Eg, (-1 [1og pa(xlz)] (¥] Monte Carlo fti it

RP 385 A A J 4 i N\ AR 5 40 A 2 B0 BE LT L
A E R PR, X R B AR T TS 58 73 A 4
B — LB AR AR B A B M. R @R KT
BRI, A oy e .

4 SR 0
4.1 ELWIME "B

S5 6% PR 55 R P 5 4% A1 PR B B 4
T, FRATRA T RERL 285 PDZ 932, KiK. T
R NS S e oy T 7 T ok I o S GER (= 78
WFRZS WE I« SRS AT A H 2 B B[R] T 50 32
HEEThRE. AR ZR 2 1E Core i7 LRSS A1 GTX1050Ti
2R SR AT 0. PO R B T, IRATE
Python 3 /35511 TensorFlow JE.
42 HIEER

FRATAE 2021 45 4 FA12021 4 6 J WIiE) A HE 744
SR TR 300 kAR A B, Hoh g — AR

T L 3 3 2 I — VA . E T e 4
AR SR IET TCP/IP P, TR TR SCHEAT A H7 A0
FEAR, T LA ST IR B 4 2 1 2 A D 7SRRI
B R, LEA LT 4 K750 4RSI
i (DoS). AENLA ARFANIUE (R2L) AHH ' A&
FERLT F] (U2R) Al 1A (Probing).
43 HIEMALIE

%G, T M PR L SRR (0 K AT L, L
P IR REA AR RREA. 201 Ml sRrE, AT T
PSR AR, BB Kk 1 7.

S 1 IR A A A 0 1

e T TE M S
LR SR 680946 0
MR E A 2 291834 238047

R 1, IEEHAE IR 7:3 KI5y, 70% [ 1E 5 £l
PERNGREEEAE, 5341 30% 1B i AL i IF 5 £ s
Wb Bn L% 238047 S & UG R AL RO, i T
AR T I B A 2], INGREE AN 35 e s, R
WA ST I B AR IR Dy 1 e A [R] 28 1
S, WE IR HEE A BRI L BIAE 1:1 4.

SRIE, AEAR AT RS B B, SRR Bl ) 4R R 2 1
DRI A SR 2R ) R AL A8 8 0 R R AR X T P USc R
IHAR SR, TR R RHIE 2 VMR (protocol type).
br& (flag) FRSS (service). Eéﬂ%éﬁﬁ%z& SN
41 7B R 118 4k | | - "

WA, Xﬂ‘ﬁﬁ%_ﬁ‘]%&?%ﬁi&ﬁﬂﬂ—ﬂz, fo FLHUE 4
AT 7] FE Y.
4.4° FHELIE

A SRR AL 1B R B Bt BE R 2 BE AL AR K, PP
WrbsviE 2 MRl . & 5 o TR R ER R S Pk B
RRUERCE AR AL,

M5 AT DU, S SR AE B ik 2] 16 A
FEATI, HERA AL B T UEAE. 48 3G IR AR 1 1 £ 2
AW EAR R HER R, S 288 INZE R, AF TR
I, Bk, FRATe B il 5 A S U ARRALE, X SR 4R %
At AT A, 5% 5 BT REE N dst_host_count, dst_bytes,
logged in, count, srv_count, same_srv_rate, service_
ecr_i, diff srv_rate, dst host srv_count, dst_host_
same_srv_rate, protocol type icmp, dst host diff
srv_rate, service http, src_bytes, dst host rerror rate,

dst_host same src_port rae.
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FHIEIE AR

K5 22 RTEAS 7 AR 1 FEH0R 1 50 2 h 26 18

4.5 BHIRE
T G AR A BEALIE, FATHEAT T 20 $e sk

Wy, AR SLIR I 25 S B, BT (AR e e

PR ) BAR S HO E WK 2. " -
“
%2 WM SR s B
K ' SHE L
Input_dim 16 XIS
Latent_dim 10 Rt R Z I 4
Learning_rate 0.0005 LAY 1 2 5]
Batch_size 32 BRI Bt £
Train_iter 900 IZREE IR
Hidden_units 128 Ko 2 oo
Judge loss 0.93 S R A e A

4.6 SKETTAE
B 7 32k R R Bf Z A I RIS T D PRAN A o, FRATT
F4MESE T ROC_AUC Fl F1_score {ENEAMATEMR

brdE. ROC &2k LLELBHME SR (TPR) A ALAR, LAMERFH.

P (FPR) AL b5 1y il 2. AUC 2 ROC T2 F

i, AUC fHEOK, U]\'Jﬂ'ﬁ?%ﬁj\%’é%(%ﬁﬁ?. F1 score []
16 R 2 B V8 UE B R (Precision) R H 81 % (Recall).
F1 _score E‘Ji‘l‘ﬁﬁiﬁﬁﬂﬁ 2):

Precison X Recall

2

F1 =2X
_seore Precision+ Recall

4.7 LWER
KRR R AP . — RS E
PRI, R AR S R AN R SR I 25 SR AL
FESEES 1, FRATIE T 1 E R MR e ) i Sk B AN ik
ARIRHOR AL U R I R M. RATTLASR 2 S50k
BONEE, B A SR — A S HE R EEMEN
0.90 FFUEE] 0.99 453, Mk RE M 1 FFEEF] 2000
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IREEWR, MR PIHERZ . F1_score f1 ROC_AUC HJ%%
WK 6 FIE 7.

1.00
095 =% 3
¥ 090 t =S
# 0.85
B
- Accuracy
0.80 r 5 F1_score
% % ROC_AUC
0.75 :

0.90‘0.91 0.92 0.93.0.94%.95 0.96 0.97 0.98 0.99
L R R R

N6 BRI A e 2 I R
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095 | e i—
090 | %

085 |
0.80 |
075 |
070 |

0.65 | N

- Accuracy
060 — F1 _score
0.55 +° ROC_AUC
050 1 1 1 1 1 1 1

APV ES Ty

NN \@ %@%@ @Qs@ @Q(\@%@QQQ\QQQ\\@\ WQQ
EREL
N . \
B 7 BESERAER KL A &

mE 6 Fﬁﬁ‘;’éi%ﬁ%a@éﬂﬁi&%bnﬁi B AL
HIORE 1 RN S D, I G, J PR 0.93,
SCUEI, 24 5 g A 4 vk BB A 93% i, 4 2K BUR B
U, B Ak SR IR, HA SRR AR, Kf
S PTG, B R A R B m i, S 2 I R
By i AR T R B IR AR RS i, AR
WU R AR I TS HR, kAR
IR B BRI, B S O, IR IR
B S 38, DR AT 3% BRI B 900 B0 A M fR ik
FRIREL.

FESEEG 2 v, FRATTIEHE T LR 2 SRR AR S LA
Bk, HIRE E gAY 8% (deep autoencoder, DAE)™Y, I
JE [ G A 25 e VR S AR R (DAGMM), B2 5 )
Bl (OC-SVM)', B s # bk (IF)), 253 F 4w 1 2%
(VAE)™) B9g:0f Eb 45 5 03 3.
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i H AR SN A

K, F1_score. ROC_AUC 18¥r N RN H 5 U5 1T RE,
(RIS, PRI (A AR T K 2 #00E. 4% BT {53, RFECV-
VAE FOEAAE 5 8 R0 HERA 7 T R ILAL 5, 1 B
PR T SO ), DM BN R RS RE, &
R A L DR 2% r s TR 31 RN R AR K

# 3 AFEEIERR RS R

Bk Accuracy  F1_score  ROC_AUC YNZRIIH] (s)
DAE™ 0.870 0.755 0.766 3703.00
DAGMM" 0.832 0.703 0.836 3984.27
oc-svMm!” 0.805 0.711 0.848 3753.62
1EH3! 0.887 0.928 0.908 3948.33
VAE® 0.933 0.938 0.944 4032.52
RFECV-VAE  0.946 0.950 0.949 3440.21

4.8 BAEERE SN

RFECV-VAE 532 B R 8 43 2, 73 il R ik 1k
$ RFECV #43 f1 £ /> H4ati s VAE B 7. A5 047
A Rior- - A

RFECV 1 i IR AIE 315 B R 5 SR E . 76386 I
ETH BRI 7, SHE 10 B RRAE HR o 17, A U B
o3 —ANREAE, I HL B A s B R, TR ANRE (1)
BV AR 2 BN O(n). 538 IR UEMT BL, SE7RAR
& RFE [y Bofa H AO4RAE 58 B HE 4, IR U 3R ] 3
H R HEAT T 43, 358 H B0E A ARF R R H , i 1R 5 4%
FE2H O(n). it RFECV B (8] 5242 B2 O(n). Hi%
TEHEAN L FE A ORAF AN RRAIE () B B 7 2, e (el &2
HPEH O(n).

VAE #5250 BE, A8 B RE A B2 00 TE R A

Ky, BT AR 2 A ]2 B H BIFREAR, JF S A SERE

SH, BMEARR S5 %id 2, it VAE 5%
IN 6] S22 B2 O(n), 22 11 S22 BE 9 O(1). :
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N AL SR e R N R R S R UAT 55, AR
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B, BT T MR Sk S B A B B A (M R, O
HARAL T IIZRES [, 8 R R R MR HigE. SLie
T, A SCHE ) 2 A AR R I SR AR R E T
RE FELI N AR A 37 5.

—_

oo

10

11

SE
Liu Q, Hagenmeyer V, Keller HB. A review of rule learning-
based intrusion detection systems and their prospects in
smart grids. IEEE Access, 2021, 9: 57542-57564. [doi: 10.
1109/ACCESS.2021.3071263]
Hinton G, Salakhutdinov R. Discovering binary codes for
documents by learning deep generative models. Topics in
Cognitive Science, 2011, 3(1): 74-91. [doi: 10.1111/j.1756-
8765.2010.01109.x]
Zong B, Song Q, Min MR, et ¢l. Deep autoencoding
Gaussian mixture model for unsupervised-anomaly detection.
Proceedings of the 6th International Conference on Learning
Represenyt_ations.t Vancouver, 2018. 97-106.
Hahn A. Cyber security of the smart grid: Attack exposure
anailysis, detection algorithms, and testbed evaluation [Ph.D.
Thesis]. Ames: lowa State University, 2013.
Aghapour S, Kaveh M, Martin D, et al. An ultra-lightweight
and provably secure broadcast authentication protocol for
grid communications. IEEE Access, 2020, 8&:
125477-125487. [doi: 10.1109/ACCESS.2020.3007623]
Liao HJ, Lin CHR, Lin YC, ef al. Intrusion detection system:

smart

A comprehensive review. Journal of Network and Computer
Applications, 2013, 36(1): 16—24. [doi: 10.1016/j.jnca.2012.
09.004]

Winter P, Hermann E, Zeilinger M. Inductive intrusion
detection in flow-based network data using one-class support
vector machines. Proceedings of’ the 4th IFTP International
Conference on New Technologies, Mobility and Security.
Paris: IEEE, 2011. 1-5;

Wagner C, Fran-c;ois J, State R, et al. Machine learning
approach for IP-flow record anomaly detection. Proceedings
of the 10th International Conference on Research in
Networking. Valencia: Springer, 2011. 28-39.

Casas P, Mazel J, Owezarski P. UNADA: Unsupervised
network anomaly detection using sub-space outliers ranking.
of the
Research in Networking. Valencia: Springer, 2011. 40-51.

Proceedings 10th International Conference on
Farahnakian F, Amoli PV, Hosseinpour F, et al. Artificial
immune system based intrusion detection: Innate immunity
using an unsupervised learning approach. International
Journal of Digital Content Technology and Its Applications,
2014, 8(5): 1-12.

Thaseen S, Kumar CA. An analysis of supervised tree based
classifiers for intrusion detection system. Proceedings of
2013 International Conference on Pattern Recognition,

Informatics and Mobile Engineering. Salem: IEEE, 2013.

System Construction &1 143

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.1109/ACCESS.2021.3071263
http://dx.doi.org/10.1109/ACCESS.2021.3071263
http://dx.doi.org/10.1111/j.1756-8765.2010.01109.x
http://dx.doi.org/10.1111/j.1756-8765.2010.01109.x
http://dx.doi.org/10.1109/ACCESS.2020.3007623
http://dx.doi.org/10.1016/j.jnca.2012.09.004
http://dx.doi.org/10.1016/j.jnca.2012.09.004
http://dx.doi.org/10.1109/ACCESS.2021.3071263
http://dx.doi.org/10.1109/ACCESS.2021.3071263
http://dx.doi.org/10.1111/j.1756-8765.2010.01109.x
http://dx.doi.org/10.1111/j.1756-8765.2010.01109.x
http://dx.doi.org/10.1109/ACCESS.2020.3007623
http://dx.doi.org/10.1016/j.jnca.2012.09.004
http://dx.doi.org/10.1016/j.jnca.2012.09.004
http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

2022 4F #5314 H 9

12

13

14

15

16

17

18

294-299.

Stevanovic M, Pedersen JM. An efficient flow-based botnet
detection using supervised machine learning. Proceedings of
2014 International Conference on Computing, Networking
and Communications (ICNC). Honolulu: IEEE, 2014.
797-801.

Liu FT, Ting KM, Zhou ZH. Isolation-based anomaly
detection. ACM Transactions on Knowledge Discovery from
Data, 2012, 6(1): 3.

Jiang H, He Z, Ye G, et al. Network intrusion detection
based on PSO-XGBoost model. IEEE Access, 2020, 8:
58392-58401. [doi: 10.1109/ACCESS.2020.29824138]

Song S, Ling L, Manikopoulo CN. Flow-based statistical
aggregation schemes for network anomaly detection.
Proceedings of 2006 IEEE International Conference on
Networking, Sensing and Control. Ft. Lauderdale: TEEE,
2006. 786-791. i -
Siniosoglou I, Radoglou-Grammatikis P, Efstathopoulos G,
et al. A unified deep leérning anomaly detection and
classification appr(;ach for smart grid environments. IEEE
Transactions on Network and Service Management, 2021,
18(2): 1137-1151. [doi: 10.1109/TNSM.2021.3078381]
Abuadlla Y, Kvascev G, Gajin S, et al. Flow-based anomaly
intrusion detection system using two neural network stages.
Computer Science and Information Systems, 2014, 11(2):
601-622. [doi: 10.2298/CSIS130415035A]

Vinayakumar R, Alazab M, Soman KP, et al. Deep learning
approach for intelligent intrusion detection system. IEEE
Access, 2019, 7: 41525-41550. [doi: 10.1109/ACCESS.2019.

2895334]

144 % %i% % System Construction

19

20

21

22

23

24

25

26

Mendonga RV, Teodoro AAM, Rosa RL, et al. Intrusion
detection system based on fast hierarchical deep
convolutional neural network. IEEE Access, 2021, 9:

61024-61034. [doi: 10.1109/ACCESS.2021.3074664]
Andresini G, Appice A, Malerba D. Nearest cluster-based
intrusion detection through convolutional neural networks.
Knowledge-based Systems, 2021, 216: 106798. [doi:
10.1016/j.knosys.2021.106798]

Rajadurai H, Gandhi UD. A stacked ensemble learning
model for intrusion detection in wireléss network. Neural
Computing and Applications, 2020: 1-9. .

Sakurada M, Yaiti T. Anomaly detection using autoencoders
with nonlinear dimensionality reduction. Proceedings of the
MLSDA 2014 2nd Workshop on Machine Learning for
Sensory Data Analysis. Gold Coast: ACM, 2014. 4-11.
Vincent P, Larochelle H, Lajoie I, ef al. Stacked denoising
autoencoders: Learning useful representations in a deep
network with a local denoising criterion. The Journal of
Machine Learning Research, 2010, 11: 3371-3408.

Kingma DP, Welling M. Auto-encoding variational Bayes.
Proceedings of the 2nd International Conference on Learning
Representations. Banff, 2014.

An J, Cho S. Variational autoencoder based anomaly
detection using reconstruction probability. Proceedings of
2015 Special Lecture on IE. 2015. 1-18.

Li XK, Chen W, Zhang QR, et alyBuilding auto-encoder
intrusion detection system based on random forest feature
selection. Computers & Security;'QOQO, 95:101851.

(B e 7 FikAst)

© TEREBIK R

http://www.c-s-a.org.cn


http://dx.doi.org/10.1109/ACCESS.2020.2982418
http://dx.doi.org/10.1109/TNSM.2021.3078381
http://dx.doi.org/10.2298/CSIS130415035A
http://dx.doi.org/10.1109/ACCESS.2019.2895334
http://dx.doi.org/10.1109/ACCESS.2019.2895334
http://dx.doi.org/10.1109/ACCESS.2021.3074664
http://dx.doi.org/10.1016/j.knosys.2021.106798
http://dx.doi.org/10.1109/ACCESS.2020.2982418
http://dx.doi.org/10.1109/TNSM.2021.3078381
http://dx.doi.org/10.2298/CSIS130415035A
http://dx.doi.org/10.1109/ACCESS.2019.2895334
http://dx.doi.org/10.1109/ACCESS.2019.2895334
http://dx.doi.org/10.1109/ACCESS.2021.3074664
http://dx.doi.org/10.1016/j.knosys.2021.106798
http://dx.doi.org/10.1109/ACCESS.2020.2982418
http://dx.doi.org/10.1109/TNSM.2021.3078381
http://dx.doi.org/10.2298/CSIS130415035A
http://dx.doi.org/10.1109/ACCESS.2019.2895334
http://dx.doi.org/10.1109/ACCESS.2019.2895334
http://dx.doi.org/10.1109/ACCESS.2020.2982418
http://dx.doi.org/10.1109/TNSM.2021.3078381
http://dx.doi.org/10.2298/CSIS130415035A
http://dx.doi.org/10.1109/ACCESS.2019.2895334
http://dx.doi.org/10.1109/ACCESS.2019.2895334
http://dx.doi.org/10.1109/ACCESS.2021.3074664
http://dx.doi.org/10.1016/j.knosys.2021.106798
http://dx.doi.org/10.1109/ACCESS.2021.3074664
http://dx.doi.org/10.1016/j.knosys.2021.106798
http://www.c-s-a.org.cn

	1 智能电网入侵检测相关工作
	1.1 智能电网领域中的网络安全威胁
	1.2 入侵检测算法研究
	1.3 差分自编码器

	2 基于区域式训练架构模型的智能电网入侵检测模型
	2.1 电力物理层
	2.2 电力设备层
	2.3 电力网络层
	2.4 电力应用层

	3 基于交叉验证的递归特征消除的差分自编码器算法
	3.1 预处理过程
	3.2 特征选择
	3.3 VAE算法

	4 实验分析
	4.1 实验环境
	4.2 数据准备
	4.3 数据预处理
	4.4 特征选择
	4.5 参数设置
	4.6 实验评估
	4.7 实验结果
	4.8 算法复杂度分析

	5 总结

