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Abstract: With the rapid development of the Internef of Things (IoT), the number of IoT devices has grown
exponentially, which is accompanied by the increasing attention to IoT security. Generally, IoT devices adopt software
attestation to verify the integrity of the software environment, so that system integrity tampering caused by the execution
of malicious software can be ‘detected timely. However, the existing software attestation suffers from poor performance in
the synchronous attestation of massive IoT devices and the difficulty in extending the general [oT communication
protocol. To address these problems, this study proposes a lightweight asynchronous integrity monitoring scheme. The
scheme extends the security authentication message of software attestation on the general message queuing telemetry
transport (MQTT) protocol and asynchronously pushes the integrity information of devices. It improves not only the
security of IoT systems but also the efficiency of integrity attestation and verification. The following three security
functions are realized: device integrity measurement in a kernel module; lightweight authentication extension of device

identity and integrity based on MQTT; asynchronous integrity monitoring based on MQTT extension protocol. This
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scheme can resist common software attestation attacks and MQTT protocol attacks and has the characteristics of

lightweight asynchronous software attestation and general MQTT security extension. The experimental results of the

prototype system of IoT authentication based on MQTT show the high performance of the integrity measurement of IoT

nodes, MQTT protocol connection authentication and PUBLISH message authentication, which can meet the application

requirements of integrity monitoring of massive IoT devices.

Key words: IoT security; integrity measurement; message queuing telemetry transport (MQTT) protocol security

extension; software attestation; trusted computing
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Cl 5 S $HEiE B )R E B, BN password F
Bt. CONNECT 0% 0 i 3(a).

MQTT broker i s Y #] CONNECT #3505, B %
FRIL user FB A2, IUAFX0T B AHH Kd. 477 CONNECT
eH Ry C1 5 S, BAE VerifySignature(Hash(C1), Kd,
S) LARA & 244 72 15 oK B AL AL SR RIS 4R 4
B, P ROERIUE BT A Bkl s, R E &

TGS e R 4.

FT U E] CONNACK )5, B ek A e st 3.
WINERZRING, 32U C2, i H 3 348 Kprid 347
fif B ARAFREMLEL. 5 A FRE R A BENLEL p F1 g 1
45 % 5] SK, CONNECT M BE 45 R . S AiiE |
BRI 4.

FAEA Kprib iR C1 3RAFHEHLEL p. broker 4= i FEALEL FTE L LK EERCOL
g, SEFHH A Kd %) g AT IR C2. i T MQTT Usehname g1 | | usemame flagt | e
. N . . P d flag=1 P dflag=1 | |p
WM 0 8 7 i, CONNACK 53 H &4 Bl Sk At Tk o WL [ @i sum
AR SL G, TEAL B AR C2, I M) CONNACK Use}ﬁ‘al;‘;;:da“s wcﬁzi Pa%llgad
RS0 3% 24T 1, CONNACK 3RS &E i 3(b). [ P sty st
5}, broker I B MHENLEL p A1 g L4315 %90 Sk, H] B3 4R
Node b MQTT broker
Kb,K!d,Kprid Kb,Kd Kprib

)
©  p=generateNonce ()

Cl=Ency, (p) CLS
S=SignSignature (Hash (C1),Kprid) ?
CONNECT
2
IF CONNACK==TRUE —
g=Dec,. (C2) CONNACK

SessionKey=genKey (p.q)

K4 SoriliE

TEJRUE ) MQTT #hH, CONNECT ¥ B i & . |
INE R AR HT F 44 username 1% 15 password Y U/T
R 4R L 7E 9 4 et FRep 2 AR TLS, T ieehs
Gy i, AT RO TR A BUEAT 2 2,
SR SE G5 Rk AN B P 5, BEL Lk Bl 35 04 L £
Yoaki o i NHeids, DR R M. B OEEA = 45
B2 1h %, T 2 et h s .

2.5.4 PUBLISH [

TEZIY B, W& R E SRR e B A &
= HURI%Z MQTT broker, broker Al (R 54 K 5 &34
R AR 2 USCER 1 B A R AT BAIE, SR i R K e
W B B UE T A TE S, AT RS S8 I ISR S B
WEDIRE 73 B, A G2 5 FUE B J7 58 1) [R) 28 T4 DA
ST IR

74 47 % System Construction

Kd=getPubkey ()
Res=VerifySignature (Hash(C1),Kd,S)
IF Res==FALSE
CONNACK=FALSE
ELSE
P:D“bm(cn
g=generateNonce ()
C2=Ency, (q)
SessionKey=genKey (p,q)
CONNACK=TRUE \

\ ‘.
y \ 5

'

SRR 2.5.2 I R T RS A
S5 P TR LA SR B B, B 0T P LB, M P
At B G5 p g AT R P I P9 A7 AR 4T 56 B P B3
FERERAE D. T MQTT s i Bef B, e i
Y T e 1], 4 ] 2 I AT — R S R B, IR
&5 1) MQTT 0% [ broker #£i% PUBLISH #
S ToT B4 FEAE It S 3 5, DRI 4T FF 85
R, HECRA IR, ToT & i 58 B PR 06 6 e
I T 4.

Y% O TSP SMART 496845 3 Mg 5 (4HIE
B 77 58, KR B AT 53 A S AR N AR 5 2k 5 (7
PONTER IR A, A PARED FE R AT R R
193 D. 751 B T S5 U, BB0HE 19 MQTT X
735 R B KA 1 i T 1A
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i H AR SN A

A B MQTT Hrif () PUBLISH i 30 7 BLiEAT
THAEE, TEIA RS AT Sk R 2 ak BT
K3k, K BBl D 5 24 AR R T 3T PH%E TS Hash
{8, JFH SM4 FEM SR %5 SK 3T 7 X R
AT TARSIAA H, FHon T

H=ComputeCheckSum(K, 7]|D)

WRIGE H TN IS Sk, MEZEEE D 5
I 8] T AR S payload HY, #3& %7 ) PUBLISH 45 3C.
B SCHEIE 25 broker, 2545 broker I E1Z Rk &
K HAVETT R, FEIm I R AP HEEH B A 4. PUBLISH
LRI E 3(c).

20 B IR AP 20U IS B (S B )5, broker IR

FPFIRUERIHE H SRR DL A 7, 750k

CheckCheckSum(X, 7)|D, H)
1 %% 9R£%ﬂﬂ?%u%ﬁf$§&ﬁ@% TRETTE

1]

L = Node

BVETT A, DA RO 2 1 SE R, A 2 B0 IE 2 1Y A
JERAE, B RN AR 56 £ A8 45 Ja B O B T AR AT
broker W B 45 0, J5 4 I (8] T 5 4 117 i (8] 335 4T L X,
By 1k . an SR B R B R T A A T A, W
broker # & K% i & 7EEHE AL, broker JE T LEXT 24
HIES 8] 5 £ AL A i a) 7 BE ] DA€ 15 s Ak T AT E R
5. broker 10 R A HCHE AL B BRI ], — BL IR
HGH BB (] [a) B 88 B A 2 VE L AT SR AT E
RS (T AL F) Beak, th il B m%iéﬁﬁ)

Broker E‘/)LEJUEEI: Z & PUBLISH @ F 1 % 3k
%pWMMﬁﬁWAmwﬂ%%%%%ﬁ%m%aM
51, 25 15 broker S5 flEik % % hIGIE % . X — 25 Bt

U\\Eﬁﬁ broker 5 56 IE# 20 %€ W 215 2 B TH ST AR
463k, ARAIE broker 5 56IE# 2 18] O EUHE 5 224
PUBLISH ##i ik SCHE% 550 e B m AR W&l 5.

MQTT broker

: : b SessionKey

SessionKey

D=getDigest ()

T=getTime () D.TH

H=ComputeCheckSum (SessionKey, 7| ?
D) PUBLISH

Res=getACK ()

& 5 PUBLISH £ r ik '5&%“ \

255 BEIER B
IAIE Y AU 451 MQTT broker 17 15 75 AT 52 48|
P P2 R e A ) A, 4 250 ToT PUBLISH &l
BUIA )5, broker 525 [ 45 IE T RIS PUBLISH HH5E
S PEREH (5, 1P e A0 5 £ 28 72 231 4 5
broker {172 B AT BoE 45 15 H 5 361 52 ME e i Bk
0 5L 5 EL
I HIE 5 £ 5 05 B R B0 IE A, Sl 5E
VEMS P ThAG. Ho FAPRE T ToT E4rh I FRRIA, 760
U R AT 5 10T 200047 M 7 1 B Al 52, 789
| EAE D1, Hoxt broker HEREEE SR IK D, a5 4 a4
T T TR, R T T B
AW B R 6 TR, A% 77 0 B A 5
PR RAF N, BOE 4 AT DAEAE N, TT B B
gk B, VRN MR, VT IR R BAE 35 3 R B AT 3R

ResCheck=CheckCheckSum (SessionKey,T'||D,H)
CurTime=getTime ()
ResTime=VerifyTime (CurTime,7’)

IF (ResCheck==TRUE&& ResTime==TRUE)
addToList (D)

ELSE
Fault

L\

)

4 .
4 broker %%ZEI’JFF%% , RENZE B S ERE
AR AT 58 R e PR B0 ) I R

VI AL 32 LJH&%T i
MQTT brok o H
I Q roker : 06AIE T ) E
SERNER I HER
TR TRk
EEER EEER

Ko Kk i riliEiife

3 J7 SRSEIRI 2 A o i
3.1 REMSH

Y E R T WA R AR EUE AT T A RE
5, Bk 4y fUE B e BRI AR 5 B RIRE
TFAEANTE. YR E R AL 2 broker % Kk B IA IR UE T &
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J&, B E T A L 2 T R A AU T AR A
RS, B g R 5040 e B 5= HLA e 45 R b SR AN [

2 Bk 2 A PR St A ) N e B, H T R iR R
AT (SR . WA ) BV, BRI kT AR
%, WL %45 2 broker HIREALEL. Kb Xt 3 TE i
AR 2 1 % B, broker I 56 UE S 44 AT LUK I 21 HE
EE

MW A E Oy iE PUBLISH 04 60409 broker
4 P Bk e B PR A I, broker i@ 3 PUBLISH L[
TR Sk TS A HOHE A 2 15 oK AR A SEEL B A
WEDhRE. PR E SR FH 1 B H U, 2 H RS
TR Z) 58 X7 FER, Bt Tk 20 € I BE AL AL, 3

TMH 5 2 TE 2.
2Tk A BRI 2 Wi Bt 0 AT B ARl v,
’ -
2 9'00 \ 21538 16
' # 14
5 A|20000 17 07 e
2 g
= 15000 — =10
E t}@: 8
"7 =
£ 10000 E .
B o,
5000
2
92
0 0
(a) SFINIE
W R R Sk

W Broker 2%
1% CONNACK ] 3L 1156 Py 2%
TR A S

M Bash

broker RJ LU X H04 L A I R], 25 AN 2B IR 25 2 Y6
W, IR EEE B NIRRT S FPIRAS, BT R 2 i,
T HE ST M 2% GEIR i K.
3.2 ARITMSITFHIFN

TEARTT X 7 S0 e 21 3 AL AT PR BRI,
45 CONNECT B B S i AR . AR B e 4
PERE B AR, DA R 58 B M W 45 A RS 6 Sk AE R RN 56 I
3.2.1 CONNECT B B{ & 43Nk wrﬁ‘é%%ﬁ

ERRATI T %, CONNEC ey 3 AN EE

PR & P =t ESZ#%% MQTT broker 153 I ¥ i&

CONNACK Sy RE A 75, 4 45 Koo 5 £ 8
3 A%E Z}: #4575 55 MQTT broker E}Zﬂ]ﬂfﬁ‘%ﬁj\
NIE, FEV 28 Ol A5 25 % 8. a8 i 7(a).

15 52
50
7 48
2
8 £ 46
=
6 = 44
oy
B 42
1 40
38
(b) TR R (o) FERNE N
AR ek ‘ ’
Bl -
m NetworkManager ‘ \ ’ >

\

\

BEA T

-

(1) B AR )

Zad T, BT RUINES B SN IRt R4,
H: 1 CONNECT SRSCI R3Sk, 203 1 000 VB, A
AR PSS (R 45 17 074 ps.

(2) MQTT broker &% I 141 CONNACK i 3]
R 4 2%

ZILFE R, MQTT broker W2 7 % 475 S KIEH)
CONNECT # 3¢, A HUR 56 3k A5 FH £ 3 15 il A S50 IE
UG L2547 . B IE I 5, broker £ 1 H & AL AR %
ZAT S BENLAL. 45 1000 VIR, A R 7 25
[E) 854 21 538 ps.

MQTT broker #Jiti CONNACK 3, f# F %437

76 Z4Gi# ¥ System Construction

AN | S RENLEL, # CONNACK 30 RIS
WA, I E SRR, 218 1000 JOMHER, At
TR S5 0F (R FF45 2 92 ps.

(3) WA RN 2 A E R

W% AU MQTT broker ) CONNACK i 3C
J&, fift % broker IREALEL, HAE LS TEZEH. 2832 1 000
YOI, A2 P35 BF [ FF45 9 10 867 ps.

(4) A [A]

f£ CONNECT W IER B, #E47 1 100 FE A4,
RN (A S A 61 106 ps. A% FE W AL 4 i)
BT H) 522 00, 152 6% ~1 AU PR P A5 2958 27 ms, broker i /T
2108 21 ms. MGINIETT E 1) MQTT CONNECT J
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i H AR SN A

£HN 452 ps.
3.2.2 ToT 15 piseBEVEFE 1 R

XRG N AT R B R, EREL Rk 2.
HAEFE T AFER/ANIFEFE 73 34T 1000 (R, DAFE
o4 B, KN 149 128 F5 ) sudo, 964 220 F
FTH] bash, 2 271 600 F7TK/NE Xorg ~F-35 I & FF 44
Wik 7(b).

K2 ERMEEELR

prid FEEAE
cat 8d0762778010ba4109bc8800bc3035208d12938d
sudo 6d4e7¢82a931b33b4264e021a92¢cb677ae506373
bash 62079¢e60b2f70c51¢40a913b07a18¢65517¢734
Xorg d56b5¢52102746bdc6al 0d8442debelc73898b2d
mission-control a4aff032a3650e94e42cd87ala32bffa9caa3 567
cupsd 216bbc0eb8cb579a8a3bd847dedcdead5e223194

ELF 3CfF R/ 1.1 MB [##2 7 NetworkManager
H1E 7(b) BT, FARTBBA/NA 1130 108 KB, AT 1000
VR BT ST 8 mS. R 4 SR R %
634 T LRGSR S AT I, AT R E
JE B AS & B 18] 2 3 min.

3.2.3 PUBLISH K BO 56 Sk A2 i 5 S iiE 14 e

W4 SAE S MQTT broker 1 55 B ERE 5, 1)
broker #f£i% PUBLISH #i 3. PUBLISH # SCTE % & P
ARSI T 52k, 18§ CONNECT KB4y 5E
(2 UG ST MAC A5, B4 % B e P 34T
SM4 & A5 v, FEAE 21 2% 8 7= A4 MAC WE
. 285 1000 PRI, AR I A2 350 T8 458 51 ps.

Broker Yt 3| PUBLISH i 3C 5 % J& & A & AT HH

A MAC WERSTT5E, 530S0 Sk A A 3#EAT HxT 5. |

UE, B AR BB OR H IR AL 20T 1000 IR, A
I RE AP I T T4 43 ps. LG5 R 7(c).

El
L

9

4 g

FEA T Zrh ) BOAIE 5 /5 47 Sk A 4 R &

AT Se BRI S Honf, RAEA T ERA T HH R
H

2 BRAR B8 IE Y R A B8 IE R,

B, JATEIE T T MQTT 7> ZREd &,
Ja Bk 2t — 0 LI B, BT — G IR R
BT A A B — E Vi [ 2 i e A4 1) e BB R IR IR I AR,
XA IR AR T 3 — B R UET KA ST — K
B AIE Y U AT S8 BV ARG, B G T B —

S M52 3, — SR T 2 X T B e 4 K AT
TIE R, T 1 B 5 e e A e (8 B A R A A
IAESE SR, K A% MQTT broker. MQTT broker 1% 74
B R R E . R E S R E R R
— A, R ILAT (IR, IR T 1A % 4
A PRI R
5

ATy RAETEH MQTT P K450 4 fE ToT 4%
RIS BV W, SCHL TR A0 ToT %4 B
BT B, 7B T ARG R T b e By 3R
TR G 5ok LB, 3 (0 MQTT HhX % 4297 &
VETFSCTL T B R SE R IS 1 L. AT R B B
BB HAEN] . B MQTT %44 & S i &
A 9575 0SB ToT B84 13 FRAIE B LA 76 3R, %
A>T IR B TE A R 4 o TR, W T 2%
SIE 45 55 3 R AIE I 185 3R 4 2% 18 R D T P B 0, R
T 10T W28 f93h A5 8 5 7 4%
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