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Detection Model for Docker Trusted Image Source

LI Xiao-Han, ZHANG Xin-You
(School of Computing and Artificial Intelligence, Southwest Jiaotong University, Chengdu 611756, China)

Abstract: Docker image is the operating basis of Docker containers. As robust methods of image security detection
remain to be developed, containers are subject to various security threats, such as container escape and denial of service
attacks, during their operation. To avoid the use of toxic images, this study proposes a detection model for trusted Docker
image sources, namely detect trusted Docker image source (DTDIS). In this model, the virtual trusted cryptography
module (VTCM) is used to build an image benchmark database and thereby detect whether thehliocal image file has been
tampered with. The parent image vulnerability database is utilized to extend the Clair image scanner and thus avoid
repeated scanning. File measurement information and vulnerability.secanning information are availed to determine whether
the Docker image source is credible. Experiments in a cloud environment prove that the proposed model can effectively
evaluate the security of Docker images and ensufe that users use trusted images.
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1) F#X manifest SCAF:
manifest = manSvc.Get(tag) (1)
2) 2HU digest %%
digest = schema2Manifest(re f, mfst) (2)
3) TR B

configlson=schema2ManifestImageConfig(imageDigest)
©)

4) {8 I B AR AR ST A
imagel D = SHA256(digest.F ormBytes(da;a)) 4)

FIPHH N BER  BRRIR S (BRIA latest) 25 74
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digest UF I EL, digest S 5% manifest 2 SHA256 il
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1) H 748 FH Docker pull [image name] 774 M Docker
hub Z PE1E R T 85 G5 HdE 5 4 5 Docker 8144,

2) Docker 5| Z#f# 4t Docker pull iy 4, Docker
hub ULEC )G FovF T 8 AT, Bifg T B R AR A
MR B .

3) MR 2) NAEMER A Clair #4784
1, Wi 45 FAE NS BRI TA s P

4) P ¥ H Docker pull [image name]:[tag] M
Docker hub =& £ 1/ 3K T 7 Docker if4.

5) EE LR 2).
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BT BRI ILRC, R TR S R Kl Eae g ae e .

Clair Jil
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)

DTDIS #i% |

#8515
s R
K 4 DTDIS TAEGIEE
4 DTDIS #Z Uitk T 1% () TC R IR B SO PE, layerdb B 55 15240 215 .
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41 XHESHER P 2R (6) B A R 45 10 70 B N 25 AT

Docker f# H 3 A~ X 17 %% 14, repositories.json SHA256 Fr75!". & 5 Fr7s Python #5142 Layer.
B E AR BRI S FI8E 14 1D, imagedb 17 DiffID {4 119360---127bce %5.

1b8eb5s
bOde72f74f4efOcldls

K5 Python Hifg /27w K

Docker P %53 HEMLHI R A ChainID A% 5| ID, 2, HiZHFH & —A parent XA HLZEM
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M (7), 2R 24002 A7 A2 SCZ SR AR 5K (8)
i
Imagel D = SHA256(ConfigJson) 5
Layer.DiffID = SHA256(U ncompressed_layer_dam)(6)
Layer.Chainl D(LayerQ) = Layer.DiffID(LayerQ)  (7)
Layer.Chainl D=SHA256hex(Layer.Chainl D(layerN—1))

+ “.” +DiffiD(layerN))
(®)

AR AFF Cube-vTCM 1847 7E Linux P #% H S 3
FSIREE A 2, A F 40 IR G A (AR 8 — X BB R,
BRSO BRI 5 1 R,

BN TR 0 Roofts UM, R ANEBAZ S
YIS 2 R={R[0], R[1], R[2], -, R[K]}, H: K NBi1%
JZHL; R.layer_id 03 21142 1D; R.layer chain_id
AT BER)Z (0B 902 id; Rimage pkg _name %
NGRS BARELE R R.image_version AR HE
PY L FH R BLRRAR.

Sk AR R

Hi\: 818 Roofs L4 R
S BB IEHEME result

1) for i in range(0, K) do
/AR id

2) P1 = hashlib.shal(R[7].1ayer_id).hexdigest()
IARFHER ] id

3) P2 = hashlib.shal(R[7].layer chain_id).hexdigest()

13RI AT AL TR
4) P3 = hashlib.shal(R[7/].image_pkg name) .hexdigest()
113RBAT B RRA
5) P4 = hashlib.shal(R[i].image version).hexdigest()
6) str=P1 +P2+P3+P4 -
7) ref value = hashlib.shal() g "

8) result = ref_value.update(str)shexdigest()
9)  result — vICM /{7t HE(E
10) endfor

SO RS ME I R B R, MR
BN B R, ] SHA-1 S0 &85 =
TR, ER G RS2 H R EEH vTCM
I A7 il VR o 2 A N BHE P o, I TR St 45 R
AT SRR
4.2 RiEEHERR

HeF R GRHFT BRI S AR
PRAEAG A, (HIX P AT 5 2 3 SO TR A A A% 3,

A BB B AR TE BRI 2 S B8O A LUE N Bl
B AR AR ATAE [FIRF 1) 22 A ) JL. AR ST PR 3 b 40 gt A% 346
KA, AR I TR HiHfs e 4 B 2 44, SRR
SCHEICEE S CVE IS0 A5 B kAT X b, Bk 2
BARSHUS R T

BN AT 10 Roofts SCHF, FL3RoR 7 ik S
[E A, DI AR B P A SR R 5 R, DI=
{DI[0], DI[1], DI[2], ---, DIN}, f:vf N NE1G 25, &
3 Dllayer_id fR¥EHi{Z /= ID; Dllayer cve number X
RBLB N CVE Me— 45 ; DIfj]layer_cve desc
fR3E CVE IR H#A{E E.

SR BRI Clair 19 CVE $oli i B 1
PERCVE B 5552, Debian I 6 27 58, 200 2 2 504
5N TF CVE 3L i I WA IR I, B8 8 s VI 5080
& X VARG CVE U i B0 122 Hh (A7 72 U T 3 B0 2%
H, y={V10], V111, 2], ---, VIM]}, e MOARR B
FRIRTR I S € X V.eve number R IR K] CVE M
—%i5; V.cve description 3R 7 I 1 V41 65 1R ;
V.cve_pkg_name i i1 T J8 ER A EL A4 FK; V.eve_pkg_
version >4 Hif i A T J8 41 RO R A
k2. W
N B4 Roofs A R, RELL IR DI, CVE il v

vt BRINTRE R vul_Info o \

1) for i in range(0, K) do
2) for j in ranger(0, N) do
I S e IR

-

3) |\ ifR[i]Jayer_chain id == DIj] layer_id
4) ~_ wvul_Info[index]=DI[j].layer cve number, DI[j].layer cve desc
5) index++;/AAHFTH H B E
6) endif
7) endfor
JIVG R34 FR e i 4
8) for ¢ in range(0, M) do
9) if V[t].cve_pkg name == R[i].image_pkg name and
V[f].cve_p kg_version == R[i].image_version
10) vul_Info [index] = V[f].cve_number, V[f].cve des cription
1) index++;
12) endif
13)  endfor
14) endfor
15) ifindex == 1 //HIW & BAAELEIRKIRE R
16) vul_Info [index] = “The image has no vulnerabilities”
17)  endif
18)  Output vul_Info
19) end
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AR 2o IR 96 S i BT L Y CVE TR T 4
TR, A S RS BARE X (9) THE B G T
EVESY, Fo g IR R AR R BT 15 52 5 6 25 Vs T
M, wovul, W T AR RALE", wdat, AF 2
A, 35 IR R AP B S 3 R TRV R v 9 SO
AR R P A B AT AR B A, veur W R
B HEME, wrep AT 3 HSCHFE ERCE.

# 1 CVEIRRBEW vul,

X F A % SRR T A FRACE, HARHEA
ZHIRE, AT THE R ZE 4 o BT I
CVE JiiH. CVE JWiAR EBUEZ % IR [11] 5 CVSS
(Z AR R Gt 43 BOBE, STHR [9] 18 8% 55T
B} 1) 5 22 AR R 5 TEAR DG HIGER 2 BCEEUE N, STk [10]
it A M BGOSR B B R 2 A EL R R, AR
OB BRI E R m SR e S d A, B REE
WE N 3 FiR.

LB

CVE™ & 1t L .\
— ~ 5 SKWMAEREMH L
2 05 A5 444 DIDIS BLAYHG SCA0 45 -5 9, BL4E Sk
22 2 U Y Gy S SR PSR PE
e 795 5.1 SEIRIfEE
fa 9.5 Docker H#s KZBITTE=INEE T, A SCA# A Bl B
2 L EH A Ew datg, z ECS a5 4% CentOS 7 Z4¢, FIH] Cube-vTCM #5#
HHTIN 7] . ' B RS EE AT AL B SLEe, BARSEIGIRR N 4 Pk,
A ! 0.0
P 05 4 STRIRE
—HWAN 1.0 Z R A
AN 1.5 ECS/R %5 2% 2 vCPU 2 GiB
4R 2.0 RGURA CentOS 7
—4ELL b 2.5 Linux 4 #% 3.10.0 x86_64
Dockerfit 4~ 20.10.11
K3 BEMEEMEwr Cube-vTCM 1.3
HEYEA WE
Lk 0.0 52 ERBIEEmE B
HYIEAH 9.5

I'sv

imagescore =Z (w_vuly, +w_datgy) +100 - (Vinic — Veur) * Wref
i=1

)

WIE R (9) W SRR 15 1345, B 7 SLE Soxt
22 AR MR AR ), OB I 2 SR 0, 3
SR A5 15 AL, M R (10) EL BB 0 A
iMage o, 5 image.ee @1 0 WMYCHZBAZA AT, 1
P30 (11) B R E image o 1 0, Fimageope & T 5L
ST 0 M AZEHG AT 1S, B 0 7T i Al .

I'sv

imagescore = Z (w_vulsy +w_datsy)
i=1
+100 - (Vinic — Veur) - Wref > 0 (10)
I'sv
imagescore = Z (w_vulgy +w_datgy)
i=1
+ 100 - (Vinit = Veur) * Wref < 6 (11)
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1 F1 2021 41208 Docker hub 72 850 754
Bi1, 5P BTERE TR TP . S P FAL X G, S
PR IS B,

25  Docker hub 5512 G FE A

B ERTY BAG HA# (%)
Official 171 0.002018
Verified 8776 0.103 567

Community 8 464 811 99.894415
it 8473758 100

ASCHIBARE R T 7 AR XCRIEHIE 3 FhEifg, B
NARAE AL, 7 — A7 P b B4R R B BT 3 2
AR, LS VFBARLE T B A2 P AR AR RN IR TOV A A

1) #A“mer.microsoft.com/hpcacm” )& T 36L& FE 63
4, i Docker hub "] HLAL G IHI4E R 7115, (HICIEfd
F Docker pull #7458 i T #84E55, Yl H A%

Pulling repository mer.microsoft.com/hpcacm

Error: image hpcacm:latest not found
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[FIRE R R Y BLAE B 7 IR 9 MERTVEAE
F Docker pull fir4 T #.

2) tn“Docker/cheers”J& T B /7 G FEHAZ, FNH &
WA S AL latest %‘%EF*%&Z&%‘T% f#H] Docker
pull fiy & H HL 24l LT B iR

Trying to pull repository docker.io/ docker/cheers

manifest for docker.io/cheers: 1atest not found

()R (0 4 R H A B0 e 6 P 3kt 18 MR TG
%A% F Docker pull 74 T %, 20X L5 4 5%
AR SRR BN 6.

255 Verified Publisher 11X i HI 77 By & A7 18245
NEAEFR, 2O EGRGRAE DK A REBRE
ik 6 fiow, ] 762 #EX % 162 H 77%%1%& 8 620

ANIEBHEIL 9 544 DMEHRIIRL, WK T HEHRM Roofs

S e SR IC SR U 1 20 B (5 TR 1
53 LWERSHH g |
P - (5 T8 Ao ol M8, 2R D 4 P 4 5

X GAR % 4 RN, #OZ B RR HT T B 8 B

BRI EAR 2 5 AT 5. SRS SOk [11] AR R IAE, 15
B 0°4200. % CVE-2014-4210. CVE-2019-19814 %
100 A& & I RN B S L o v A B iR AR, AT
H DTDIS AT R 45 R an &l 6 .

Ko HlmdEirER

e Community  Official  Verified
Analytics 53 4 —
Application Frameworks 50 21 —
Application Infrastructure 56 14 —
Application Services 35 . '7‘ 25 —
Base Images 177 W - 16 —
Databases ? 36 13 —
DevOps Tools 40 9 —
Featured Images 2 5 —

\ ' Messaging Services 7 4 —
. Monitoring 51 1 —
Operamming Systems 1 15 —

Programming Languages 21 21 —
Security 16 0 —
Storage 18 4 —

Other 10 35 8620

Bt 762 162 8 620

111 6 TT %1 Python 857 f¥ Al FF#k X DTDIS
R vICM bn%ﬁﬁﬁﬁiﬁ%ﬁlﬁ)ﬁ%ﬁ%“%kwm
-+ [X] Python %ﬁ@fﬁ"@ Linux 514255 E S

6 DTDIS B 144

Linux 5 1% 247 N 5315 I IR 048 B #0“00e698ca- -+,
“Selae504---7% 5 NS )ZE TC 75 AT IR TR 4,
=7 R EGIREE R,

# 7 Python BiffiwiAE

CVE#4F  CVEMEN: =i ffsh CVETF 4tk
In the Linux kernel 5.0.21, mounting a crafted f2fs filesystem image can cause _ remove_dirty_
CVE-2019-19814  Critical Linux segment slab-out-of-bounds write access because an array is bounded by the number of dirty types (8)
but the array index can exceed this https://security-tracker.debian.org/tracker/CVE-2019-19814
. . The mq_notify function in the GNU C Library (aka glibc) versions 2.32 and 2.33 has a use-after-free.
CVE-2021-33574 High glibc

-+~ https://security-tracker.debian.org/tracker/CVE-2021-33574

G IRIA CVE-2021-33574 2%, ik CVE VE4RE AR 7]
SRBURF VEANS B IR S R 5 B iR E B g &

HH5 7 W[ A1 Python:latest 5if4 . Linux. glibc
SRR, BB F S A S SURITR CVE-2019-19814.
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A EEEAE R, M 6 fJa— 4T R, £t 5 Python:
latest BiAR FI (519504 490.6, = T4 AT RME 0, A%
HE-MaHEEE.

6 Mgk
AP H DTDIS #5284 3 Wr Docker S5 2 5 7]
15, SR 3 AL SR B AU R i, S
P A S B AG HE HEAE H A B, (6 vICM i3 4T
I L RE R DR UE BT F B AR OR B L o T G A
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