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MQTT-SE Algorithm for Data Encryption Transmission

CHAO Xi-Bin, GUO Feng, WU Chuan-Kun
(School of Information Science and Engineering, Linyi University, Linyi 276000, China)

Abstract: With the rapid development of high-tech with each passing day, the cross fusion and deep correlation among
the Internet of Things, big data, and artificial intelligence are implemented. The Internet of Things i is fully integrated into
all aspects of our life and work as well as social development. At present, the most widely used and mainstream protocol
of the Internet of Things is the message queuing telemetry transport (MQTT) protocol, whose inherent advantages of low
overhead and low bandwidth have contributed to the access of a large number ofTnternet of Things devices to the
network. However, in the era of the Internet of Everything, “freedqm, controllability, safety, and credibility” are the
concepts and criteria of industrial development. Many: researchérs‘ have proposed MQTT-based design schemes for
security algorithms. Regarding the paper titled “Data encryption transmission algorithm Based on MQTT”, however, its
core algorithm is found to be at risk of key leakage Therefore, this study points out the defects of this core algorithm and
proposes three MQTT-SE algorithms respectively based on symmetric encryption, public key, and mutual verification of
public key certificates. These algorithms can achieve the purpose of high-performance and safe encryption transmission
even in a low performance MQTT transmission environment.

Key words: Internet of Things (IoT); data encryption; message queuing telemetry transport (MQTT); public key certificate;

low performance; information security; privacy protection
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WA K AW 26 73 (8] i AL 4, JEV: Client i B S8 TGVAEAE
A8 4 R i R P AV EOERR B B K
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