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Anomaly Detection Based on k-nearest Neighbor Isolation Forest

DING Peng-Lin

(College of Computer and Cyber Security, Fujian Normal University, Fuzhou 350117, China)

Abstract: Anomaly detection is one of the research focuses in machine learning and data mining, which is mainly used in
fault diagnosis, intrusion detection, and fraud detection. There have been many effective related studies, especially those
of the anomaly detection method based on isolation forest, but there are still many difficulties in the processing of high-
dimensional data. A new anomaly detection algorithm, k-nearest neighbor based isolation forest (KNIF) is proposed. The
method uses hyperspheres as an isolation tool, utilizes the k-nearest neighbor method to construct an isolation forest, and
constructs a distance-based outlier calculation method. Sufficient experiments show that'the KNIF method can effectively
detect anomalies in complex distribution environments and can adapt to apphcatlon scenarios of different distribution
forms. '
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