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Abstract: To effectively improve the quality of multi-image encryption and its security for data tr;nsrhission, this study
proposes a multi-authority multi-image encryption algorithm based on a hyperchaotie system. Specifically, bilayer cross-
coupling based on the piece-wise linear chaotic map (PWLCM) is applied to £ piaintext images respectively. The results
are merged by exclusive-OR (XOR) to obtain a noise-like image. Then, the least significant bit embedding algorithm is
used to embed the noise-like image into the (L+1)th plaintext image to obtain a semi-encrypted image. Finally, a one-
dimensional cubic map is combined with a one-dimensional tent map to generate a two-dimensional cubic-tent modular
map (2D-CTMM). A ciphertext imagg is obtainéd by two-step scrambling of the semi-encrypted image after it is diffused
with the 2D-CTMM. The experimental results show that the proposed method, highly sensitive to plaintext and key with a
large key space, canleffectively resist statistical attacks and differential attacks. Moreover, the proposed algorithm enables
multi-authority decryption and partial decryption by different authorized users.

Key words: multi-image encryption; piece-wise linear chaotic map (PWLCM); multi-authority user encryption; part of

the decryption; diffusion; chaotic system
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x1 =kml-0.01- mod(hl ®h2®--- ®h8/255,1)
pl=knl-0.05- mod (H9®h10&---®h16/255,1)
x2=km2—-0.01- mod (h17®h18&---®h24/255,1)
P2 =kn2-0.05- mod (h25®h26@---®h32/255, 1)
x3 = km3—0.01- mod (h33@h34@®-- @ hd0/255,1)
p3=kn3-0.05- mod (h41 ®h42@---®h48/255,1)
x4 = km4—0.01- mod (h49®h508---®h56/255, 1)
p4 = knd —0.05- mod (h57 ®h58@- - @ h64/255, 1)(3)
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& (3), 2 (5)-2 (8) B CTMM IR & 4 (I 4R 1
(x0, y0) S ¥ a F1 b.
x0 = (km1 +km2)/2 (5)

Y0 = (km3 + kmd) /2 (6)
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BURR AL 1 &, 8 % 5 F AL P REAT i 3 15 2 AR

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20234F 55324 5

http://www.c-s-a.org.cn

i EN RSN

A USRS B SR 2 B AHE: km1, km2, km3, km4,
knl, kn2, kn3, kn4, .7 PWLCM %2 X HE A M B LA K
2D-CTMM JRVE R G B — IR BRib 2 Ah, nas it 1%
HH R A T 7 AR DA TR RN B B O R f i (xy)
FRMAT D). BRI T

PR 1 @ N 74 d Sk K 2D-CTMM R &
G A R B AT 25 8 PR S RGO R ) i A 45 5L, W] DA
H VR R G 46 (B RN S 500t B ) 2.

BB 2. R R R AV GG E A S 505 CTMM
TR RS HETA X, Y, FEE R INAN x N I 4.

R 3. R YRR Y 6 B SO AT e BURAE, 12
FIE LA,

R 4. % E AR S IS XU B B EL I AR

TIEEAL, BRMNEERATEA LR, B2

HG, M ERRIEAN R R ﬁf\)\ﬁTEE‘Jﬁ‘Jﬁrﬂ,
DA 42 7, #ﬁﬁﬁ*%ﬂiﬁ_ﬁ‘ﬂ?ﬁ@%%ﬁﬂﬂ%iﬁ
L. WO

B S. FIF SRR R X 6 E LS 4 AT
B, 33 s 8, 4 RLACRLBR A P i e e

BRR 6. MR s A F R fi(xy), 5
I PG REAT S B, 3\ B R E.

IR 7. #E PWLCM RGN H %8, St =tk 4T

(a) Lena

RS G HRAT, 77 25 10 Fr 5142 B8 0 2z 3o A% £ 396 15t
FRPARUON B AT A E AL . e, WATERL. Fal
AR, AR5 H IR EEE.

4 i B Rz et ot

AR 4 T8 K/ANA 512x512 (2K % UG AT 5
56, SL56 #) F WL EE A Intel Core 17-6700, 8 GB 4L
it RAM, HA 3.41 GHz AR FE2E, PAK 64 fif Windows 10
A A S5, Se¥fd B Matlab (R2019b), %2 S50 475 EL
W BPIB EWR: PWLCM R RG M B km 1, km2,
ki3, kmé, kn1, kn2skn3, kn4] = [0.7832, 0.2718, 0.3526,
0.4671, 0.9@43)03@5333‘.’2389, 0.6829], CTMM &t R 4t

o m%p [km1,km2,km3,km4, knl,kn2,kn3,kn4]= [0.4637,

0.9327, 0.5673, 0.9082, 0.8943, 0.3285, 0.5892, 0.6417].
4.1 MRELERE

9T BN s BOR, AT HEAT U7
S, HFgui MR E T . 45 RanlEl s s, g R
HA] LAE B SCR R A5, OF HAERLSE b g a5 1
{GANBA ST A LLEEAT [X 70, WS LT RIS SR AT A, F
0 FE& 5 8 SC S Baboon [ EL 7 B, St 54X
PR B R, AEFEM A B3/ BT B 5 #, #A A5
Bt R, KK 7 KA BT AT REME.

(f) 83

2 6000 2 6000
2 2
2 E
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2 2
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= =
Z z

0 0
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(@ () E@Eﬁli;q. N ) EE
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@) () ME T E

(o) fR#%E 3

(m) B 1 (n) MR 2

0
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2 6000
3
a
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5
=
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=
z

0
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Grey level

O mETHE

0
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Grey level

(k) (e) HIE T

0
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Grey level

() (@) HIEJT Kl

(p) S‘.Z 4

K s s s tiEl

4.2 HEMBEEXM
FHABARF AR SCE T FIOR B B AR AT AL B R
(ORICREFE, B4 17K 8 B LA R M2k 3 A7 1)

— R i Sk, FE SR AR AR R AN R MR R
BREIE T%. AR ARSI A R IR 1.
WS 1 b Bl T, T R SR A SR Y
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BFEAN MR L T 1, R EAT M S, it n
T SCRBAF A A ], IS, R A SR
it PWLCM MZEZE XA K& CTMM TR R G771
YR A7) S IR AR L 1 T v mT DA ek 5 BB S &R
Z I AR G, AT 00k [23-25], ATt Sy R BT
BT AH ARG ZAH G, R BZ I 7T 07 & 0T LUA A
Pl BB 5 %=,
1 ARG AT

E& K EH Xf 22
Lena 0.9723 0.9858 0.9595
Woman 0.9786 0.9729 0.9612
Cameraman 0.9834 0.9903 0.9737
Baboon 0.8665 0.7587 0.7262
EC -0.0004 -0.0003 -0.0036
HR[23] 0.0029 -0.0010 -0.0011
SCHR[24] 0.0015 0.0003 —0.0001
CHR[25] -0.0003 0.001 1 0.0013

|
%

43 5218 j !

= B0t 2 SO B OR (6 — AR R, BT
B ZR TR AL FRBE . 76 A1 opog T 51 5 AR I S
HEATRE L, 45 SR 2. AR TR, TT DA TR A
VIS R B AR 8, 1T DA RGBS i
gy AR 1 T-HEAN N5 2 45 b SR ORIV 22 45 CTMM
R E A 16 B0 — VR R AL A 1 B, AR A
VR Z e S R B TR 20, LV A A P R A 2 I B L
2, MO R IR FLAR RS T He AR 2 Scihk

2 AFEEERE S B

Hik 15 B
AL 7.9993
SCHR[21]%5C 7.996 1
SCHR[23]% 3L 7.9993
SCHR[24]%5C 7.9994
SCHR[25]% 3L L 79998

5

4.4 Z5AZ(E]
R0 %8 & 48 8% B A Pt 55 28 W0k B RE 7T,

X 5 0% A 5 v 8 BH 2 B UDAE DG AR SR tH
LSS km1, km2, km3, km4, knl, kn2, kn3,
kn4, 3 H53 ) PWLCM & XA & B Bt A K CTMM YR
RGN B Rtz 4b, I T G E DL BUEFAH.
HI T ARG T XUREFE, 7E 64 fi2 Windows 10 #:1F
RGUT, BN 100, HAN Bk 1) 2 8
5] AT LAIA E (101516 = 10240, 3% BH BT $8& 57 1 % 1 2 1)
CL& R K, AT UIRAE 75 28 T

45 ERWENR <\

TR R 12 % 4 HAE {28 (mumber of pixels
change rate, NPCR) R0 G5 4575 Ak, 38 5 (unified
average change intensity, UACI)P® JE 47l & i id gy
WSO & — MM A, SRt 8% SCZ 17 ) NPCR
M UACL £ 538403 3 . 7] A HHASSCRIE R NPCR
HTUACT #HAE AR VU A, R WAy S8 rit A1 T BEAL
BORIG Ay FE 8 B A IR R W IR E S5 77 =,
B R s 7 225 00 SUE B ORI, MBS EHR R A
TWNARAGINT, AN R G AE 2 b 2 A2 A, @i TR
RS2 A A F R T 51, B ] DUA Rk
Bl [, IX R YA SRR T DU RCHRAE 22 43 i

F 3 PSCEBHUE S B SR A R (%)

E1% NPCR UACI
Lena 99.6010 33.4511
Woman 99.6220 33.4335
Cameraman 99.6216 33.5273
Baboon 99.6006 - 33.4540
Hik[23] Le‘na 99.6223 33.4853
SCHR[24] Lena 99.6366 333930
JCHA[25] Lena 99.606 0 33.5126

4.6 FHRBUBM ST

B OB S TN BV R B 1 R
WAEURE R, R R A TR R A IR
Al DLIE A 5 R GG (5 5. R IR AR S 1) B A
JERNE, B IR B R N R, T B S R NPCR
M UACHEBEAT 73 #r, 25 RILEE 4.

R4 PriREEEIBURIESR LR

Key NPCR (%) UACI (%) Key NPCR (%) UACI (%)
Jm1=0.7832—0.8832 99.596 0 334772 kp1=0.4637—0.5637 99.609 0 333683
km2=0.2718—0.3718 99.597 2 33.477 1 kp2=0.9327—0.8327 99.610'5 33.506 7
km3=0.3526—0.4526 99.623 9 33.486 4 kp3=0.5673—0.6673 99.626 2 33.4217
km4=0.4671—0.5671 99.622 0 33.459 7 kp4=0.9082—0.8082 99.593 7 33.450 7
kn1=0.9843—0.8843 99.586 9 334305 kq1=0.8943—0.9943 99.594 1 33.4852
kn2=0.4953—0.5953 99.614 7 33.4373 kq2=0.3285—0.4285 99.606 7 33.4279
kn3=0.2389—0.3389 99.626 2 33.507 3 kq3=0.5892—0.6892 99.6223 33.420 1
kn4=0.6829—0.7829 99.6113 334377 kq4=0.6417—0.7417 99.610 9 33.4879
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R 4 JBoR T FTRREER BB, HF km1- knd
I8 PWLCM ZE XHEEBTBUEH, kpl—kg4 Fox CTMM
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