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Computer Forensics—Initial Response to Linux System
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(2) TEETHLTRSEAXGIERNTH
#& (meta —data) WEF.
(3) NFUEEBIRIEIR, LT E T hash &,
AR LE #3E 4 Ko
I B Lnux RG¥IRMS TR .
(1) nc(http.//www. atstake. com/research/tools/
neftwork_utilities/ ncl10. tgz)
EFEF % $ tar 2xvf ncll0. tgz; make linux
(2) dd ( hitp.//www. gnu. org/software/fileutils/
fileutils. html)
(3) datecat ( hitp.//www. gnu. org/software/
coreutils/ )
FiF Ak $ tar 2 coreutils -5.0. tar. gz; configure CC
=gcc - static,make
(4) pcat ( hitp.//www. porcupine. org/forensics/
tct)
BiF F . $tar 20f tat - 1. . tgz; make CC = gcc
- static
(5) Hunfer. o ( hitp.//www. phrack. org/phrack/
61/p61 -0x03_Linenoise. txt)
AT ERRE B, FANB TR R
UTAR:
# ifdef CONFIG_MODVERSIONS
# define MODVERSIONS
#include <linux/ modversions . h >
. # endif
BIFEHE $gcc - ¢ hunter. ¢ - |/usr/src/linux/in-
clude/
(6) insmod ( hitp.//www. kernel. org/pub/linux/
utils/ kernel/ modutils/ for kemel 2.4)
HiFFHE $ . /configure —enable - insmod_static . make
(7) NetstatArproute ( hitp.//freshmeat. net/pro-
jects/net - tools/ )
HiFFHE. $bzip2 - d net —tools -1. 60. tar. bz2
$ tar xvf net —tools - 1. 60. tar. bz2
$ make config
$ make CC =gcc - static
(8) dmesg ( hitp.//ftp. cwi. nl/aeb/util - linux/ util
~linux -2.12. tar. gz)
&EH%. 9. /configure;make CC =gcc - static
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T—ANT A shell, WA TRESABITEBRSHEF
/) bash shell G4 RERF.

3 MR RESRIMTTE
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MRS A RLZEIBNRASZ L, FBEHEEETH
B, D EBARRG LETR R TRIEUES:

( compromised ) #mount - n /mnt/cdrom

1E{T¥ 4% LAY bash shell .

( compromised ) #/ mnt/ cdrom/bash

BAE A nefcat TRMEBEAH Z, BEBRARRS
FUEBINBUR LX) SR EE TS L (BREIXZSE
L F TEINRY IP 32 192.168.1.100) , TEZ— W
KLU RBELNGTF.

BAEIFEERTER LFTH—TCP %A .

(remote)#nc - | - p 8888 > date_ compromised

TEMNSSETELEETHB EITTAT K0
% 0, FR 48 32 Uk 2 40 £ 48 8 £ 5 B 5L 5 date_ com-
promised 1, B¥ " - I" RREITRR, M B30T FEW
BEBEBXEARAD ,FIEER, MEFLEHEFTHEW
FEIBEASERT, TERABSE" -L", B¥" -p"1E
E T O, RO PUE R A,

REEBNERE LATEFUATHS:

( compromised ) #/mnt/cdrom/date |/ mnt/cdrom/
nc 192.168.1.100 8888 - w3

AT RERIBA B, BANEL I H B R A
¥R 4 R) hash {& .

(remote ) #md5sum date_ compromised > date_
compromised. md5
3.2 A METEAAGER

(remote)#nc - | - p port > date_compromised

( compromised ) #/mnt/cdrom/date - u |/mnt/
cdrom/nc (remote) port

(remote ) #md5sum date _compromised > date _
compromised. md5
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3.3 l#E cache REVER

BT cache RAPERBNFEM EEE, AL RN
FWEIZER

W gk Mac ik cache RIER.

(remotfe)#nc - | - p port > arp_compromised

( compromised ) #/mnt/cdrom/arp - an |/mnt/
cdrom/nc (remote) port

(remote ) #mdssum arp _ compromised > arp _
compromised. md5

W A #% route cache RIZR.:

(remote)#nc - | - p port > route_compromised

( compromised ) #/ mnt/cdrom/route - Cn|/mnt/
cdrom/nc (remote) port

( remote ) #md5sum route_compromised > route_
compromised. md5
3.4 WS MATRIEERANFT AT AY TCP/UDP iIs A MIfER

(remote)#nc - | - p port > connections_com-
promised

(compromised ) #/ mnt/cdrom/netstat - anl/mnt/
cdrom/nc (remote) port

(remote ) #md5Ssum connections_compromised >
connections_compromised. md5

FTF&Y TCP/UDP 35 O 18 B R 7/ proc (A R
% o ( L 14/ proc/ net/tcp F0/proc/net/udp ) , 24 BT & B
K& BIRTETE LI/ proc/ net/ netstat 1,
3.5 WEYBRFRRER

WesR M E A 77 BR R ( physical memory image ) 15 8
NP EYBUER B EKR, B BESMMTAREE
TAMNDEAFRRPEIIARENILRIER, B
o] LAE #E#5 1/ dev/mem 18 & U1 5] keore L RERB
MR TR, Keore X3RN Linux R A RAM 15
BOZX BT ARG R KT, — AL K7/ proc
BXTo Keore XHRK/NSHATHEATFHRNEE
—¥, £/ keore IR 2 FiZ SO A ELF 4%
=, o7 A gdb TR#TIER,

TERNF B RGREBDERN TR :

(remote)#nc - | - p port > kcore_compromised

( compromised ) #/mnt/cdrom/dd < /proc/kcore
|/mnt/cdrom/nc (remote) port

(remote ) #md5sum kcore_compromised > kcore_
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compromised. md5
3.6 WMFEFHERER

(remote)#inc - | - p port > Isof_compromised

( compromised ) #/ mnt/cdrom/Isof - n - P =11/
mnt/cdrom/nc (remote) port

(remote ) #md5sum Isof _ compromised > Isof _
compromised. md5
3.7 BWERTEHERFER

(remote) #nc - | - p port > proc_id_compro-
mised

( compromised ) #/ mnt/ cdrom/ pcat proc_id | /mnt/
cdrom/nc (remote) port

( remote ) #md5sum proc_id_compromised > proc_
id_compromised. md5
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