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Analysis and Improvement of Kerberos Identity Authentication Protocol
YOU Xin-E, HU Xiao-Hong

(Loudi Vocational & Technical College, Loudi 417000, China)

Abstract: This paper discusses Kerberos protocol and its security in detail, proposes an improved authentication model

according to its limitations as well.; This model aims at solving the problems such as password guess attack , replay
attack and key storage management by using lightweight ticket and hybrid cryptosystem and USBKey two-factor

authentication, which is safe and easy to realize.
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