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EPC IS Design Schema of Rights Management

LIANG lJie
(School of Computer Science and Technology, Wuhan University of Technology, Wuhan 430063, China)

Abstract: The EPC IS is the core of the Internet of Things and it’s responsible for the tasks of analyzing EPC datas and
PML documents. Thus, this paper discusses a new EPC IS design scheme of Rights Management based on the traditional
EPC IS while combined with eXtensible Access Control Markup Language (XACML). This new EPC IS design scheme
of Rights Management aims to resolve the security issues of the EPC IS when it is accessed across companies. The
architecture and role of the EPC IS with potential security problems come first. Then, XACML, which focus on
analyzing how to realize rights management is talked. Finally, an EPC IS design schema of rights management solution
of the cross-enterprise supply chain management system is put forward.
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<Po|icySet PoIicySetId-"Ol“>

<Rule Ruleld="PartnerARulel" Effect="Permit">
<Target>

<Subject>
<AttributeValue>eecc.com</AttributeValue>
</Subject>

<Resources>
<AttributeValue>file:///F:/Enterprise/Products/Produ
ctPartl.xmi</AttributeValue>

</Resources>

<Actions>
<AttributeValue>OPEN</AttributeValue>
</Actions>
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</Target>

</Rule>

</Policy>

<Policy Policyld="2">

<Rule Ruleld= "PartnerARule2" Effect="Deny">

<Target>

<Subject>

<AttributeValue>eecc.com</AttributeValue>

</Subject>

<Resources>

<AttributeValue>file:///F:/Enterprise/Products/Produ
ctPart2.xml</AttributeValue>

</Resources>

<Actions>

<AttributeValue><AnyAction/></AttributeValue>

</Actions>

</Target>

</Rule>

</Policy>

</PolicySet>
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<xs:schema

xmins:xs="http://www.w3.0rg/2001/XMLSchema"

xmins:pml="http://web.mit.edu/mecheng/pml|">

<xs:simpleType name="entity type">

<xs:sequence>

<l--77 i 5 J-->

<xs:element name="7"% /i % FK" type="xs:string"/>

<xs:element name=" 7= /& f/ H " type="pml:
location"/>

</xs:sequence>

</xs:simpleType>

<xs:simpleType name="product_typel">

<xs:sequence>

<xs:element name="epc %% 5" type="xs:string"/>

<xs:element name="entity" type="entity type"/>

</xs:sequence>

</xs:simpleType>

<xs:element name="product"
_typel"/>

</xs:schema>

type="product
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@javax.jws.WebService(targetNamespace="http://ws.EPC
PML.com/",serviceName="lgPMLService",portName="IgPML
Port",wsdlLocation="WEB-INF/wsdl/IgPMLService.wsdl")

public class IgPMLDelegate {

com.EPCPML.ws.IgPML
PML.ws.IgPML();

igPML = new com.EPC

public ~ Product IQBYEPC(String epc)  {return
igPML.IQBYEPC(epc);}
}
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