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Abstract: The work of kernel transplantation has practical application value and the configuration more complex tasks.
So this paper comes up with a new method of kernel updates on the basis of the kernel itself characteristics. Most of the
existing kernel transplantation methods need to complete with the module init-tools, mkinitrd, lvm2 and device mapper
and other tools, external tools are abandoned in this paper. It is to achieve the new kernel updates and its strategy is on
the basis of the kernel protection characteristics. First of all, for kernel configuration, we analyze the necessary module
configuration. Then it uses the command interface to the kernel of modularization compile and grub analysis. Again, in
view of the robustness requirements for the kernel, the kernel is realized with the MD5 algorithm which can improve the
mechanism of protection. Finally experimental research show that the kernel transplantation method iS convenient and
practical, and the improved protection mechanism of the kernel has important application value.
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<M>Second extended fs support
[*] Ext2 extended attributes
[*] Ext2 POSIX Access Control Lists
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Power-up/Reset

‘ System startup BIOS/BootMonitor

‘ Stage 1 bootloader ‘ Master Boot Record
‘ LILO,GRUB,etc

‘ Stage 2 bootloader
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#define FF(argl, arg2, arg3, arg4, arg5, argo6, arg7) \

argl = arg2 + ((argl + F(arg2, arg3, arg4) + arg5 +
arg7) << arg6)
#define GG(argl, arg2, arg3, arg4, arg5, arg6, arg7) \

argl = arg2 + ((argl + G(arg2, arg3, arg4) + arg5 + |

arg7) << arg6) ]
#define HH(argl, arg2, arg3, arg4, arg5, arg6, arg7) \

argl = arg2 + ((argl +\'H(arg2, arg3, arg4) + argd +
arg7) << arg6)
#define Il(argl, arg2, arg3, arg4, arg5, arg6, arg7) \

argl = arg2 + ((argl + I(arg2, arg3, arg4) + arg5 +

arg7) << arg6)

RFBITHIE—FER, DAET W EE T FO-
GO~ HO. 10. &JFHKEE FO- GO~ HO~ 10N
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#define F(X, Y, Z)  ((X) & (Y) [ (-X) & (2)))
#define G(X, Y, Z)  ((X) & (2) [ ((Y) & (~2)))
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L O VIAIZE, ¥ as by cv d Nl E]
A 64Bytes s IIE FEA R b, AR 20 T 4T
64Bytes 7N aH LR, ra A Ex)h, &ih
R 45 RS A K R, HHR av by e d AL
— T T RN R G, AT
32 BARUSE

1) ¥tk av by e d; .

2) AKRHER N BLIRS g AR A A 64
Bytes; . 1'

3) DA HZ IR B A SRR, A
R RE NS R, AT 64Bytes 434(%
A AN IEE BT LRI IS 5

4) MR PRI A AR B L 64 Bytes B, #7200}
Fr I A5 AT LA 70 5 R 2L R AT RS 5

5) /i RGORHE SLAT R Kim RS H
PR .

33 RWHEREHF

T SE T EEH P LA root BPRAE CLI FIAERH XN
AT $5 4 /sbin/grub-mdS-crypt, 1% 45 2 i NN G 2
A AT RS (), AHOHRAEQE 3 Pros. 1E grub U
"~ LA password --md5 g A NG DR AR D58 sy

I B {
BT |
" MD%HD@
o
USERPWD LSTRING,, Op't\;erISZed MDSSTRING, Tarminal

K3 AR

[root@]localhost ~J# /sbin/grub-md5-crypt
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PR AN [F) 2 AR AR T B SRS, X1 LA

M PG sARE T, i A grub STk Af

PASRI AR G616 s b, AN ) BARLIE 8 07 208 % &

gg, Mo mE T, R EREEA T grub

A, FERAF I MAAURE —ATELI, JoikEEAT IR

k. iAh, AE grub AR AL L lock 17, HAE

© TEREBIK AR

http:/fwww.c-s-a.org.cn



2015 4 55244 B 3 M

http://www.c-s-a.org.cn

i EONL R g N

FILRLAE VR SEAE J BIN 52 ZE R grub #5004
ARG WA, WITTFZAEAEE grub B4 2R
N,

4 4k

ARAEWIZEAE IR T, 3577 module-init-tools.
mkinitrd, lvm2 F1 device-mapper 55 WAZFEHH T H, #K
P K% BB IRRE e R AT BT, A A A8 A B i 4 P,
FE— B R BB T WAL I s kT SR i B A%
FFR, ORI LIRS S s 2, JL T, 7efe 4t
(f) MD5 SE35HEA A ik, SEEL 128bits HES IR
RN BT ARG, AL RS
SEINEA SR . NN AL I B TR, A
MDS5 PRI B, A — RIS o N 5 3K 7 s

=

v
%

52 3Lk

1 Wik, T 1E 76, g R RS, 7K HE W Little Kernel 2347 5 R . [
FHAE £,2012,(22):69-71.

2 NS A SR AR R AR PHL R R R S R T T B
WL FH#FST,2012,29(6).

3 AL T R IR P Linux WA REAE 5 BT
BHET3,2011,09).

4 2 I, 2 B 58D ST R AU FH Fh R RLEA BEVR A 5 R 1
WL B E S AR, 2011,(1).

5 Bill Blunder, b 1 Kz LB B o5 @B AL 5T WU oll
Jik,2003:89-110. .

6 Bovet DP,HAf A AT Liux 1% 350 6 v Jy 1
pirt2007. & & °

7 EBTGRUB SSHLE RESE 51 S BRI S0 BT
FEHLNFH,2008,11(29).

Software Technique * Algorithm 3KfFHiA « Hik 165

© TEREBIK AR

http:/fwww.c-s-a.org.cn





