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Abstract: DHCP services are v:/idely used in large-scale network infrastructure. In order to setup secure, reliable DHCP
Server, the authors étudy the Failover protocol and design experiment on the application of DHCP Failover Server based
on the LINUX environment. This paper describes in detail the configuration of DHCP Failover Server in the experiment,
network security configuration and the verification of experimental results. The experiment shows that a disaster backup

of DHCP Server effectively ensures the stability of users’ network and improves the efficient in the use of IP resources.
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s DHCP AR 454 AT SEE, et 2 Hlay
fic. IP Huhik, ISC (Internet Software Consortium) &4t
TP DHCP #AFSZBL T Failover JifE?. REC 21314

JEIIREIETUA DHCP RS as i, ERB MRS E: |

MR SS 26 R 184T, DMRIETUARJE. EEX 1 3
S5 BARAS 52 (1)IEH NormalpR &, ()1
d1 W (Communications-Interrupted) Ik A&
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33 SCISTRIE

1) #AEAEE: H Linux redhat as 4 #1E &4,
Boys 65 81 ¥ ff Ethereal 0.99.0, DHCP Jit A& 2
dhcp-3.0.1-12_EL.i386.rpm.

2) BEAEI B =R HAEE 2 6 (R0
RG5750-12SFP, J-5%: RG3760), /23 AACHH L BidE
(RG2128)1 5, DHCP lx %5 #% 2 & (DELL 4 # 4 5% CPU,
8G HAT).

3.4 KU IRIE \
3.4.1 DHCP Failover {45 2Lt o719

F M5 AR B4l T % Failover T4F
1, FH kA Sk 172.18.1.10 A1 172.18.1.11, JL[H
I AR L P, R YRS 15
AL AT AL RG5750, H. 2% DHCP #fF. LR,
3 FE L RS AL E, T A S, ik
A E B

(1) ENMRSTasH L EHE:

failover peer "dhcp" /8 EAHLFTIE failover 3]
P dhep

{ primary;

address 172.18.1.10;

port 520;

peer address 172.18.1.11;

peer port 519;

max-response-delay 180; //Peer 2 [1]#5 K g i W
1] 180 5
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max-unacked-updates 20;
meclt 3600; /XL 28 H KT IS 43 I PR AL 247 1 (1]
split 128; /51 53 4H LU, 128 g 134 7340 471 2%
load balance max seconds 3;
¥
# SO 11 1P 20T
subnet 192.168.235.0 netmask 255.255.255.0 {
option routers 192.168.235.254;
option subnet-mask 255.255.255.0;
option nis-domain "scnuzc.cn";
option domain-name "scnuzc.cn";
option domain-name-servers 210.39.240.1
202.96.128.86;
option time-offset -18000;
pool {
failover peer "dhep'; : '
range 192.168.235.1 1}92.‘168.235.249;
deny dynami(; bootp clients;
default-lease-time 259200; //ER A FH 55 i 18] (F5)
max-lease-time 432000; //fx K 57 i [0 (F)

()RRG5 s ) S
failover peer "dhcp" {
secondary;
address 172.18.1.11;
port 520;
peer address 172.18.1.10;
peer port 519;

¥

max-response-delay 180; //Peer 2 [11] 5 KICH Y.
i [] 180 0
max-unacked-updates 20;

342 MZILE

(WA LT &

Seg R RG5750-12SFP IR O S e ML, 78
AL dhep RS RG5750(config)#service dhep

TN, T WA ERREA BT i), A0 AL
F ospf #¢ BN, e E R

interface Vlan 1

246 W51 K Research and Development

ip address 172.18.1.1 255.255.255.240
router ospf
router-id 10.1.1.1
area 0.0.0.0
network 172.18.1.0 255.255.255.0 area 0.0.0.0
network 192.168.0.0 255.255.0.0 area 0.0.0.0
(2) IR HAEE
IERATHHL RG3760, 11T DHOP % ity v 46 Al
DHCP %55 83 A T[] S48 P4 PO A8k, o i) 246 B
TS RAE AL A RS e R OXR )RR AL WE A ip
helper—address 4>, SEH P4k, HARRCE 401
\ RG3760(eonfig)# service dhcp
interface VLAN 1
no ip proxy-arp
ip address 172.18.1.2 255.255.255.240 //AZH | IP
interface VLAN 25
no ip proxy-arp
ip helper-address 172.18.1.10 /3 fH] DHCP "4k
ip helper-address 172.18.1.11  //}5/{] DHCP 4
ip address 192.168.235.254 255.255.255.0
router ospf 1 /)3 Fi
router-id 10.1.1.8
network 172.18.1.0 0.0.0.255 area 0.0.0.0
network 192.168.0.0 0.0.25§.255 area 0.0.0.0
(3) BNERBHLBAE
9 TAEFTE REB AL DHCP fIi45 2% 3KHL 1P
itk A1 DHCP Snooping % A HLi L #E AR TP[7].
KR 510 DHCP IR 45 45 109 3 1 B0 T S AT I AL
10 AT i VA A5 A S 1, 3 Ay o O YA 1Y)
Ui (1 PC, W2 AT EVHLASE) BN A AT 0 1.
PN 8% RG2128 FLE TR
Swith(config)# ip dhcp snooping
interface GigabitEthernet 0/12 /A% ¥4 (1) I
ip dhep snooping trust /1% 11 5 B A7 AT bty 11
ip arp inspection trust //Pjj 1F- ARP H(il;
interface GigabitEthernet 0/1
switchport access vlan 25
ip arp inspection limit-rate 30
interface GigabitEthernet 0/2
switchport access vlan 25

ip arp inspection limit-rate 30
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E. IR 2K A E) dhep RS, AT service
dhcpd start ﬁ“ﬁ/&\ 3 2 EMRS RS A IS AT IR,

I35 S D=
4 SLE S5 RN DHCP CLIE#I&1T, SIS 4 17218111 @ T
4.1 |35 DHCP R Failover #H.
[rootllocalhost ~]# netstat -anutp | grep dhepd
top u] 0 172.18.1.10:515 0.0.0.0:% LISTEN 26245/ dhepd
top u] 0 172.18.1.10:32771 172.18.1.11:520 ESTLELISHED 26245/ dheopd
udp u] 0 0.0.0.0:67 0.0.0.0:% 26245/ dhepd

K3 DHCP

4.2 ik PR %% 88 Failover 4AIF & T {ERT, DHCP TE1E
/5E‘ZE,IF) *ElQ,]1FJIL»7IEié§[E]é£;3§i§9?'

(1) TEEAAZHHURG2128)HE 1 B8 2 A LIEA

MR 55 B A IRas

\
PCHL, RJEI1E1T 1pconﬂg/release up\”\ “FIHUAT ipconfig
i, T%E%&E@J 1P Mkl WnfE 4 s, il
# @’/ﬁﬁﬁ#ﬂtﬂ VEAHG T2 s TP 1) o3 it A,

/renew fiy

<

o Time Source Destination 2rotocal | Info L/

30 5.49010/7 Fujianst_d4:1Y:53 EBroadcast ARP Who has 1Y/.06b8.230.1257 Tell 194.168.250..204

7 0.0.0.0 255.255.255. 255 DHCP DHCFl D‘lSCDVEr = i 58093h38
g 10n ID
0.0.0. 255 DHCP Request

34 5 FTEEE4 152.168.235.254 192 168 235.44 DHCP DHCP ACK - Transaction ID 0x58093b38

35 5.798382 74:46:a0:ac:forb4  Broadecast ARP who has 192.168.235.1247 7Tell 192.168.235.71 3
@ Frame 32 (342 hbytes on wire, 342 bytes captured) A
® Ethernet II, src: Fujianst_d4:19:35 (00:cd0:T8:04:159:35), Dst: 6c:62:6d:6C:6h:Te (Gc:62:6d:6c:6h:fe) T
® Internet Protocol, Src: 192.168.235.254 (192.168.235.2540), Dst: 192.168.235.44 (192.168.235.44]
® User Datagram Protocol, Src Port: bootps (670, Dst Port: bootpe (68)
= Bootstrap Protocol

Message type: Boot Reply (20

Hardware type: Ethernet

Hardware address Tength: &

Hops: 1

Transaction ID: 0x580%3h38

seconds elapsed: 0

® Bootp flags: Ox0000 fUnicast)

Client IP address: 0.0.0.0 (0.0.0.0)

your (client) IP address: 192.168.235.44 (152.168.235.44)

MWext serwver IP address: 172.18.1.10 (172.18.1.10)

Relay agent IP address: 192.168.235.254 (192.168.235.254)

client maC address: Gc:é2:6d:6c:6h:fe (Ac:f2:Ad:AciEb:fe)

server host name not given

EBoot file name not giwven

magic cookie: (oK)

i 3 P

option 51: IP address Lease Time = 3 days

option 1: Subnet Mask = 255.255.255.0

option 15: Domain Name = "scnuzc.cn"

option 3: Router = 192.168.235.254

B4 IS S 4N TP FOMCHR (%3 T

- ¥

(2) & 5 fit, DHCP H&%%%’\%Uia% P (5
B, Wl 4 cat /var/hb/dhcp/dhch leases |m0re il

Ed 1-172.18.1. 10 — [default] - F-Secure S5H Cliemt

B o i 1P FHLLME .

He Edt Wew Window Help
H &Sk 2
] Quick Connect ) Profiles

M T s S Sa?

K3 1:172.18.1_11 — [default] — F-Secure SSH Client
Be Edt Mew Window Help
M &0 -2
] Quick Connect (] Profiles

# =EE S SN

lease 1592.168.235.44
starts 3 2014/06/11 08:23:22;
ends 6 2014/06/14 08:23:22;
tstp O 2014/06/15 20:23:22;
tsfp O 2014706415 20:23:22:
elee 3 2014/06/11 08:23:22;
binding state active;
nexc binding scate expiced:
harduare ethernet 6ci62:ibd:i6c:thife;
uid "yO01lbmlk\376™;
client-hostname "PC-201105051703";

lease 192.168.235.44 {
start= 3 2014/06/11 08:27:28;
ends 6 2014/06/14 05:27:28;
t=tp 3 Z014/06/11 08:21:01;
tsfp O 2014/06/15 20:27:28;
clte 3 2014/06/11 08:27:28;
binding state active:
next binding scacte expired;
hardware ethernet Goied:bdiec:bhife;
uid "Y0O01lomlky 376"

H

Kl 5 DHCP Failover JIlR45#4dlic 3% (1 IP FLZ15 B
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SCEGUER, FEFE . RS AR IEH T AERT, Failover
2H n] LA 3R i $E 4k DHCP R 45, JF3LE 2 1P bk
WEEE R, PREF T 3. RIRSS A8 28] 1P {5 B ) — 3k
PAICTPI A T

43 HFHRSSEE HIMBBERT, ik DHCP Failover 42

THEER
5, TS KH DHCP RS, AT service
dhcpd stop, ﬁwﬂéﬂﬁ%ﬁﬁﬂ%, Tovk4E At DHCP fk%5.
R, & B E R 1P 5 8. 81T ipconfig
/release f1%, FHAT ipconfig /renew fir%>, M5
Ui SRER TP A5 B .

ARP

DHCP
44 DHCF

7 : :
25 51482 192.168. 235.254 192.168.23

who has 152.168.235.1247

Mo, - Time Source Destination “rotocol
20 7.635268 74:46:a0:ac:fo:b4  Broadcast ARP
21 7.B55377 L0.0.0 PR S i P DHCP

Info
Tell 192.168.235.71
0x3220179F

DHCP Discover - Transaction ID
il 5.254
i

D o D ig
DHCR ACK - Transaction ID 0x322017%F w

Frame 23 (342 bytes on wire,
Ethernet II, src:
INTernat Protocal, Sre:
User Datagram Protocol,
Bootstrap Protocol
Message Type: Boot Reply (20

Hardware Type: Ethernet

Hardware address length: 6

Hops: 1

Transaction ID: Ox3220179F

seconds elapsed: 0

Bootp flags: 0x0000 (unicast)

Cclient IP address: 0.0.0.0 ¢0.0.0.0)

your (client) IP address: 192.168.235.44 (192.168.235.44)
Mext server IP address: 172.18.1.11 (172.18.1.11)

347 bytes captured)

197.168.235.254 (19%2.168.235.254],
src Port: hootps (67), DSt PoOrt:

M

=

Relay agent IP address: 192.168.235.254 (192.168.235.254)
Client mac address: 6c:62:6d:6c:6h:fe (6ci62:16d:16c:6h:Te)
server host name not giwven
Boot fila name not given
magic cookie: (oK)
oph on 53: DHCP Message Type = DHCP Offer

ar Identifiar & ]
TF Address Lease Tima
subnet Mask = 255.255.255.0
Domain Mame = “scnuzc.on”
Router = 152.168.235.254

optmn 81
option 1:
option 15:
option 3:

Fujianst_d4:19:35 (00:d0:f8:d4:19:35), Dst:
Dst: 192.168.235.44 (192.168.235.44)
hootpe (68)

6c:h2:6d:6c:6h:fe (Ac:62:6d:ac:bh:Te)

Ko wtnikssasdedt P 3Hd

MNP 52 56 0K PT DA H 7 3 IR 4% 8 i I
VIR 25 A AR AL AN R 24 1) DHCP IR %S, %) ity P9 4%
B B A SR AR,

4. 4 HEMEBWMEEE
Failover A T1E1ER

T 1R, MK DHCP

C-A\¥INDO¥S\system3i2icmd. exe

Connect i ecific DHS Suffix
IP Addre
Subnet M.

Default Gateway

C:“Documents and Settings“Administrator>ipconfig ~rencw

Windows IP Configuration

i

Fthernet adapter
Connection ecific DHS Suffix

1P Addre

Subnet Mas

Default Gateway

C:“Documents and Settings-Administrator>ipconfig ~all

Windows IP Configuration

Host HName
Primary Dns Suffix

Hode Tupe

IP Routing Enabled

WINS Proxy Enabled

DHS Suffix Search List. . . . _

Ethernet adapter ]

Connection—specific DHS Suffix
Description

Physical Ad

Dhep Enabled.

Autoconfiguration Enabled

1P Addre

Subnet M.

Defaule

DHCP Server

DHS Seruvers

Lease Obtained
Lease Expires

- = scnuzc.cn

B4, EEMRS#HE) DHCP k4, 1B817d4
service dhcpd restart; 4R &, 7E%&% ) lﬁ'ﬁL’TT ipconfig
/release fr%; FFHUAT ipconfig /renew v 4, 132K 7
Froniy 1P {5 5. ATLUEH, 7E Failover éﬂ‘VXEIE%
TEFFErRIE, TR % A K DHCP Ji 55

__BEE]

= scnuzc.cn
= 1922.168_235.
= 255.255_255.48
= 1922.168_235.

: scnuzc.cn
: Realtek PCle GBE Family Controller
6C—62-6D-6C—6B—FE
Yes
: ¥Yes
: 192 _168.235.44
255 _255_255 0
= 192 _168_235 254
= 172._18.1.1@
: 210.39.240.1
202 _96 128 _86
z 23145‘;‘5 Hi2H ZEHIM0 18:38:86
Fe HisH FH1H 16:30:06

7 EARSEIKE TP 4L

248 WF5TFF K Research and Development

© TTEFEERGAGGT  hdp/iwww.c-s-a.orgen



2015 4 5245 B 7 MW

http://www.c-s-a.org.cn

i EONL R g N

4.5 KBER

SEYGUFRA, DHCP Failover 2H TAERZS R, SZHL 6
WO T AR, MRS as 2 AR R R, DU e s e
U, HRedLEEEE P ALAE R, X )
A FH AN JSEATART 1) 52 ).

5 45k

DHCP AR N 4k, T %6 7 v 9 248 I, 7 T 4%
T N L DR, AR R T EEE, R A DHCP
IR 25 3% B FE B I 8 S T 96 (1 vk, T LA
HNE W4T DHCP Failover FIFIARSHLLRE, i
UEW, e B R RAIE T P g R e v, Wb T
WL N T, 4 7 #25 DHCP 45 23 1217208,
T EAW AL, F DHCP K55 %% G5 st
FR R4

v
%

_ BEX
1 E RS, 3R, % DHCP 7ERZ [ R S H (1 ) B A
R PIT S AL A AL TA% B 2241, 2006,14(2):22-25.

2 MRH I A BRI K v AT ] DHCP 4% AR 2 S SBR[ 0
TSR AR B K 22,2012

3 AL PR S R A MR 5 VLAN TE TGS =
HH (R S B8 S 7T 54 R,2006,25(11):1387-1389.

4 BT ¥ AT SNOOPING [1)%4: DHCP REEHT TS SN[
P8 3]G 22 VG 22 L RHER 22,2007

5 2R, ks S = B R A A IR R () DHCP AR5 e %2
AR S T S ER R ,2014,33(1):143-148.

6 - %<.OSPF ¥t th il 75 2 X3 E@F%)ﬂ @B‘:ﬂ&‘%ﬁ Uit
(H ﬁi‘sﬂ‘z%ﬁ&),zolo,12(2);172—174.

7 S04 9 I 1P DHCP Snooping 9 i sk % 4
SHelis Tt 5 é%iéﬁ?ﬁ-’%)ﬁﬂizom,(l1):20723.

8 SEAR Ethercal 1" FLE [ X 1o 46 4 e 0 . T DR 2
R 230 (AR BEE ), 2011,13(2):159-160,179.

9 ML, TAEHE AT DHCP 4w R AN 8 & 7k 381 5
MR AR, 2013,37(23):109-111,121.

10 o[ %5 53, vk M, B#EEE DHCP WS4k 5 R 5001

FARH K E,2010,20(9):5-9.
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