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Automatic Method for GUI Traversal'in Android Applications
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¥

Abstract: GUI-based 'émalysis and testing methods of Android applications have become a research focus in recent years.
Automation and high GUI coverage could improve the efficiency and effectiveness of most methods. However, previous
work is insufficient to meet the requirements of automation and high GUI coverage. In this paper, we propose an
automatic method of traverseing the GUIs in Android applications whose source codes are not available. The main idea
of the method is to simulate user actions to explore the GUIs of an app automatically. The work tackles some key issues
mainly in three aspects: extraction and process of Ul elements, simulation of user actions, algorithm design and model
building of GUI traversal. The result of experiments shows that the method is effective to traverse the GUIs of an

application with a high GUI coverage. Furthermore, this method could assist other researches, suchas program security

analysis, GUI testing.

%

Key words: Android; GUI traversal; automatic method; GUI coverage; simulate user actions

1 5% -
SEAEACER K Android, R PRI 5 HTRII B I i
FRYBIT 26 27 A R Tl 7 SRS, i1 T Android 3
FE RSO BR AN AR, LR WAL R IR 1 GUI
RS KA K — BTN AT BRI L T — 2
5T GUI 7 v LA U Android N IEAATE . %%
Aot PERSSE IR, 1M LG R R4y A 3 1
ViR FHRLFE GUI 38R L, ) e o PR ) i

GUI RIVFLFHIAN) GUL MR 77 il -Tak % 38 ik 38 7
I ¥ GUI K IR B FAE e . S8 ol g L S A T
N BRI BN 25 2 A oy A 7 VRN el ek 3 1 I R 1Y)
GUI LUIIAR L 1 4 157 5 e 78 1 1 2 ik e AR,
IR TR A AR KRR I Tl g (1) GUIT 7
U AR, H AT R — 2 T BRIy ml LA
FH 38 7 % FHREFF GULL Monkey T BPTa) DLE i 1) B
FARRF 326 T P =R i D BE AL S A — 4 R G 1 4

@ Wi H w2 B 2 R 5 L TR G 5 20T 28 8 B4 (20 113402120026); 2244 11 AR B2 35 42 (1208085QF 112); 28148 S5 24 AR 5 41
AA$£42(2012SQRLO01ZD); H Y R A SEANE I 45 9 & 151 % 4:(WK2101020004, WK0110000007)

ORI 7):2015-01-06; 5 115 L4 R 1 17]:2015-02-16

Research and Development fff5¢JF & 219

© TEREBIK AR

http:/fwww.c-s-a.org.cn



R[N VA

http://www.c-s-a.org.cn

2015 4E 244 B 9o W

Sl GUI [, (HRIX e e fpLK), XA
GUI 3 JJj i AR, F 7 n] LUA# F MonkeyRunner!'”,
Robotium!", Uiautomator!"4% T H 45 JHIA< 22 38 77 BV
FFEFP) GUL MR Bk, 'S A 1) )5 X
U P B e N F 3 7 GUT 201, i FH P
e N AR P 7 GUI 78 565% 1A 30.8%). Ak
BARIX LT TR 77 T ORI 3 [ GUIL, H& 8%
I H 5 . oAt — 26 O 1 7 VB A7 AE — SE BRI
SCHR[1,2, 14 e RN 55 /> & Activity 414FHT GUI 1)
i B H . SCHR[S5,15) ) ot 5 30 1o i 25 0 BT B by
Activity FHe &, PR T XK S&®R ) GUL, [Hhix e
JNEI R o LR BRI, 54 K80y i ik R
FRE T Activity A0 N A GUL XA 55, EA

T B ER AL T Activity 4 T AN S BLAE (1

GUL
g T X L AR SCHR T A
Android R GUI [E L7, 1 e 4RH 2 i
GUI - T 22 MR 5 g 7 28 2 P 1 1)
PUTH, FEERBEHU AT A AE GUL KA, RIF
T3 AR 3 13 T A T S 0
¥ GUI (38 /7. %07 v TR B S 2 3 v AT i
FHRLE FLAS 5 30 R PR U6R. 52 APt %07 AT 7 4
(A 20, S 2 W1, %5 R T LA AT A 1 B0 1
Android IR GUL, FA B SIS, B2
R HoAb 3L T GUI 7 9%

2 Jyikmk

FETTE R AR e vk mh, ARSOE LT WR, |

B

© GUI 5 Xk s (e e (g ifl. e 42 52
1A AR — e RS U QU A A2 4k

@ EE AL GUI & AAF ki —A sk £ A
KH PR SE HHids Had — A e
R B E; B — A A AT —A
fa SR A IR S A A

@ W& & el (Activity, GUI # ). K4
—A Activity A LU R—DEZAS GUL FrEAH
%R R GUI FPRAS. 1l Activity K44 HE
AN P B B T A GUI (RR A S R AR

@ 1155 & Xl @EME, RE). Rrn—AE
ZARE FHATBNE. — MES R HAT R A2 W H 2

220 #F5TFF K Research and Development

B ARAS FLZEIE R 2

® GUI 5 0% GUI B El— 4 2, 1fl—
O TR AT L T A GULRA . MHIEAIR
B H PR FTIAT 1045 51 2%

© e w X IRAL(IE%, GUI 1), Faih
AT MES G E—A 1 GUI 11 . BN GUI
W AP ERAT T — MR I BT I
*

TP BRI 1 R N, 13
3 73 R GUI (ot R A SR A A 3%

/ APK P L
\ "i -
\

ThAb B
Android# | st #ER HHIGUI
Ve R4 B / ErEhE
Iy 5 |

BRI AT e

3

\

.
7E

i [T 45K

Vs B nssE

(1) T4k PR Heai 1 i B H bs N LS )
AndroidManifest.xml SCEE3RTG HARN I Activity 21
A HEFEA . E Activity 44, 2 543 il L BERE 44
I Activity K H br i H %22 21 Android F54U25 I 5 3
H bR H.

(2)4 Hbr N 1247 2—AS8 1 GUI I, UL #2447t
FIEHAAE BB I Y B GUIL 45 B4
MR RE R wA R, JFR X e iz GUI
AR R B A

(3)7 [y 5 | B A5 P A7 D R e PSR L SRS
GUURA . 456 MHPIRA R P IRQ) A s s Ak
BCUHT GUL AR 25 55 A in 2114 SR A1 25 41 36

(4B P AT AT BAR I S VRS B 3 i

© TEREBIK AR

http:/fwww.c-s-a.org.cn



2015 4 55244 B 9 M

http://www.c-s-a.org.cn

i EONL R g N

FANERR 24, AERILE R S N AR 4 i & U
EIER S BN SCHI SR B AT N . D IR
2)(3)(4), BB 141

3 BRI S S
3.1 FALIRELR

AL e YR T H apktool M H A% R HI H
HhIX AndroidManifest.xml (A, 2 SR AT ZSCA4S 2
H AR S T Activity N R4 L Y H]
f1)E Activity %4.

Android R ZA e N T IR —A Activity £
ZNAE AndroidManifest.xml SO 3E1T 52 X, #& U0 F:

<activity android:name="string” ...>

<intent-filter>
<action/>
</intent-filter> ' "
</activity> " e
fiFt AT AndroidManifest.xml SCAFR IR S <activity>
FREFFHEE LT androidiname J& MM, 2 A SEHR

(A Activity 2844, MHZ—DEFRREAL L com.
AN
I

example.project.ExtracurricularActivity. {HA I & —
fa1 5, 0% L T Sk G0 ExtraccurricularActivity, 4= i
JE 44 W2 T Bé<manifest>Fr45 1 1) package J&TEH. %
JEVE RN R, F Activity & EH—
F 25 <intent-filter>, H.1% T #5251 & <action android:
name="android.intent.action. MAIN">T #5245,

3.2 Ul 2 T = fRERANAL IR AR R

7£ Android N FHRE 7 IR H AL & UT 41064 |

R R ZE . — A s B AN R X SO HL
T F AN B PR R A 22K, Tt K
AT AZ L) UL T625. ALETZR i nT DA 5 S A A T 1)
REPRALEE, 2 FRUT A AR RS IR A K, St b P
FIRE I A T OB R GUT B — B R

FIH Google $2HL [ FFJ5 T-H HierarchyViewer nJ
PSR Activity bR, HUE TR 2% A ik
VIR Z A RS Activity B SR
SRTE T b N XN T AR AR R )
MERE. 17 55— AN L E UiautomatorViewer N &4
ARAF TN AE T B R Y R AR B GUT 4
PR, FLrp g — AN ORI B b ) — AN, T H
TERFAN T P ORAF G PRI — LE G 8 JE vk, )t oA

(R B4 REA T PR, AP R
1% FFIR T UiautomatorViewer $E4T15 %, F 1 4%
AL B I35 2 1 L Rt R 454

SUPEIE] NG GUL, 636417 GUL F I
PEOERS, 2 J58 %I R A B N P B FE . % A
R

()ERSE BB B3 5 HT— S N P R —
A GUI (0974 N 2 IV 2B 2 MG IBE 1),
FH PG 1 A i N5 A N SR sty — 44
B GUI LA A (E. bR
3 A AR B Vs TRARA I calss Ja PEARIH: 7
A AR BRI AT, 851X
S N A D ) S4BV N 2 e T 2 2
HIUAIE S I P 457, sy, <FHl A
(5. IR IX R BAE AR AR AP E IR 1
SCAEER, TR A AL T A SR
N R R A SO AR SRS L A B
GUI LI AT, B I3 40453 153 Sty \ P
I —A b Pt A SRR SRS e e i
A AR S VMR R 2 A
Koty s ah . BT AR NS L T P
;AT A,

Q)R BB T AR S iy i HUA B,
Y AT L A ok PR, AR s
class J VLRI 75 AT g il J e BRACAT Ao s o, AR
S HOR IR B 1

2 SR P PR A S BT GUI L Al L
EE T £ — AN AR — R B PR
33 AP ahEERlEsR

M TR P31, RS i B
R A2, MBS Eh P L3 1k, 30
NS, XL IR T ARG B AE T L % 7
JFE % PO A BR R AT B A b S 1T DA oL 42 0
PR SR LV S, %R S P X A
(fA47 b f AR PEI K BER RS . T4, 7EAC
53 Fp AR T B4 1 S R 2 N S
I A YN Ca (TN e A I PN LLE NS E &
1A LB . e B 4F 1 B 5 BACK .
HOME. ¥t TFHLIZH#SE.
3.4 B3R

35 SR R AR SO L, B 1 VR

Research and Development ff5¢JF & 221

© TEREBIK AR

http:/fwww.c-s-a.org.cn



R[N VA

http://www.c-s-a.org.cn

2015 4E 244 B 9o W

BT GUI [y 538, SN —A 3 3 1) H ARy
. 12 ITHIR AT 45 50K F0 GUT . 3-5 47 2B lin
GUI T4 3544 1 GUI B AR TS £ 6-7 AT MT5591)
Fe I —AMT S5 AT BT 55 5138 0 28 50l A2 T Ah 2%
IESAE. UPAT—AMMTS I 8-10 47 52 BT Se s B FH IR
FIES FTAER) GUL 11-15 ATBSUH 7 sh /5 41k GUI
R RAZN. E GUI KAMAR, 16-19 4715 2411
GUI AR ARG 2 IR A A AT 45 FF15 1. 2022 47
N1 AR AN R I ER T AL

Algorithm 1. The GUI Traversal Algorithm

Input: The launched target APK

1: TaskList « @;

2:  GUIRoot «— NULL;

3. curGUIState, curGUIActions, curGUITasks «—
obtain the state, actions, tasks from the initial GUI
of the app; B !

4: add the curGUITasks into TaskList;

5:  GUIRoot «— G‘Uﬁ\]ode « generate the GUI Node
according to the current GUI;

6:  while TaskList is not®|| meet the stop condition do

7: task «— get a task from the TaskList;

8 if curGUIState is not task.state then

9: find the state required by the task;

10: end if

11: simulate the task.action;

12: newGUIState « obtain the GUI state after
simulating the action;

13: if curGUIState is equal to newGUIState then

14: break while;

15: end if

16: curGUIState < newGUISate;,

17: curGUIActions, cyrGUlTagks « obtain the
actions, tasks from the current GUI;

18: add the curGUITasks into the TaskList;

19: childGUINode « generate the GUI Node by
the current GUI,;

20: transition «— generate the transition by task
and childGUINode;

21: add transition and task into childrenList and

executionPath of curGUINode respectively;
22: curGUINode « childGUINode;
23: end while
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