2016 4 254 1 W HEILAR G N H

ET CRC HIRTiSHRMBmIT T =R
JRR, V1 71, 2Rt
CAEITIE K R 2 % 4 SR BRI A 9E00 5, 4 350007)

B E RSN ERN A 5 2 ey, AT IR — ek, ol 7 — Mt CRC KIS
T 2 it 7 58, %07 R JeiE I BINPGE AT CRC RIS AN S RIER I BT LS, RE4 & BA
PR RSA R4 505, SR DRI IS A AN (R 22 4. N2 S R 22 Ak 5 T RN D5 T IEAT 7 BT W I 2% 2
. EATHEF CRC B A I I = 2 1 5 & T A A e e il A 3 e ey, 9 LR M A5 24
HTHSACHY, $Em T g : -

X

KRR MGt 5 g JFAT CRC RS, I [A) K .

http://www.c-s-a.org.cn

Pollution-Resistant Network Coding Based on CRC
ZHOU Zhao-Bin, XU Li, LI Shi-Tang
(Fujian Provincial Key Laboratory of Network Secﬁ;ity and Cryptology, Fujian Normal University, Fuzhou 350007, China)

Abstract: The direet applicatfon of network coding is vulnerable to pollution attack. In order to solve this security problem,
Wwe propose a netﬁvorvi( coding scheme to prevent it from pollution based on CRC check code. First, this protocol employs a
fast parallel CRC check code and message timestamp to effectively resist pollution attack and replay attack. Secondly, by
combining with the homomorphic properties of RSA signature algorithm, we ensure the security of CRC and timestamp.
Security analysis and efficiency analysis show that applying network coding, parallel CRC check code and message
timestamp together can greatly reduce the computational cost of the node and improve the network throughput.
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