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A Kind of Anonymous Password Authentication Component System
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Abstract: Anonymous authentication has attracted widespread attention of the public as an important means of privacy
protection. It is significant to achieve anonymous mechanism based on password which is the most common method of
user authentication and remains very widely used in cyberspace. In this scenario, ISO/IEC JTC1/SC27 launched the
project of ISO/IEC20009-4 to prepare the standards for PAEA(password-based anonymoifs entity authentication)
mechanisms. There are 3 kinds of protocols for PAEA specified in the ISO/IEC2009-4. This paper designs and specifies
a kind of anonymous password entity-authentication component s_};stem based on the SKI mechanism, which is one of
three kinds of protocols for PAEA in ISO/IEC20009-4. And the system can support the other two protocols at the same
time. We analyze the security, anonymity and performance of the system and enhance the security of the processes of
system initialization, construction of anonymous group and execution of the protocol. Our work has closed the gap
between the theory and the "apf)lication of the mechanisms. In this paper, we mainly solve the security and performance
problems of SKI mechanism when SKI is applied in practice, including “Inconformity of Bulletin Information” which
will lead to failure in authentication and the long latency of the “First Query” of a group’s public bulletin information
etc. And we solve all of them by introducing the solutions of “Dual Bulletin Information Scheme”, “Cache System”,
“Query-Bound-Session Mechanism”, etc. At last, we analyzethe performance of the system by do the testing
experiences. For now, no domestic and foreign similar systems have been proposed.
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