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Design and Practice of IPv6 Access Gateway for Internet of Things

ZHANG Mei-Ping, DING Wen-Cai, XU You-Ze
(Colledge of Mathematics and Computer Science, Fujian Normal University, Fuzhou 350007, China)

Abstract: In the IOT of intelligent agricultural greenhouse system, the data collected by the sensor nodes need to be
uploaded to the remote server via the Internet, and 6LoWPAN is used between the Contiki nodes. It cannot connect
directly with the traditional IPv4, so it is necessary to configure an Internet of Things gateway. By transplanting the
OpenWRT system to HG255D router, the router can be changed into a small, practical embedded Lﬁ‘;u)‘i system, so that
they can run open source or developed program. This article introduces how to implement HG255D routers on the IPv6
Internet access gateway, mainly involving the compilation of the OpenWRT ﬁrm%vare, router configuration changes, the
transplantation of gateway program, as well as the effect of demonstration. :
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P 5 38 {5 P9 8% LA S AN [R) SR TG 26 A R i 5 AT 4%
W 28 2 18] R DI AL e 152 2% BOE T LASIZERL ) dsk EL K, T
LIRSy 45 I, o 5 TPv6 [T 26 1 J g 5 R
AT 3 45 (R 88 R U, SR R EL IR I L P 1 % 28 i
BHATESE, LA S B REf R, Bl T A
PR R IR BRI, AR B AT HEAT B U I, 5 AEAR SN
TeLe el o b, 254 TR LRI th/F R 48 OpenWRT,
K AR RSB 4%, Bt AE SIS IR A f) TG 4 1 2.

AW FKAETE OpenWRT o2k H #5138 MQTT\
MQTT-SN Hril, LA TC LR A% s 53047 4% W 4 5 %
GUBAS W 2% 1) o8 e T B A& N AL (Message
Queuing Telemetry Transport, MQTT) & IBM Jf & %% T
W2 R AT 5T PR 0 RV @ IR, A AT RE RN
EER I f 2 L ZH AR . SRR RS A I RN R
GiF-6, JUT- AT LA IR 43 P9 Pk It A4 RO 0 1) 2%
SRR, U PR S A AT 38 (L i
if Twitter 155 BB AOIEAE PP MQTT-SN Pl
&= MQTT #F X o2k & B 25 W 4% (Wireless Sensor
Networks, WSN) HI# &. MQTT-SN KI5 47 75 B AR #i
F EHE MQTT Wil M 4%. MQTT-SN Pril A
A T A (Node) I SE (GW). WSN 1 i i
MQTT-SN PR 5 W 562 B, W G T Wil i 4 2 S5 A
RN MQTT %545, T MQTT-SN th g7
BT MQTT PR3, & 3 MQTT-SN #p iz 4
MQTT\MQTT-SN f2H &P

1 IPv6 PIBEIIHE N R 15 1
1.1 IPv6 HIBERTIEN L B A HE LS

AL TPV6 WHE R 3 N 55 0% 1PV ol fh

KI5 B [ TPv4 28 MRl By ST T DUReHe. TR
F B I £ 3408 7 MIQTT-SN HhiL ff contiki ¥ 44,
JRE1 3 TEEE802.15. 14 Lk Hhisl 53 715 08
&5 I S NE ] PL2302 USB % 8 i 51817
MQTT-SN MK TC LR B HH 28 41 % 1847 OpenWRT %
L% 1 #R AT 5 contiki 1 AL — 4, MQTT JIk
S5 A I N 2R B WL $2 N X O BT AE 1) JR 3 7 5 A
W SRR AT IS8T E AL B, JFRIRE e T &,
W2 I LR B Wifi #: N iZ /3N, 5 MQTT k%>
WIBEE, RALWWME 1 iR
1.2 $EEM M K IR A R

W ik B HG255D JC 2k % #% 7 v i 44 ~F

&, H A P3N MIPS 2284 ) Ralink RT3052, #i45
4/ Lan 1. 14> Wan [, —/> USB #£[1. 3217 OpenWRT
RS, AT EH AT EE, FLA contiki PHKIN AT AT,
SR e AR BT

s
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e \b‘ s
ﬁ %@,-\5' Ncontiki
BUR D

gr(gn't_iki
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e

S MQTT
S MFEE e
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Contiki f£ 38 5HIT BH7 0L 5 83 A B¢
R T K STM32W 108, iZAH K T 32 iz
ARMCortex-M3 W%, HA4f mi 2 K6, b BERE 758,
AP AR AL T 1 GIPO #10, W] LA/ %
AEBE I HIEE O, WA TR LED. &, gy
PR, Y R B AN S 1 SR T g
STM32W108 #& & #4214 UART. ADC 4.

OpenWRT & —/Ma B A . &1 )8 H 3h LI ik
A Linux #4F &4, HA 58 KM ae My Ge
7. AR, ARG T 100 AN A UL SR PRk £, i AL
HORIEAE AR WG 0, b5 SCRF TPv6 (AR S BAE.
1E [F 2SI TE 26 P 35 [ 1 R GE R, GpehwRT FEPERE
FoEtE AT R I 7 T H R, RS A 2 T R
IISCRE. S =R AETIRER, 5 T8 R O el B R AE R 4R,
FRAEIF] K7 S B Af T . BT OpenWRT
RGMA AT v, W] DOE I RS X g R iE AT
OpenWRT ‘B 7 RALHERIFEF, LA & F 5 il i %
R, EAh, Linux 54 F 8245 7 A2 (0 TR H % 3k 10
B, FET Ik, AR GRS OpenWRT 1E A M < HHE/E
RE.

[

2 IPv6 BRI N OC A JE 2
2.1 ERIMNE tun0 & tunslip6

FEVIBE 384T contiki R 401 TC L AL I3 5 1
1725 W25 175 A58 contiki 545 A 54N ESE,
T 6LoWPAN HIPIHR MG ] IPve B, PRI EAE i i 4%
EHRAE—AIPv6 MM N 52 @ iEfE. EikhiE
1T contiki H 7 [ tunslip6 27, %2 FHAT J5 & &7
— N4 N tun0” B E LM . Tunslip6 HIER & &L
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RPL 4 7797 s tun0 W53 2 [A]AH HLEAE L, 4514
T AT 1Pve 2 ki, 140 aaaa: : 1/64, & 1R
FLRAEFHL 2N tun0 K40 R AL B X 28 250 (B4
KWL T /devimet/tun0, 7] DAE £ FFE P 1325 % % &,
tun0 FESLERIREERE 2, P AL S WA N IP HdlE 61),
N7 % 48 (border-router) 5 F AL [A] 3845 fd FH 12
slip ¥, slip T3 —ANH 1 TP P13, tunslip6 725 1
A R ARHS, AR 2 N A RT BLE 2 tun0
% b, tunslip6 27 il 5152 tun0 IACHS, v LK
tun0 21 P A @IS slip Prild 2% 5 5 28 0, HJR
PR H K] 2 oK.

tun0

IPv6

| B 4
SLIP|\,y; | Conti HG2Y, 1 ISLIP| 1

&2 ‘tll‘nﬁslgp6 il

2.2 MQTT L% MQTT-SN

MQTT il & N RETHEREIA IR, B TAEER
TR AN T EE 1) IO 265 11 3 R A S R4 i 5 4 1 T T
W HIPRSC. A8 FHE B R AT B A X, St — X 2 19
BRAT, {EH TCP/IP $E A2 % 4z, /N A&, FTHa51R
/N (] 5E K FE ) Sk B2 2 7719), Th A s /M, LARE
I 4R i &, {8 Last Will £ Testament $5 V438 %14
K& T7 & i e R LR B2 — R, <R
M=, HAF R =M R A RS R

7E MQTT Whil A kA . 37 [ FIAREE (broker)
=R, R A BT topic AT, HITT [ %Y

JERCBRIY topic BEATIT B, —ANAARE AT AR 2 2 NI

o) 5, — T B AT BLT B 24 topie, 3 40T [t
ATRLR A, At al UR T il ARSI T
“M2M”(Machine to Machine) []3&15. Broker 5L T3
ZEH A, 3 BRI R S I 4 A T D A5 1
MIN. QRAT B A ELL, RS YA connected to
the broker, A A4 2 & TR, S 1T B H LRI HEIL. &1 3
9 MQTT B3I BT [ R AT,

P WS |
X ST >
KAk »oofE | Nk

kR
B3 MQTT T KAk A
MQTT J& 3T TCP/IP WrsL i), 1E o2 4% o 5% X 4%

114 Z%i% % System Construction

IP (2 R S IZIE
) |1 i | X5, K= S0 s |2 e g

o, 7] LR MQTT-SN (MQTT for Sensor Networks)
AT RN TR, B RN T YR 2 SR AR A IR AR T
f), BEsiE T IEEE 802.15.4 1% UDP ¥k fu, FiEid
MQTT-SN k3% 5 MQTT broker & 37.3%E#. MQTT-
SN )W S FE > 44 N “mipsmaqttsn”, 5157 40 FE tun0 L
BAE, A5 H tun0 ¥ R A X . £I181T
mipsmqttsn F2£FEF, 75 2 MQTT k45 251 1Pv4 HihtfE
N MRS MQTT iR HiiEis. 1T
R BT 1 5 e, P 4 gk I e i i R

AN { ) -
. -
“« N =
contiki | OpenWRT i 1 4 187
143
mipsmqttsn
/v lan
Sgngkzl ' f ﬂc‘%‘%k;/‘\,:" tunslip 6¢=) tun 0 \ Egg}g
K4 RG4EH
88 HIE MQTT # T
MQTT & A% MQTTAL B :;ﬁ MQTTiT 4%
(Publisher) (broker) Hik (subscriber)
W E:
MQTT-SN %] MQTT #hisl i #
WSN 2% MQTT-SN 4% T
MQTT-SN % MQTT-SN 22 Q:'E%E MQTT-SN iT
A7i # (Publisher) (gateway) Heix 5] # (subscriber)

HE

\; KI5 MQTT-SN 1T bal A A A2 FLASE A
3 RGEATI

T AR BT, FRATIHE a7 5 (A 455,
BiEnE 6 fs.

Horb, MQTT fiR %5 #4212 477E Windows R %i, B
FEFIBATTE Linux R4 H; contiki 77 5 & BB HUEL K
2 B 28 Nig 4T OpenWRT HIMELR X 9. Contiki Y
R A RO IR R S, K B R B O R s D
IPv6 H i A0 T8 2 ik Jo 2R S A0UACIE 45 30 57747 i, 3L 57
U I B R O AT i BRI R G, G AT
IS, 4 IPvA HidE A, kAT B MQTT JIR45 4%,
BATAE Linux i QT 27 1] MQTT R 45 #8517 7 %
topic, Al 55 AFUSCRNTT BTG SK 5, 1017 158 2 HEIR AT Bl v /8,
SR E R B 7 TR,
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N2 PP
192.168.1.222

IP:

2% #%
tun0: aaaa::1/64
lan:192.168.1.1

contiki 121 7415 5
IP: aaaa::280:¢102:15:c635

8021
5.4

MQTT JR45 %%
192.168.1.141

contiki ¥ 5
IP: aaaa::280:¢102:15:cda5

IP:

K6 WA EHE R

contiki KL oo TSR

K7 A se

FEZMA ARG, contiki 75 & %7‘6&%@?%&%
Kt JF 7] IS5 a8 R AT EE ; contiki 34 5415 £ A7
contiki ¥ 55 tun0 - [8] A AH ELIEAE

M B

1) Ja 8 MQTT Hi %5 #% apache-activemq, &1T
“apache-activemq-5.9.0\bin\win64” H 3% #1 HJ activemgq.

bat fLAEFSCAF, BIWTJE SR 55 8% 12055 42 1 1P Hbdik. |

BI24 PC 1 IP d ik, @i JF 46 —J2 47 —>cemd—ipconfig
K PC 1) TP Hubt. Sei, P by 192.168.1.141.

5

C: \Users\Adninistratorbipconfig

Findows TP FLE

K8 MQTT JR5%#% 1P Hihl:

2) A LB ET %ﬂzzﬂ?ﬁm, I
# I contiki A RPL A 545 15, W27 /dev/ H 3¢ T .3
44 “ttyUSBO™ i 15 £ A

3) 17 tunslip6 iy 24 AL tun0 PR

tunslip6 -s/dev/ttyUSBO aaaa::1/64 &

24T tunslip6, %278 H tun/tap M 25 P 13 i
USB [ 1] LAAE Sy R 400 90 2 14, 3 L2 g ke
Contiki 1595 £ tun0 2 [8] () AH ELIEAE, 45 R WK 9
Js.

roOTEDr eamBoX :~#F tunsT1p6 -5 /dev/tryUsBO aaaa::1/64 &
roOt@Dr eamBoxX :~# *** SLIP started on */dev/ttyuss’’
opened tun device ' /dev/tund’

ifconfig tun0 inet "hostname’ up

sh: hostname: not found

ifconfig tun0 add aaaa::1/64

ifconfig tund

Link encap:iUnSP .‘-- 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet6 addr: 4| scope:Global
UP POTNTOPOINT RUNNTNG NOARP MULTICAST MTU:1500 Metric:1
R.)( packets:0 errors:0 dropped:0 overruns:0 frame:0
ii“kﬂs :0 errors:0 dropped:0 overruns:0 carrier:0
co] isions:0 txqueuelen:500
RX bytes:0 (0.0 B) Tx bytes:0 (0.0 B)

wue paddress:aaaai:l => aaaa:0000:0000:0000
cot configuration message of type P

setting prefix aaaa:: N
s et s MRT APV
BRI mmaciiit

9 14T tunslip6

JABN I, BT tun0 FHEE T, tun0 5 AR
ip 9 aaaa::1/64, B 7 514 55 552 B, ARYE tun0 (1)1
B 5B S EH S mac Hihk, R0 ST S
IPv6 Mtk N“aaaa::280:€102:15:¢635”.

4) B Y1JA 3)) tunslip6 127 f5, Bl Ali24T MQTT-
SN WS HI SCFE 7. 7E 2% £H 85 1) 28 3 61\ 7 2 mips-
mqttsn-h “MQTT IR 45 %% 1P bk, 45 w1l 10 Fiow.

root@preamBox:~# m'lpsmqttsn ~h|192 168.1. 141| MQTTEE?:&%?\P%TE

socket created .
socket id :3
bink

"Ioca'lo:gort WMQTTHE g {‘EL H=

@ 10, 1Z4T mipsmgqttsn

5) AN c&ntlkl T, 25 contiki T EH, B H
2053 T AL 6LoWPAN %, 140 4 25 7
AE TR ER 55 A E & mac Mk, 3K — A 50 R AL
T[] — M B TPv6 Hihik“aaaa::280:¢102:15:cda5”, F-HF
41 MQTT AR 55 38 K A7 6 R B (1 % dfs

Starting Contika 2.7 on MBGS1 A

Board name = MBSS51 A

Humber of leds on the board: 2

Humber of buttons on the board: 1

Led D1 (port:B, bit:6)

Led D3 (port:B, bit:5)

Button S1 (port:A, bit:T)

MEMS = LIS302

Temp sensor = STIM20, port:B, pin:7T, div:l, adcFix:No
EEProm:No

PC i/£:FTDI

Power Amplifier:No

Rime started with address 0.128.225.2. D 21 20‘5 165

nullmac sicslowmac, channel check rate

802.15.4 PAN ID 0x1234 EUI-64:00: SU.el:OZ;OD:IS:cd:aS, radio channel 18
Aoppcpppcepcoeckel i ent I0:101

Sending CONNECT packet..
Tentative linklocal IPv6 addresslfeBO 0000:0000:0000:0260: e102:0015: cdasl

Sending CONNECT packet...
op, seiet=
contikipp sEmaciiilt

Sending CONNECT packet...
Sending CONNECT packet...

B 11 Contiki ¥ A H 05 A
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6) 7t Linux REIMWLHE1T — A Qt Bdli REF T,
ZAEF M MQTT R 55 2% 11 [ o' B8 58 B A 204,
K 12 Ak,

X V-nest 8 BE ] dl X ##
fEEiEE8UE:
BE: EE: |60
e |27

ITERIZSI:

!ﬂi‘ﬁ}?%ﬂ: =) ;‘E_ Ea] \E)

MEE%U: =Y SQ Ea] &

Bl 12 Qt{ﬁ%%f??%ﬁ

CEHLE R % Qt FEF B M MQTT JIB 2552 F 3K
LR (3

ISESRSE¢

FEIE PRV W 5K IR AN N 5HAE R G it
FErh, AT BT &M ARM A TR, FAl
53l ZiAid i2 1T Arm-Linux [ Tiny210. Mini2440 J
KRR, BB T SR USB #2133 #F OpenWRT
[ JCLk s th 2%, A EAE ARM JF RIS R IPv6, 3t
B MEN AL PTG AR AN tun/tap. TPv6 BL K
%ﬁ”ﬁj‘iﬁ:%zﬂ WA BEAZ N AR O & R S T g, i

T INIF IR F LM R, BT B I 58 X4 1 HostAPR,, |

ﬁ@%%fﬁg%. MR USB 2 1 a4k % /i #5 7] LA JT
{34 contiki IPV6 i1 7tk FH-#5 4, JHL OpenWRT 4
PEE 7 A, % T AR B DL K AH OGBS AR 3K B (n
USB # [ 3Kzl YAl it “opkg install xxx” iy 4 7E £k %2
%¢ (opkg 2 — N REPEMEMFEHE RS, HHl O
4 Opensource FHR AR GibnitE. W H TR H.
FLEERR A&, AREHR O 2R RS T
). T B R TO 2R B B A AR B R B o 2k WifT A5
P, eI I E A TC LA AP T H, b4 OpenWRT
FRALH) WEB BC B 51 77 (5 H - B0 B & T 2% 24

116 Z %% % System Construction

FEIEFE MQTT JIR 554375 T, 4 AT FITHE MQTT
RHEAR 4 %8 (MQTT Broker) HISZHLA : Mosquitto
HiveMQ. Apache ActiveMQ. RabbitMQ. Apollo.
RSMB %. MQTT % P th G AR EEAE R G 418
=SB, AT % S i PE A Eclipse Paho(3CHF C.
C++. Java. JavaScript. Python. Go. C#), M2MQTT
(C#), FusesourceMQTTClient(Java), MQTT.js
(javascript), libmosquitto(c/c++) %5 Tr-vr, BAMEH T
Apache ActiveMQ 8 MQTT Hﬁ%%%, ‘BT contiki i
M%ﬁﬁﬁ%Cﬁéﬂﬁniwﬂfgﬁﬁmﬁﬁm
KT 25 Mosquitto R TT &% T .

UL TR o R BRI P T LA B 5 AT 2
255 s 25 7 4 o Fty e A K B, 3340 B MQTT-
SN WL, 156 TG 2 A% B 5 AT 45 X 28 1) 2715 md B 1T
el /R AR I ThRE, IS R AE MQTT-SN Pl ¥ W AR 7
F| OpenWRT # 4t L, 35 MQTT &5 #8AHE, I
HATIFR 1 C/C++ Linux BLHFE 7, RIATHY p— A A
H, SRR IPve DI B R4

ToBAL B PAT 25 2% 1) % 45 K IPve WL,
FTWE T ARG IPva4 WIBE RS J5), 9K 7 btk & 39
T, AN Al 2R AT RN, R JEY)
BRI 3 ) 2R AR G, B —EM kb E S
e A,

mx&m&ﬁmﬁr~wxahwﬂ%mem

EEl Internet b, PSEHUETE SO b Ry AR )
%E%H ﬁﬂ%/l% MQTT’H&%%& 2% 3 Internet I, F58e
%fﬁ;&%ﬂ%ﬁéﬂli%, SR S R G0 S D Re

SE Rk

1 H IR, PR I 9 5 45 http://wenku.baidu.com/link?url=
R847CuPuArEW4ErfZwkV yYoLBfVyjjhdgvK0sZGvignP6
wYik-GiG_DQ6TNESO11Hx8wNn-N-CyLAbBfS1KRAr
SntR Inr549XYjoBJQwwe. [2015-01-29].

2 BB M. MQTT. http://baike.baidu.com/link?url=DEeX5Hzg
ZI01xUTy2w5VjX2e WcecmkRmQxr7iXg prTVM-
1dUOJRtdPu8HbsHAXMtW2sVaOiDdRr9BzIWf9Uw .
[2016-08-01].

3 BRI, 5K3EF, ¥ 71 WSN M ZE B MQTT-SN 5 CoAP
(o # AT 5 k. TR SR 8N A, 2015, 24(2): 229-234.
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