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Research on Privz;éy Analysis of Mobile Implicit User Behavior Data

ZHANG Ying, DAI Zun-Zhi, TENG Cai-Feng, ZHANG Lu-Qiao

(Chengdu University of Information Technology, College of Cyberspace Security, Chengdu 610000, China)

Abstract: Smart devices bring convenience to people and also record a large number of user habits, location, access
content, and other private information. In this study, considering the way of user behavior data collection, data processing
and storage, we design a data acquisition system of user behavior data, and collect a lot of non-explicit identity data on the
smart terminal equipment, including network traffic information and screen status information: Tﬁro{igh analyzing and
processing the data, we found that this non-explicit user identity information can ?ffectively identify the user identity, and
can figure out social relationships between the users. The experiment show that, baséd on the explicit non-identifying
information to protect user privacy data has important significance aﬂ('i great value.

Key words: mobile internet; privacy protection; user behavior data; user behavior patterns
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