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Anti-Virtualization in i)ynamic Analysis of Malicious Code
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Abstract: Anti-virtualization is currently an important factor affecting the overall acquisition of sample behaviour data by
a dynamic analysis system of malicious code. This study proposes a systematic anti-virtualization confrontation method
from host environment, network environment, and user interaction environment of dynamic analysi‘s environment of
malicious code, and implements the anti-virtualization confrontation in the existing dynamic analysis system.
Experimental results show that the anti-virtualization confrontation effectively énhances the dynamic analysis system’s
ability to capture sample behavior data. »
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