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¥
Abstract: For the problem that current methods unable to capture and analyze the system ca}l parameters and return
values, a system for real-time monitoring of system calls in the guest was established based on Nitro. The system capture
and analyze fast system call entry and exit instructions by modifying hardware speciﬁcations and rewriting instructions.
After capturing the system call entry instruction, the parameters aré'parsed according to the context information of the
VCPU and the semantic template of the system callyafter the system call exit instruction is captured, the return value is
parsed according to the VCPU register information. Compared with the similar capture system call method, experiments
show that the system can capture the silstem call sequence in the guest in real time, and obtain complete system call
information including systém call name, system call number, parameters, and return value. The system can also
distinguish betweenisystem calls generated by different processes and brings no more than 15% performance overhead to
the host.
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FOHLBENI ) . 1% MEML INT #1 FP R 45 2R,
% POHLR I HEREIE SO B 227, 29.1 F145.7, JFJA
& BLACERZ J % FLEG B SR EOY B 2.8, 2.5 A
2.7, HEREJFHI B 29 N 8.1=22.7/2.8
11.64=29.1/2.5 1 16.9=45.7/2.7.

i LA T 0, TP e i 9 4, O L
7E FUIKIR G M 15 2 P L Y L )
RA7 13015 KA, MEREE AR T flits 2 ARt 0l B
NARYGE TR 4507721, J5 A S VMM
S W CR3 B TR L% P L PR AR, B
Ji 10 3 A SR A B S SR B X 2 T sysenter FilAE T
syscall 184 R G0 H 3K, B 5 2T netlink AL 1%
R GRS B VMM 7EGIE netlink JEBE 1 48
) 3 28 6V P43 LN 2 P LA T AR A5, 0514
T &P HLEIPERETT A, Ho7 Xt 2T sysenter 64 &
SR I R TT 8 L9 2.608=1238.8/475.0, X T
syscall 184 R4 AR KB IF 44 Ll o 2.195=
1213.3/552.8. A Mids R GEERENE T HoAh 7 ) J B A2
PESEILT AR A0 55 o 7 o R IRE) T R G5 £
B SEI e 22 1, (RIS 2% 5 3% P LA %
VCPU H L, 51\ T 4Rt B AR SEH 2 55 1 35 8
OBUERR A RENT, KT T 2 LGB RE.
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i H AR SN A

LR

N T B RART R LR G0 T IN JE i b R 4R
2 B [AE ) 1) 8, ASSCAE KVM LT & -
BOPIFSCHL T — D RGHHIIE RS RGERM T
BACRIBETE, PAZDIREY AR RAN Y 77 23 R AL AR
Be . AR GEAAT LASER 32 7 HLA 9 & St
Fe 4, [F) I 38 R LA 28 8 F 1 2 B0 [BI A, ¥ &
LR IR JRAG AR R R a2 s SUE 2.

H AT % R G AT R G0 IR 4615 S X2 P L
YR B E RETT AR, X B8 A S5 8o e Ah,
RYGARW KA F T RGP BB E AT K2, X
SERE R IATARRIIHT IE TAE.
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