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File-Type-Based Method to Improve Fuzz Testing
LIU Tian-Peng, CHENG Liang, ZHANG Yang, TONG Si-Ming

(Trusted Computing and Information Assurance Laboratory, Institute of Software, Chinese Academy of Sciences, Beijing 100190,
China)

Abstract: To solve the problem of low efficiency caused by random mutation, a more effective mutation strategy is
proposed in this study. The proposed approach synthesizes different kinds of information to help the Fuzzer mutate seed
file, i.e., the CFG of program, the characteristics of input seed file, the information of abnormal inpﬁt detection, and the
branch courage of the Fuzzer. Based on this strategy, we design a new Fuzzer wh"iph continuously monitors the execution
path of each seed file used as input of target program. Meanwhile, as most path constraints depend on only a few bytes in
the input, periodical byte-level taint tracking will be necessary in the'whole fuzzing process. After all this, we can infer a
one-to-many mapping relation between the new execution path and key bytes in seed files, which can highlight the target
start-end tuples of the seed file with more possibility to explore new branches in the target program to mutate. The result
shows our design can improve the bra}lch coverage of target program and the efficient of Fuzzing.

Key words: fuzzingj taint tracking; automated vulnerability detection

1 55 224 H Al R F IR IR 32 88 R G § S AT (o

BAF IR A2 — B X 4% 2 () 22 4 AT AR ol 3 22 IDAPro''y. B /3#r (W1 OLLYdbg™. Windbg™). #
(193 32—, A R (0 A U T 40 g P SR et BN S, SR T B ASOARA K 2 A0 A e At L I IR 42 4
PR RS A5 A, I SRECA P R, 2 a3 E B T RO A 2 B 2 R A S 3 A T 18 17 A 7 P K.

O BETH : EHK ARG (61471344)
Foundation item: National Natural Science Foundation of China (61471344)
AR 5 : 2018-12-05; AN 5] : 2018-12-25; RIS [H]: 2018-12-28; csa 7ELE iR [7]: 2019-05-01

10 % it +Z5i& Special Issue

© EREERREST  hup/iwww.c-s-a.org.en


http://www.c-s-a.org.cn/1003-3254/6913.html
http://www.c-s-a.org.cn/1003-3254/6913.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.006913
http://www.c-s-a.org.cn

20194F 55284 55 5

http://www.c-s-a.org.cn

i H AR SN A

BORIIR B AL Lk, — BAEA A SR IR T2 98
(R 284 55 KR (s Ak, B ) Tz R R
o A A AT

BRI I8 AT LA o B I R SR
DU DA K 2 G AR Wk =, G rp 2R S RORT I i e 8
T 0 B8 A2 R oy M SRR P AT S R, I DAL xS
AT G5 REBEAT VAL, AT 1) D S . I Fh 77 AT
T BB IR AT DA R E AR U R 2, 2 H AlTis
FH B 32 BRI 77 7%, 45140 American Fuzzy Loop
(AFLYMER T AN KGR T A, 248%E Ly
T A o 5 LU, A R R 5% AR N ik 0 B A
WA e 1% T HAE R e, AR FE AFL 1E
S5 FEA

BEAT AR G A B 3T N A A G AR B 2

SN TR, X OVREAR AT A S TR, HEPE LT
FRof RO U 42 0 AT AL, DU B9 b 3 ey
U7 1 7 i B AL R B SR,
TS I AR VEASERA T 28 A% 2 B o A £ — A 7 i
SRR P AT REAR. SRTIAEIR AN A o, 22 A8 TSR GR f)
B e i

o, ST ARG H AR B, T IR AT
SCPFRSAE 15 52 A A M IR A, 0 AR 4 7 4 2t
RS0 50 28 047 5 0, 00 4 3K LA £ A
T 01 SR A i P AR S0 28, A T e 22
W45 0 S O SR SIS 2 4 15 0
217, 3 ORI 02 A F . Peng HIAEHR H1 448
FLRRFR R o B0 52 6P 0, 2% LA N 7 2 06 2k

TGOS, g R A P v B 58 BE PR IO IR B 2 5 4R SR AT L

72 F U SRAR 1 A VR, I FLAROK AR BE 1 B3 &2 T A
R A BRAR R T ) fi ke, ELK i K5 TEX G
FH B RSER 0 25 il — IR ) 22 S St DAORAIEZE
JR AT R R o 1 SR T A 2 P T
{ELJRE 53 A% PR AR S5 SR S s 1445 BT 110 2 S SO T
LU A v o R (AL S, (H R PAT BRI, HLA 5 1858
B SR A I A R 7 A AR R N (1 ) AL T K TR AR 7
R SR B AR ST B L PAAT I FE AL S, (B R AR A
R AR U Angoral R — Rl LB ALAE R A
RHIAR A, BETE A KRR BT B A ST D 23 SN
AR AR 17 e, (L XA 77 925 75 R — AN A\ AT
BEATTS RO, TR R R 4t AR M T fj
F T8 S ) T Rt A vt A o ) R AT, R 2

17158 (BA T o . TP MRS L4 1 7T R AR A1
ke AR 2 UL, SR R A A HRAE TR, 4
AR AR R E MR AR P AT 1 200, TR M 75 205
IR SRR TIEAT (5 B REA SRR,

BEF 1 B, AT T — T LU BT T
PRSI L, I LA I 4 5 AT 78 oK 7 A 8
A5 5% (IR 58, T8 A LU LA

(1) AR P B A3 . 1 ORI 2 6,
AR P BT 25 R e 1 o 1 45 15
ST 60 3 . S S TR IR £ AL Tk 47
9. PR 5 B M2 A0S A A
S8, LUSTEE ORI DRI 1 72 o 4 T SRR P 36 47
SRIEIE H R BT T BRI R TR, M%)
I LT A TS AR TR B b A
FE LT L8935 5 5 97 18 0 0 I8 04 747 2 1o .
BEAb, AR T B A R RR I 5 R A 4
B,

(2) LR SR ST SR 15 L 25, TR
SELIE 75 14T 0 75 75 0T BB BT SO B
U 0 0 0 L B 0 SRS A BT e —
AP 40 BEAR R AT B ST TR AR, MR
{1V R ST A 5 15 5 A A 00 o 8 AR
AR TSP 2 AR X (R B, RERS T
N, RTEE GBI T, IR Ay BA RS
15 R L BT 15 SR BT U

(3) RV S LS 5 A1 2 R S A1)
SELIEATTS 40 5T A1 T — 4 T A0 F e AT B 2 5
AR KB 0 T T, BRI B 4 4 DR B
B ALMEAT ST, S5 AR IR AT o e e 4
— S S 0 7 R, A R P B L
S 5.

TATHE E JEBORIII T AFL (8 S B 1t
ATt A ST T AR R 2% TaintFuzzy, 37752 T
9 VBRI 45 5, 125022 W R 0 R U1t
785 AFL 2 ML 0BT S, ELAE 26 86000 6] py
FH R BRI T 12.26%, 3 B4 T HR2 R
B 26
2 B

AR e VLA T ORI R B R, 4

Special Issue & i%gik 11

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20194F 55284 55 5

JEA R T IR T B American Fuzzy Loop!™ it
g 53R T B
2.1 REIRETIERE

ORI AR BB T A AR 2, B TGRSR A A
TSR 0 X S s, G Ak J R — PR 4 1R 1 Ik E
B BN, A BOSER IAEE , PAT AR X s, I
RS 53 T LA B B ™. K 22 B mT R R ) A O VR D R
T A i N B 2R AT R 25 1 5 v M 2 W e Ak 3
AR WX 1 S A s H b I O SRTN, 75 DULASORST
S5 BB A IR K RIBR 1. SR 5 75 S 4 — 5 (1) 5K
WS AL A 0 o N AN BT A s FH 51, i R SR S
A3 3 38 BT AR SR Ui, T AR R D VAR A
G A 1 AT AR A B R — R

PR RN 1 1 3o AR A2 SUHEAT, DS UE A AP s

19 12 75 S K LB 0 B T U R T
SRR, 7 AR S R WARLRR P A R
SRR oA 0 0 5, A3 P A S
T LLTF e YRS R AR, T DL 3T
e I 1 A 11 S
2.2 AFL &I 5REE

09— BT 78 06 % (BRI A 38, AFL AAE 7
ST TR PR 1 0 S8 3 200 505 9 3 2 TS 4
e FLRR BTt = B 2 B 0 T8 2 O 1

AFL B FRRAR P, I k4T 0 51 0 3
FRHEAT 529 M RLHG 76 R0 SLHE AT A B 2
{5 afl-gee {7 % % T ELSCHL T 0 FURRER FF (4,
JEAE T af-as 16 A 52, N BER I 34T 245 B

. BEACHS b 32 % — Bl i ACRY, Hoh EE AR AF . |

FEORAT edi SEAF A5 S A [0, Map_size] Vi [H]
NI BE NI PR A7 A A AL KL i ik afl
maybe_log. ‘WE%E%&%EE HAER—IRME, £
REFUFIREAN 533, TRE SLA A BEARDI, AFL 234 1k
—ANBEHLEL H T AR RIS R, a2 U, B AR
J7 (A — AN AT AT 43 SCER o AE 2 B I A R R 3 — M
IRIEAE IR 5600 SCHIFRAR Ly,

T E AT I A B, AFL SEIL T — £ fork
server HLI|, ZEBRIMNAEE S 2 RIS, 1247 17 —4
server BEFEVEN fork kA% I IR 55 i, ASERI I i 25 A
B I fork T AR, MBI server LB 5 H AR 27
(@S . I XA BT, ¥ HFRAR T I R 5 ORI
AR AT 20 B TR, AT ORAEASOR Ut 25 A Bl ik

12 % +Z5iR Special Issue

15 H AR AT T 1 R R I gk 4T, HoadEad
server SERCRA HFRSCIFL ENTAT S bS5 A T AR

R H AR K B A

A

A B 1]

> B
17
15
v B
)a
PAT IR 51 5
S S R IR R
C3 I % 1 (55 7N
W0 1) i EIE
|$§*ﬁﬁi)ﬂxﬂiﬁ2§ ) | Fork Server Epayidsd |
15 B R 1t RAEEE

& 2 AFL [¥] Fork Server HL

X

Eﬁﬁ@ﬁ%ﬁﬁJﬁL%é%#*4é%%i
7363, ARG H S| B Jyths PSR eh AFL X4 F R
?ﬂﬁi%ﬁ%%%ﬂﬁﬁmRﬁﬁ%¢%%ﬁ&%
AN Ny 8 AN HAE R B b, [ b TR %
A F KRR 70 BEANE AT (B T . i L
(IRBEA e — AR, 12— X [AME, 1 b 1
55 0 BLAEE A 1 AR %4 S HIBAT VR (X T2,
2D1Py. AFL 38 iR R 2 4 SO i 2 75 R A AR AL
S T A 3 0,912 75 76 A5 5, WA T 3B 4 1 50
7 005 51 e A0 S 3¢ G 1 T B, 3 EL A
SRR PT 7RSSR T MR S (R

AFL 437135 — ANBA T, 45 U I A BA B Fh Lt —
AN, R FEARE T T A R 1025 S S AT
A 0%, B AR 7 KA T

(1) FLIPBIT: #2782 $& 1 fia% . %18 1 AN HugE
S AT 5 Sk TR L SO AT
1, A s 1 i S 2 8 0 R B S

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20194F 55284 55 5

http://www.c-s-a.org.cn

i H AR SN A

bit £i7, FRIIHAS 23 S0 JEC AR s 25 R

(2) ARITH: X735 BEAT BEHUM IS 5, N Ae
(i EBRERIAA 35, I H AFL 2% W8 K 5 LR /N 7
PRI FP R AR R 7 AT AR R

(3) INTEREST: % #t—Lefp ik iy 25 21 )5 SCfF . &
UK 8+ 16 BUR 32 AR AT B e, H e 2 J5 A
2N RN

(4) HAVOC: 58 4= BB AL L A4 A7 80 2% 50kt SO
ST AT M B B B B R A

(5) SPLICY: FEAT BAL B PHEPIAN 78 AR I SCAF.

3 it

AT T BATHAR I A A2 B AR R i =

ANRBEH 5y, 56— 3050 2 45 A 4 A A AD B S B2
Rk R ENSY %:%ﬁﬁa\%ﬁﬂ%ﬁéﬁa\ffﬁﬂ’»ﬁﬂz%’ft
HR IR S v () e e 4 s — B A A 4R T AT
A S SRS y !
3.1 REVEFRRIEHIRER

T2 B4 3 B AT A FE 4 RS 2, —
MREZ—-MERE, EHARZANTRNES
NG={n;} F175 5T [8] (1A A 5EA EG € NG x NG X
G =<NG, EG>. it EITF ) — 45 /iy FoRFEF I — 51
NG R v, A Tl R R T R RS . AT H
(10 % 3 3o 42 i A el B 7 v, R 4 B AR R T
(SR EE RS A5 2, EL AR 12 I T A g ik DL S AR
eSS W] 1 s [ 2 e s o Sl w2 o7 N =3
FFHAT RS S (1 BTG 15 B, eAb, 1E 2.2 /NI R

IEZAE T AFL thff ] afl-gee % T E B &afl-

as JC4 TR FEFFHET E E AARE, 367 APE 43—
AR SY SR T NBEHLEE %9 SRR IR,
PR g !

% FURRERFF o 6 B AL $8 0 3 1705 8 A
N, T, TR n € N, HA1 135 50T LUB R B B b
FRA o 52 B OB HLL R, 1 975 5, OBRIR, JiIL
T4 TR AR S48 AR AR IO R, loc, IR TER
4 AR o 8 T bR LR S Ik BB, A
<Starti_loc, Endi_loc>—"-JuH, B ZAFAELEIR A1 45 R,
PR AT AT DA B e A, R A
B AR, F PR DR, 5 R L DY A4 Y
B R S

n; =<Ri, Ri _loc, Starti_loc, Endi_loc>
AR A AT e R G i U 5 RS R R AR a5
%1 PR,

HE 1L R RAREAT RER

BN FEHE IS ) R EARRD (HFRTERR)
o A R B EEHR ST n,

1 AF = Disassemble(F);

2 While not Eof (AF) do

34 v \

4 Line = GetLine (AF);

5 if Line ¢ CMP_Insts {/EAIBR2 75 o ft 4 &

6  n—R;= GetKeyFromPin(Line); // 153 5 {1 & FEIBBEACHG
{773

7« (m—Starti_loc, n— Endi_loc)=GetAddr(Lcur); //#3 A5 Hf)
FRIR A=+

8 n—Ri_loc = GetCmpLoc(Line); /4% F| 548 40 &

9 n; = n; —next;

10}

11 else Line = Next (Line);

12}

13 return n;;

3.2 BMIEES

N T AR FR S AR 2UE R, BRI R A 7
TR BT 8 15 52 B BN ST R R Y 1 R
FH UL 75 B IS AR, i, kg SR B
YR B4 R I T (hR A T Aric SR =R
SR K A 3 S, L PNG B S b — B
HE £ (pac,‘ka‘ge) YRk, BN EE B DURE E 1) O B
SRk P P 5 U A i R X 7 T () O
ROBR AR K g . 8 AT IS A BT 2, BRATTR A
010Editor [ 304 2B RN pfp AT 22 X060 4 N\ SC Ak
ATRRAT, Jo 8 OB 2 19 B4 N SO A AN 2 5 ARG
T L A OO B 0 A% . B A 8 AT DA P B R
SO BB AR . BATE R LA T SRR B
/NER TG, FERGEN S R BT T AR AN [ (95
AR FRAT T B S BRI B AR BT E N A7 A ) DL K
8 ANIE A7 A R AN AT TS SOhR A SR AR A 741 ]
(7R, X BT B AT 3.1 5 P AR B S R E A AL
B, IR 7S R R G R B AR E A B
RE I BT RO AN SRR, e s RS
S NG e A R T R O A,
R AT IR OGN B, AR R A
FRT IR OC B A M R . TR & RE AT

Special Issue & i45it 13

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20194F 55284 55 5

AES 2T R T A K, BATREE LIV 2 5K FE
A5 AL BAR B A — X 2 W R &R S R
R4 R R A (&l 3 FR) A7 6.

Cmp 1

Byte 0

A4

Addr_1
Byte 1

Cmp 2

l
l

Cmp_N

3 Ahis A T R

35 L FRAT T 0 T A 2 SRR BB ST R A
B, R0 TR SR A X e 7 T A 7 2
£ SRR T 6 (ORI, f RN T BT 26, I
FON 2% 245 2 2 5 90 P S o AR R MR M
78 5 S o O T, AR R e A e S
Fy = LA Al B R 197 B 58 2 AR AT R 2

SRTTT 240 BT A — AW 15 A 4T 14D 70 92,
o HE R AT DL N BRI AT VS AT B 15
4 Z A BRI R T Bk R 3 7 F R 33 4T
SR, DR MK 43 AR Ik B8 A 51N YS 4 T

T RSN SCAFIEAT 53 T AT R R, X F

BE T30 A% SRR S BRI X 88 R U, I AS 7 T 4
— AN SCHEEATIS B 40T, LA AFL 4E 3K 51 A 1,
X FRCURHIN id_1 KL, ﬁ@ﬂ‘ﬁ%gﬁﬁi&ﬁﬁ,ﬁﬁﬁﬁ,
IR E] id I T ifiks (5 B s B A e m, K
B A 25 RARAEAE — Tk T R . X T4 0 g% Bk
A5 id 11BN id 2 sre 1, 1IEU1 2.2 /N5
ALK, AFL (19747 53 55 % - BITFLIP. ARITH %%
B A A AT O, AN 2 U
ANSCF S S, B 25 T 7
G BT BeAh, BT IRATHTS fUE Bl R M2 %
ANYG AR T L A O S HE S 1 AE X R RS, FRAT TR
B R R R — A e SR S AU R R,
S FLHEAT A, W SRR I T AR A (DG, WA S

14 % +Z5iR Special Issue

He A i S, UL B A D BEAQ ST
(RS 1 S ML 22 bR AT M BT AN 3T 1038 S T2,
B A5 2 55 S A B AR ST A B K JEE AR — L, th T 20
6728 5 S AT T O 9 4T, T AR K
TR /b 7 %o AR e A () B0
3.3 LTRKER

1 2.2 N TSR E A, AFL 075 5 S0 1R K
(BB ALY, BRI A 2t BT vk B R 2 R e 4 7
(e . T 3R AT (0 T L I 7 S 7 45 B A S
1 o B 7515 0 R o A 3 e B, 3 58Ik A
BT A S PR AT LA B0 (38 57, S ORI
] DA AR TE R A 5, A R, T EL el T
ONT SR 2 B S 5 (S, DR Bt T 2 VR B
BT E MR, B, RO LRI & HEAITE
SHEACED AR R, L3R AT AT LA SR HCHR AL A i o
(R R, 5% NSO o (77 s 2 D L 5% R

R; — (Start;_byte, End;_byte) (1)

4 5L 8 05 MR 4 B8 NSO T R e i 55 R, T
st HE SR PR TR 10 5 1028 S5 SR, 5 D00 SR P VLA S5 1
J7 495, MR S G LT LA A R e 5, A
BRI O I 7 57, 4 LR A BN
BAB. R AT R T 8 i A SR — IR e R
SEELFEANE 4 R Ly

SRTI, BTG AT 4 e B0, 7 AR A
A1\ SC AR AT 1 752 o8 1 e 1 S SSRE 1 s,
I EE S B PR AT 58 31, 5L 0 JLAN N S A
TERRION HHE 25 10 I 16— 5 T v 8 T AR (WL 6 R,
{5 52 B b, S5 T LA\ SRR A 7T LA i B
A5 59 77 T R P A B T B T . DL R
T T RE 7R R T A (8 N SCIE id 1, 3841
SEEUBEHL I 77 20t B HEAT A8 5, SR A T B
T, MR 5 45 RARAE Bl NN dr 48 id 2
sre 1, DA AZAE 545 RH I B R T 2 15 B i
2.2 NEERATAT A, AT AR D S xR T
T — MR R, . 2 id 1 FIFENLAR 5 i B2 58 i, 4k
Xt id 2 sre 1 BHATRENLAR 5, I H LR R KR
ZoA B T 5 AT 25 5L, TR B RT DUARSE TS 54 7
R R A L 1 WS A T 8 1 B R T S
R, B2 BN SO R R 45 (S, X e
HEATEE SRS 5, DLSRTHROMIIN . 20 . 00 2 4

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20194F 55284 55 5

http://www.c-s-a.org.cn

i H AR SN A

BT EARR A 57 H0

Sk 20 b N SO AR S SR

8 Save(F_mutate);
9 (start, end) = SearchtResult(R,);// TE15 & 73 #T1 45 R 8] A
1 Btk &.

1 void Fuzz 10 F_mutate = Mutate(star, end); /5 F 8 75 AT AR 7
2 while Not End of Pool 11 goto7;}
3 F = GetFileFromPool // A\ SCAFitl A B H — AR S A 12 else
4 if HasTaintTrackingResult(F) ==True // ¥ & 75 C 445 2 2471 ¢ 13 Abondon(F_mutate); /U1 F %G 7= AL %15 7 15 ) & 7778
1 F V5 S BT g R, dn SR AL SCAFAEAE, IR 3R B A ST m4y g
Mk 14 else
5 F_mutate = RandomMutate(F); / %} F BT BEHL A 7 15 F_mutate = RandomMutate(F);
6 if FindNewBranchCoverage(){ 16 g(: to7: \ “'\i
7 R, = GetNewCoverageLabel; / 1% F i1 i 42 (K4 5 ,
PR EHIRE R
Byte 0 Addr 1 LR B Byte 0
Byte 1 Addr 3 ) Byte 1
=< ARAEW Byte 2
g 2
AL Byte3
Byte 4
Byte 5
Ex
VT CATIS IO e L
[ N o=y - —>
> Byte N

M4 WA

4 SKEVAY

FAVAE AFL BJEAG b SEBL 7 AR SO ok i 3

1 TaintFuzzy, 36 6 T B 5 JFARFPAFL_2.52 Bl KX
5 MR SCEERET T S0P HTR R IR A TaintFuzzy
pre S)HIHEAT T 24 AN IS LIRSS, 9236 HBRA libpng
i HH ¥ readpng F2I7, UG HIbRAERI A AFL B
png A% 3B R, BUMR 148 2 45N readpng-name.

1 g TS ) B AR SIS HE, B — R
BRI RS I 2R, 55 =310 24 /N A RO 25 7E
HbRFE T N R R I e B AR R, 56 = 21 Bl ik 23 4R
RINEEARIREE, 5 0UF R 5 R 1R, BR8NP
PAT 3 E B AR A EOHE A 2 AT 8 AFL a4 i,
TaintFuzzy_pre #& X} & — NN SO 3EAT V5 55050 B I
IR B, %5 DU4T TaintFuzzy &% N SO BEL%AE

\%
FH RS2 30 PR 10 7 5 MR B 125 S5 e st 2 0 W0 3 . 0
AFL {5230 508 UL % TaintFuzzy [I¥0H X H T DL
i, TaintFuzzy BEARIIAE T — 340 ST %, (H R 165
BRI, BRARTRIE LA RSy SO e LA R T,
oo g B AR BRI TR T 12.26%, 40 %78 25 2 M eHE T
T 7.93%. HEAFERE, MERERA T 2 2,
FAXHRTE A 33.33%. B PR A FE 038 114K 22 5 B0 U
AT Rl L AP 2 a

R BORIEE R (24 M)

SESRE BRI SR AT (%) TPATIHREE

AFL 1093 6 3.28 303.46
TaintFuzzy pre 775 6 2.84 193.17
TaintFuzzy 1227 8 3.54 290.43

AT FAEPAT R P SIN T 35 /i

Special Issue & i4iik 15

© TEREBIK R

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

i E RSN

http://www.c-s-a.org.cn

20194F 55284 55 5

AR, TR Y5 K53 B 00 SR 23 45 1 F 4R AT T BE Ay >k —
ENRER T %, 45463 1 % TaintFuzzy pre W EHE o7
PLE H, MBRA T & — AN N SCHF B EAT V5 sUo BT
SPIHAT T EE DL K 24 /NI BT % AR 7 B AT KR
TR R RA T O SO B AR A
5 F% A5 I BRI 2R 1) 5 2 JE S I AT U R 290.43
sec/s, #HLL AFL HIPAT 18 B2 R FRAIK 12 4%. it n] A
F i, FUE SO 77 w2 A5 2 Bl I 2 D B
R & S N L DA

SR T 24 /NEFZ R RIS, DL R AR IR S
B B 1) AR 40 B B 28, 2 28 52 TaintFuzzy, SE4k &

Max Depths
10
—— AFL
----- TaintFuzzy
8 -
6 -

0 10 20
Time elapsed (hrs)

Depths

AFL B2, HIEHRr DUE ), B T ek 3050 4R
RE{Z B H 2 58, TaintFuzzy &2 R4S AFL X 35
REVERAT, I BAESE 4 /N RLACES 10 /NI {5 7] DA
B th, 5 0] A AR U B2 R 3G, &0 w] DU R i 2
PR R A B, WL 2 Fnk, T TaintFuzzy
FEAE OB I 2% R BT B BT BR A B0 B, IIN T
G563 SUE B AR S U7 vk, DR AE $ e A [R] VR BE
HAT 2R FE P, TaintFuzzy BE% 56 41 HOXT R 1218
S H, Mﬁﬂ?”?ﬁﬂﬁ%?ﬁ?&i%iﬁﬁﬂ@?ﬁ%,
UL FE 5 7 TaintFuzzy {638 I B & 0 7 R DL H T
LUTETCE

\

¥
Max Depths

1400 A AFL

TaintFuzzy

1200

1000

800

600

400

2004 ¥

0 T T
0 10 20

Time elapsed (hrs)

L ES RERRBRARIR R B R AL A L

5 GEHiE $ !

BRI 2 — 05 R X B PR AE BB P 7 4
AT RO 735, A B T — b A5 2525 TR S
P bR SO B R BT B £ 1 R T 38,
F ELISE A5 2507 45 B 1 4006 0 B L ORI T30
Pk R T RO RLE, D 715 AU HT A TR
BRI 1 5 S 1 — B e 1] 4 7 22— P PR
3 1) 25, BRI T L0 B 0 S BRI T R A
H L

16 % it +ZiiR Special Issue

SE 30k

1 Eagle C. The IDA Pro Book. 2nd ed. San Francisco: No Starch
Inc, 2011. 14-31.

2 SharifM, Yegneswaran V, Saidi H, et al. Eureka: A framework
for enabling static malware analysis. In: Jajodia S, Lopez J,

Computer Security — ESORICS 2008.
Heidelberg: Springer, 2008. 481-500.

3 Vostokov D. Windbg: A Reference Poster and Learning
Cards. OpenTask, 2008. 126—141.

4 Miller BP, Fredriksen L, So B. An empirical study of the
reliability of UNIX utilities. Communications of the ACM,

eds. Berlin,

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20194F 528 % 5 5 1

http://www.c-s-a.org.cn

i H AR SN A

1990, 33(12): 32-44. [doi: 10.1145/96267.96279]

5 Sadowski C, Aftandilian E, Eagle A, et al. Lessons from
building static analysis tools at Google. Communications of
the ACM, 2018, 61(4): 58—66. [doi: 10.1145/3200906]

6 Technical “whitepaper” for afl-fuzz. http://lcamtuf.coredump.
cx/afl/technical details.txt.

7 Wiistholz V, Christakis M. Learning inputs in greybox
fuzzing. arXiv: 1807.07875, 2018.

8 Peng H, Shoshitaishvili Y, Payer M. T-Fuzz: Fuzzing by
program transformation. Proceedings of the 2018 IEEE
Symposium on Security and Privacy. San Francisco, CA,
USA. 2018. 697-710.

9 Rawat S, Jain V, Kumar A, et al. VUzzer: Application-
aware evolutionary fuzzing. San Diego, CA, USA: Internet
Society, 2017. [doi: 10.14722/ndss.2017.23404]

10 Schwartz EJ, Avgerinos T, Brumley D. All you ever wanted
to know about dynamic taint analysis and forwardssymbolic
execution (but Might Have Been Afraid to Ask). Proceedings
of the 2010 IEEE Sympos‘iun\i on Security and Privacy.
Berkeley/Oakland, CA'; USA. 2010. 317-331.

11 Li YK, Chen BH, Chandramohan M, et al. Steelix: Program-
state based binary fuzzing. Proceedings of the 2017 11th
Joint Meeting on Foundations of Software Engineering.
Paderborn, Germany. 2017. 627-637.

12 Chen P, Chen H. Angora: Efficient fuzzing by principled
search. Proceedings of the 2018 IEEE Symposium on Security
and Privacy. San Francisco, CA, USA. 2018. 855-869.

13 LiZ, Zou DQ, Xu SH, et al. VulDeePecker: A deep learning-
based system for vulnerability detection. arXiv: 1801.01681,
2018.

14 Wang JJ, Chen BH, Wei L, ef al. Skyfire: Data-driven seed
generation for fuzzing. Proceedings of the 2017 IEEE
Symposium on Security and Privacy. San Jose, CA, USA.
2017.

15 Drozd W, Wagner MD. FuzzerGym: A competitive framework
for fuzzing and learning. arXiv: 1807.07490, 2018.

16 Shoshitaishvili Y, Wang RY, Salls G, e#: |al. SOK: (State of)
the art of war: Offensive techniques in binary analysis.
Proceedings of the 2016 IEEE S’ymposium on Security and
Privacy. San Jose; CA, USA. 2016. 138-157.

17 Béhme M, Pham VT, Roychoudhury A. Coverage-based
greybox fuzzing as Markov Chain. Proceedings of the 2016
ACM SIGSAC Conference on Computer and Communications
Security. Vienna, Austria. 2016. 1032—-1043.

18 Cohen MB, Snyder J, Rothermel G. Testing across
configurations. ACM SIGSOFT Software Engineering Notes,
2006, 31(6): 1-9.

19 Binary fuzzing strategies: What works, what doesn’t.
https://lcamtuf.blogspot.sg/2014/08/binary-fuzzing-
strategies-what-works.html.

20 Cha SK, Woo M, Brumley D. Program-adaptive mutational
fuzzing. Proceedings of the 2015 IEEE Symposium on
Security and Privacy. San Jose, CA, USA. 2015. 725-741.

Special Issue & itk 17

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.1145/96267.96279
http://dx.doi.org/10.1145/3200906
http://lcamtuf.coredump.cx/afl/technical_details.txt
http://lcamtuf.coredump.cx/afl/technical_details.txt
http://dx.doi.org/10.14722/ndss.2017.23404
https://lcamtuf.blogspot.sg/2014/08/binary-fuzzing-strategies-what-works.html
https://lcamtuf.blogspot.sg/2014/08/binary-fuzzing-strategies-what-works.html
http://dx.doi.org/10.1145/96267.96279
http://dx.doi.org/10.1145/3200906
http://lcamtuf.coredump.cx/afl/technical_details.txt
http://lcamtuf.coredump.cx/afl/technical_details.txt
http://dx.doi.org/10.14722/ndss.2017.23404
https://lcamtuf.blogspot.sg/2014/08/binary-fuzzing-strategies-what-works.html
https://lcamtuf.blogspot.sg/2014/08/binary-fuzzing-strategies-what-works.html
http://dx.doi.org/10.1145/96267.96279
http://dx.doi.org/10.1145/3200906
http://lcamtuf.coredump.cx/afl/technical_details.txt
http://lcamtuf.coredump.cx/afl/technical_details.txt
http://dx.doi.org/10.14722/ndss.2017.23404
http://dx.doi.org/10.1145/96267.96279
http://dx.doi.org/10.1145/3200906
http://lcamtuf.coredump.cx/afl/technical_details.txt
http://lcamtuf.coredump.cx/afl/technical_details.txt
http://dx.doi.org/10.14722/ndss.2017.23404
https://lcamtuf.blogspot.sg/2014/08/binary-fuzzing-strategies-what-works.html
https://lcamtuf.blogspot.sg/2014/08/binary-fuzzing-strategies-what-works.html
https://lcamtuf.blogspot.sg/2014/08/binary-fuzzing-strategies-what-works.html
https://lcamtuf.blogspot.sg/2014/08/binary-fuzzing-strategies-what-works.html
http://www.c-s-a.org.cn

