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Data Security Shafing Method Based on CP-ABE and Blockchain

HUANG Sui, CHEN Li-Wei, FAN Bing-Bing
(School of Computer Science, South China Normal University, Guangzhou 510631, China)

Abstract: Data sharing is a powerful way to break the “Data Isolation” dilemma in the era of Big Data and how to ensure
the safe sharing of data is the main problem that we face at present. Therefore, in this study, we propose a DOB
framework by using Blockchain technology and ciphertext-policy attribute-based encryption. The system public key,
user’s attribute, ciphertext, and user secret key of the CP-ABE are stored in the Blockchain databése through the smart
contract and serialization method, and the access authority of the database and the registration authentication dataset are
deployed to implement fine-grained sharing of data. The experimental results sﬁow that compared with the Timely CP-
ABE with Blockchain scheme by Jemel et al, the proposed framewofk, further improves the security of data sharing.
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FI P 8547 USK FH STk, #7 DR J& P4 i 2 %5 3
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DOB HE 4L PR Al 203545 12 A ThRE AT,
SR

@) R A TCEE: W U DO A fE3AT. DO 4l
H—ANZRLIR, & OuEIR A T BB R TY,
AR EARR BB NZ RIIBRNERT], REERA
e EHE 7 81k, A6 7 2 RE1R .
BV 1 RATCHOR
N TOHAE (metadata), HUESEAR R4 (dataset’s identifier)
it 2

if vertify(DO’s account)«<=false then

1.

2. throw;

3. end

4. else

5. typedef a multi-index table \

6. set dataset’s identifier of metadataqgs index
7. serialize (metadata) er .

8. break;

9. ' -

end

«(2) A THRE: BB B DR $44T. DR ARE i
AR BTN 2 REIR T IIEHER &, R &
ey, R IR T, B, AR
ik 2. A ifl o R

N BARHENRIR4 (dataset’s identifier)
ith: JoHdE (metadata)

. metadata<=find (dataset’s identifier)
. if metadata is null then

throw;

else

1

2

3

4. end
5

6 return metadata
7

. end
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1, BRI ke PO, FEE 2 REIR T, &
Ja B E 2 R 5 RV AR DR IFIL

Hik 3 FRAIMLE Ky

BN B4 ky, DO 1 sk ' (DO’s account)
i th: A /RAA (bool)

1. typedef a multi-index table

2. set DO’s account as index

3. serialize (k;)

4. authorizeUsers(DR’s account)=true
5. return true;

6. end

(4) SRBCE Y ky: LA AH DR A BEHUT. ik
PIgh 2 WAE IS AT )UK 7 75 )8 T DR, 45 BE A K

Ty, M2 1B 5%, F IR UERLD), DR AR4E DO 5 rilK 1 44

AR R 2 R G R A Y &y, ﬁu%@aﬂaﬁklﬂ Je M
HA Ky T, SRBURIK i

.
Sk 4. SRR y "

HiN: DO ¥ K (DO account)
Hih: %8 &y

1 if vertify (DR’s account)«=false then
2 throw;

3 end

4 else

5 ki «find (DO’s account)
6 if & is null then

7 throw;

8 else

9 return k;

10 end

11 end

(5) FHML ARG A H: L H AC $UT. AC Bl

A BRI, I K SR BN Rk E
%71, 3K RAAYIF I, FEfsE B R,

Sk 5. PR G AT 0

HIN: RGN (PSK), AC 15 5K ' (AC’s account)
Wtk =S ME

typedef a multi-index table
set AC’s account as index
serialize (PSK)

break;

M

end

(6) JEM ARG A8 HLh DO A1 DR $447. R
i AC W RIK P A BN LRI RN RGAH, &
BRI R G A Y. T, FR BRI

ik 6. SRR G A

A AC F1 R (AC’s account)
it RE N (PSK)

PSK«find (AC’s account)
if PSK is null then
throw;

else

1

2

3

4. end
5

6 return PSK
7

. end

(7) ¥ FIA 8 S0k 3 T DO AT, DO il —
OEZ EESE o 5W&F%u§ﬁ%%%lﬁﬂ’]£%‘?
3], aﬁﬁzwrﬁm LRI R REREL
a1 %7 AR DR JFIL.

B 7. FEINE XK,

N B4 ky, DO 7 gl 7 (DO’s account)
itk A /RAH (bool)

typedef a multi-index table

set DO’s account as index

serialize (k})

authorizeUsers (DR’s account)<true
return true;

A e i e

end

(8) #RHUE kS HEIE R DR A REAT. WA
DU, HESRAEE AT AIK ) AR T DR, %5k
ASTh, W2 R, 35 56 B, DR R4 DO 7 sk
JAE ﬁ?ﬁéﬁ&:ﬂ@?%ﬁﬁl 2R STk, I R AR,
RIS, R, SR
SIS, SR,

Hi\: DO i 5K /' (DO’s account)
i Sk,

if vertify (DR’s account)<false then
throw;
end
else
k), <find (DO’s account)
if &/, is null then
throw;
else

e IR A o

return k),

._.
e

end

—_
—_

. end

9) FPHACH P @ P B5E B DR $4T. DR iz
—AMNERGIEK, € XHP RIS 7B, ¥
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HY sk PR BERNZ R RAOERS, &IEEH -
JEYEF AL, A2 KGR, BIFIREZRTIRKYS
i BRA S AC FFAR.

Ty, W2 1E 5% I UER D), DR ARYE AC 7 mUK )™ 44
BT R R G R AP ], W AR, 32
PP 75, SEBUR I

% 9. RS g ik

Hi1\: DR 1 250K ' (DR’s account), i/ J& 1 (attribute)
it AR (bool)

typedef a multi-index table

set DR’s account as index

serialize (attribute)
authorizeUsers(AC’s account) &true
return true;

N e

end

(10) SREUH @ vt IS5 AH AC A REAT. &
B E = BRI AT 1 MR TSN AC T R, A5 B IEAS AR

Ty, M2 1R 5H%. 35 IRUE R, AC Hi2 45 DR 55 gk 440

EARXT N ) 2 R G R B R P an SR A, e
BUT R B0, SRR,

W10 ISR

i \: DR 5 s P (DR’s account)
Hith: F B (attribute)

if vertify (AC’s account)«<false then
throw;
end
else
attribute<=find (DR’s account)
if attribute is null then
throw;
else

0 X NN kWD

return attribute

._.
=4

end

—_
—

. end

(11) Fr A P 3 4 L5 B AC $14T. AC €1

e 2 CIER T R USaEA S o =2 4
RIERT, S0 P B GIR AN, B2 % b,
SR B B % 3| R R BRSO DR T

O 11 S P R

BN AC i AK 7 (AC’s account), Fi J' %4 (USK)
i th: A /RAA (bool)

1. typedef a multi-index table

set AC’s account as index

serialize (USK)

authorizeUsers (DR’s account)<true

return true;

S e

end

(12) $REUH P #80: IS5 A DR A REAT. &
BN 6 = WAE B AT Y 2 7508 DR 49 L, 45 3R A AR
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Hk 12, R P

HiN: AC FT 50K (AC’s account)
fth: P8 (USK)

if vertify (DR’s account)<false then
throw;
end
else \
USK «find (AC’s account) ‘
if USK is null then.
‘\ throw;
L else :
4 return USK
end

e

= B O

—_ —
—_ o

. end

4 SIS 2R R AT
4.1 IWER

WIHEAE 1 & PCHL L, HEE W F: Intel
Xeon(R) E5-2407 v2(2.4 GHz)8 # CPU, 16 GB N f¥.
E1E 2 4% F Ubuntu 16.04.10 LTS desktop, [X He#EF
Fl BEOSIO “F &5 3%, eG4 KM CHIt Kk, X
F Openssl T B =4, % 50— 5 0E 31 8 AN 25 % A
T T XL M50 1 % A o B0 (Pai}in\g_—Based Crypto-
graphy library, PBC) 8281,

K 6 16 1999 451 11 % 2008 4 12 7 1{A] 4
“130 % [ e W SR 08 58 3 8 o d i 4R 1), ey — A
diabetic_data.csv SCIF, 174 10 350 5% 157
P, BT RS M. . BT E SRR
5 5. MR diabetic_data HUHE A RF 2L, KBRS 08
I 53 R IR A AZ B 52 S PN S R B 43, A
R IR A H SRR AR R S W L R
e B 2 SUREBRRNE, 413% 2. diabetic_data 34 0%
P, Wil 3.

WIUE S AE S, 16 X B X 44 150 8 4 35
A=A AC 1 A5, &A1 SRR BRI A #, ]2
HOEE SR S I0E I e ) AR i, TE R — 3R Byl
47 Timely CPABE with Blockchain 75 %1 DOB HEZE,
A B R AR R U i) SRR AT R MRS S — 3R
TR, BRI R e E RN 5 Rl R R, AR SES
HA 10 i, e Ja A1,
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%1 diabetic_data FdE AN iR AT

) i Byt
title de B AREpr
theme dcat e
description dc R 3 B
Identifier dc B E— ARl
keyword dcat ES;al
format dc i SR AE =C
accessURL dcat Uy Il 2
byteSize dcat LAE/TE AN
license de iR
Rights dc i FBURAS &
Issued de WG R AT I [
modified de I 1B BT )

F# 2 diabetic_data 3455 P S FARIAIC

i B W
account_name string RV SR
Copyrightowner string LA S VEUN
Field string »%&TE%%%U
MD35 string U BRIl

3

es 130-US hospitals for years 1999-2008 Data Set",
ed to analyze factors related to

ases;US",

er 18th,2018 Thursday 20:20:17 CST",

ember 15th,2018 Saturday 15:20:01 CST",

SSURL:"127.0.0.1/medical/datasets/Diabetes+130-US+hospitals
+for+years+ 1999-2008",

years (1999-2008) of clinical
s and integrated delivery networks.
s representing patient and

3 diabetic_data $035 5 TR

4.2 SLWHERK S
42.1 BATHE AT
252G IR, R T A RS Is AT R a4,

1.2

1.0 k.. —— Timely cpabe with blockchain __
—— Our method

0.8
0.6 | ]

04 F—

Time cost in seconds

02 t

0

0 5 10 15 20 25 30
Number of atteibutes

K4 RgiairilasEE

M 4 0T LUE Y, B R MERCR R N, P &
PR SORTF P 1 0 2 1) R/ N IZ T K, A3 — 4

RYLIZATHS [A1Z P 38 0. AHX) T Timely CPABE with
Blockchain 77 %€, DOB HE 42 {125 £ 5532 17 I ] 484 11
T 31.18%, 5B R AL R 814675 VA 2E B SO P
TERERIHE S5 S0, AR GBS AR P2 I o, 1 e B4R
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