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Abstract: Blockchain has the characteristics of decentralization, security, reliability, and immutability,-and has received

widespread attention recently. Merkle tree is the core component of the block, acgounting for more than 96% of the block
storage. It is mainly used to handle the problem of simplified payment verification in Blockchain transactions. Therefore,
choosing the appropriate Merkle tree structure will greatly affect the "performance of the Blockchain. However, there is no
public platform to analyze and verify the performance of Merkle tree under different Blockchain systems at present. In this
study, we propose a set of related performance evaluation and analysis indexes in terms of storage, verification, and build
time. The performance of the Merkle tree of the three mainstream Blockchains of Bitcoin, Ethereum, and Hyperledger is
evaluated. The index'and evaluation method proposed in this study not only provides quantitative data support for further
research on Merkle frees, but also provides guidance for Blockchain practitioners in choosing Merkle tree structures.

Key words: Blockchain; Bitcoin; ethereum; hyperledger fabric; Merkle tree

A\ 2009 4 FLAR Y el i, X HUREREAR N FERL EE . RO AR B A EOR AT BRI 45
NATRIRLES . DX B BE A 5 At A& — 4> 8 B 18 2 A A7 ik EHHEAR, EERNGR RN AN, T
R, R Gk LR P it oA Ui A0 X P RS )/ 415 9 265 2 I (0 5 FL R 00 PE QB B R,

© #EEWiH: HEK B AR AT ETIH (61672480)
Foundation item: General Program of National Natural Science Foundation of China (61672480)
AR 5 : 2019-12-24; AR ] : 2020-01-20; SR I [H]: 2020-02-11; csa 7ELK Hi A []: 2020-09-04

Research and Development ff 73 7 & 237

© EREERREST  hup/iwww.c-s-a.org.en


http://www.c-s-a.org.cn/1003-3254/7528.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.007528
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

2020 4F 529 % 59 1

HArC & A Fmem™, aedng™ ., ghnigt e,
Kl vt re s G e AN, T X B, BT
AR Lo REE . EdE R
Ik SEARGEY SRR, RIS R T A AR @
E e IDTE S

TE X P (B AN X, 2325 9 X He Sk AT IX
B! Merkle B2 [X 44 () 3 M) 30 40, M
Merkle B 172 4 2 X B 1) 32 2 T A, R Merkle B
{1 S B TR LA /N s e X R (1 .

TE X Bk R K R I FE H, Merkle B 1) 45 74 1
FEANWT IR A e A8 . H AT, 290 00 X B A 4 32 B4 L
Refiy CARIM Ak AN, 78 Loy i ep, R A
i1t Merkle W 4544, AR Y57 LR I ) 36 als Bk AT T

WA Patricia 4 11 72 £E ] Merkle Patricia F6" 2 68 2% ik
A0 T AV INHLR AR, R T A Merkle BEAT
Hash i) Bucket #4™Y 45 4. :

AR, AT S X Hel b Merkle B 1454
AR R HEAT 40 B, RIS 13 Merkle #FE0 FALAT
5 55 AT AT 8805 ML 23 W7 45 SR LA I 10 T A
SRR, 5B SR T I A 4

1 XEBE ) Merkle #4445 #) 23 #r
1.1 54 Merkle R£54y

TEVHHHUR S 5 2 24, Merkle & —Fii 2
Kt k. AT 2538 DL BRI 0 7 B A b
5, MR T 7745 25 2 AN A0 DAL 7347 s bR 2 1)

TN WG A5 AR AR 2. Merkle 4 AT DL SEILEREE (1 504, |

T, R I A 5 26 0 H 6 TR i S ey ph )

U 1, BRI T Merkle WHHI% 1. Merkle
B AR B e Hash FHIHET, B Hash % S22 Mt
B9 2 () Merkle i, FE % i 2 2 2

N

[Hash0-0|  [Hasho-1|  [Hash1-0|  |Hashl-1]
A

[ | [ | | | [ ]

1 Merkle R &5#)

238 W7t JF K Research and Development

(1) 7£ Merkle W ) JEJZ, K8 70 B — AN

(2) W79 5B S S5 ET, FAR AT A Hash
HE IR, THEZ T4 5 1 Hash {8

(3) H— ZHEE LR (2), MHAEP A Hash {E (1]
PL—/NF Hash {H. # 5 )i5)Z 1) Hash & 08 5.4, N &
Xt HA Hash i3 5.

M5 R ) AR SR HE, B 4T % Merkle B
TR AT R MR Hash B, BA TR AR
Merkle Root. . \ e
1.2 X$ReEH A0 Merkle %51

7 LUBRRR IR Bhoke b i % ik A0 o 1R 10 O
X Hel 2 G0, 75 Merkle b4 75 % A8 ) ) ¢ - 1552
LR, AT IR A X = FpAS R X BBt & g0
Merkle ¥ ft) 4514

(1) ELRF % Merkle B

TELLEE T R G, XL N X HesL R X Hefk, Hod
X SR U2 B Merkle B84 R, oA, BEAS IXER A R/
2 M, XK R /INE E A 80 AN, BRIk, X Hufk
IR/ T HEA X HRE 96%.

Eb4s T Merkle 45 #4) A% G2 1) Merkle B 58 4= AH
[, anf 1 o, 76 ERARE e, Merkle B 545 50K
RG24 5 1) Hash {4 Kﬁi%ﬂ)ﬂ Merkle
RIS AT AL A, 2 R PRI B Merkle 4, 7]
I 7 4 H BITAT 58 2 78 A2 Merkde #R.

(2) BAK i ) MetKle Hif

W LR SR e, SR UTXO LR HidiE, [k
KL B2 Merkle #  S R, (H 2 BL LAY AR
TR AR Bt rpr, K2 SR K P AL ) g 2 4
) Merkle B 227 AR K B A7l 2 [AITH #E, R HA S &
#. B, 7ELURY % Merkle #3347 B0, ¥t HL
— T BB s 2 Merkle Patricia # #EAT $E 174

Merkle Patricia # faj# MPT, H AR _F &L a4
P 3EAT 3k, SR )5 FE AT Merkle BEBEIT S5 4

TESR G AT M, FEAE SRR B . 19 AN 5 3%
Hil PR KBS, MPT 75 T 2804 10 28 it B 31T 1 &
dE, BT LR LA 5L

® R TPk key B BEAN A I8 IR 9%, 1 20K AT
A1) key HiE4T Hash, $ TG 1) key S4 iH R IR RE

@ AT AR s ), BT B S S
TR ST R T SR R A 4 RS R

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20204F 55294 5591

http://www.c-s-a.org.cn

i H AR SN A

w3 AR AN [E N 2

@ AT HLF AT HAL, ¥ key H B S H0H
17 hex Zifd. R hex Ffd 5, B MNMERKNA
[0-15], A LAMEREAN 43 34T s B 2 B AT

@ AT g IR, LI UL BT R
W RHTE IR

kN b 4 8 U, &G0 R S5 0 1 2 B
. B a, WOt fE RS AT Merkle A EAT S5 G, B
FEA# ) value B 5645 BT A 1715 55U Hash {8, BPAT4
% Merkle Patricia #%.

BIA N
‘1:;;‘;;‘;‘&
1, | N

0[11213]4]5/6]7[8|9]a|b|c|d e |f]|value]
[TTTTTTT T T T

T~

[
LLLLERRRRRRRRR AR ARAE
key value

> 4,5
0/1]2|3]4[5|6]7|8/9]a|b|c|d]e|f]|value
I”'X

////////’

=P RERTRE

!

(I ||||||
=3

<

<

=\

&
A

iy |||||||||||||imm|
ey valu

HH Iiglllllllllll IIIIIII

B2 ok RS

(3) KA ) Merkle #

7 2 e A SR PR K P R R SR AT SR A4, B
PLKI5 ) MPT S &5 4%
T Bucket B! 34T HcdfE 17 6%

Bucket B H SR 4 T Merkle S5 Hash 4l 9
Bl 45 #2140 i, B Bucket A iR _E & — RRE ST
7f Hash & 1 Merkls wow "

Wi 3 FioR, B1-B6 Jy¥4 ) Hash 1, 44Nl
fifi A7 T4 A B2 o B s 0, B A 2 TP 4
FrHES. A — A AT LU — /> Hash {8 %R HORA,
% Hash {E 724l P9 BT A 2008 T 4 252847 Hash 5T
3. BRIKJZ ) Hash R 24, L 22— ZR %1 Merkle B 17
. — Merkle B 15 SO0 RN — 2 n A~ Hash i8¢
Merkle 7 5. Merkle 7 5] Hash fE 2 HRHE1X n M+
A7 U Hash (B VHHE TS, @ x fo7 KAWHE, 5
Merkle B 2 1BL, F T sy ()48 B A B4 B AR 1) Hash 8, BJ
Merkle 2. HH AT DA 58 %2 1Y) Bucket #4.

REAIG, A 2t

Hash0 Hashl

| Hash0-0| Hash0-1 | Hash0-2| Hash1-0 |Hash1-1 | Hash1-2|
A A A A A A

|B1||BZ||B3||B4||B5||B6|

K3 Bucket

\

2 XHuEEr Merkle 9‘%%*%1%«53\‘1%

Eﬁ%’fﬂxﬂim#/\%qﬂluwmw)ﬁﬁ Merkle
P 2 Eﬁ%%%ﬁmﬁﬁ%miﬂ& FIL Gt 1 B P AR LG,
Bgﬁﬁﬂﬁénﬁﬁiﬁbméﬁ (IR AR, A BEZE4T I B
AUE L. AUk, Merkle B A% O fR9 45 1 el S H0 908 4 N
A}, Merkle B ) — /> 25 B2E F /& SPV 30 1IF (52 IA f¥
FASCAIGAIE), B Merkle A% 0] LA B 32 #4403 FE L
RPESUE. R, FEAR SR, FRATT 3 273 #r Merkle #4714
AMZ O A JNEEE R SPV IR 1IE.
2.1 HIRFEA

K36 N 2 Merkle 4 o B M AZ O IR AR, A2 SEEL
X B R 40 P BUE AR N ThRE IR . DRI, BRARAS [ [X
Huik 2 40 Merkle A6 FOACHE S\ 1 B B, 2 B A AN [
X % 22 G0 P RE A0 ) EL ER AR

Xof - HeRE I A ) Merkde #, #%E%ﬁi)\ AN H
i I, 38 E 2 9 Merkle SR HEAT .
] 4 iR, o e K 4, BT R R
il E’KMekl‘e (R LR N — B B £, SRJF I

L FNZ A/ Merkle B A (95 55 3847 Hash 118, BT

FEAHN ) Merkle B

Kl 4 Merkle B A
XF T AR YT H ) MPT, Heddi NS08 i3 R AH X B

BE 2%, Az 0K BAEy: 121 key A, MRFT A

Research and Development fif 72 7 & 239

© TEREBIK R

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20204F 55294 59

MR AR T A A FE 1 B A%, [ I B I AR 4
MPT [P 57 O35 s M, 3 BT key IOME, B
Bl key M Jr 5. Wil 5 FoR, ZmE & ERAT R I T BHE
X N<€1,2,2,4,57 gen’> [ E 1N

\‘—\

\\\;\y‘\v\;}

e

[ 5L
DIIIIIEIBB blcldle |f|value]

M55 & = ) lJ_'T_ T A
|||||||||||||||i||||.| %ke},—\,alE il(lllllllllllli“"”
4,5 gen 23,5\ = 4% Vit

21314|516|7[8|9]a|b|c|d|e|f value
[][]l[l[][]] [

I-!—IITHKITIIﬁ:II I?;!—Hﬁlapllﬂ)i?ll
i{ i key value
i3, 5 Plg 8,9 tag

s MET TTON
ST AR 1 Bucket 4, 445 N\ HO SRR
o AT LR 2 I AL
ml6ﬁﬁzﬂhwﬁm*%ﬁA%mﬁ%m
B BT T

HashO Hashl

Entryl,iH

A

| Hash0-0 | Hasho-1 | Hash0—2| Hash1-0 |Hashl—l | Hashl—2|

|B1||B2||B3||B4||B5||B6|

Entryl
1 6, Buckey hidii \ AL

VT 2R WO H 5, Entry | BAZRGE] B2 o,

G 7E B2 HH R EL TR N B 5 T sk et
6, BglE e mHEy Skt EH Y, &S 8 —
AN Hash #i, Bl EG48 B2 HIME;

* Hash M it R 8l Ja, A #E4T Merkle 5 5
() Hash TH58. i B AU 75 2 0UE 1915 s 31T Hash
TR A AR ST ELEAE ) 7 S 1 Hash
{A. BN 35 2 8 #7115 HashO-1, HashO, Root 7 /5.
2.2 SPV IiE

TELLAHF T A, Merkle 132 Z2E A & 528 SPV 3G IE.

240 72 H K Research and Development

SPV B ik 2= R I {8 147 58 S AT Bk, B X HLBE TR i) SPV
R R WIEREN T G RECEEL ST, 2
X B F 40 T ALE TS shimia 4T 1 8.

1E SPV I AIE A, Merkle = B 52338 &) W AFTE A
IR

(1) SPV 1 1T BT FA) 4275 R FFIBREAR A2 53 1) Merkle
I3

(2) FIH Merkle 73 3 5 A H (1) 52 5 28 i Merkle
R, SAHLE Merkle HRE4T LU, %IEX%EGZ?E fi

ik 7 pos, SPV 155%@@55 L3 HIfETEDE,
TR ET AT 'ﬂ%’}iﬁ)l L3 {3 Mérkle N, EIJ<Hashl—1,
Hash0>77 &, $ )&l L L3 5 Merkle 5> 3 1 ELHI AT
5?(T~‘::\.Root I Ja T L 8 Root FUAS A7 fif i) Merkle
PR TS AR [ J B L3 275 QR AE X Herpr ),

K7 SPV I&iFidfE \
‘sa "—
B F 43T, 3 Merkle 2530 AT 1716 M 25, 3
F n A SR AEHMOX YOO log(n), 7T LUK Kk
m%ﬁ%%%ﬁ%ﬂ%ﬁﬂ%%%mﬁﬁ
ST LA R, TR B B BT SR R

T Merkle #, KL 7E H SPV B UEAI LS TH R GEAH[H):
7E SPV 1 i, W2 FEAEf# | Merkle 1R, 2 J5 AR
JE 14275 ORI Merkle 4332, 183 WG A v 55 A 16 3R IR
Root, & 5 MASHAF 7L 1] Merkle #R3E47 45 DL 22
5y BAFAENE.

X F B KA ) Bucket A 5R UL, BT FF 745 05
A TP IR A5 A, WA A R AR R K B A . R
PSPV B ik, HAMA 75 B AL 4 Merkle 43 3¢, [F}
s B4R Hash Fl i HoAth oo 3R, 23 KO3 & a4k ais
(A0, 38 0 9 2% . DRk, 78 K AR R AR A0 A 4
S SPV AHK HI#RAE.
2.3 MHEERL

MBI A A, AT M T B A

© TEREBIK R

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

20204F 55294 591

http://www.c-s-a.org.cn

i H AR SN A

Merkle # . PLKI5 H AT Merkle Patricia ## LA i 2K
AT Bucke B [1) 45 849 A 2 B4 AE . BRATT 0 A
<key,value>EE{H X} FIEHE, MPT # sf 4 key 1€ Hash
JE KN m, Bucket B HRHAEEANTT RO a A1 R, I
T RANCH C, 4 NERR T 74T, Merkle A%, MPT
A1 Bucket B (4R I 0] 2% 2, 2[R AR LA SPV 4%
B RO R R IR 1 TR,
R 1 AR B TR b

H I Merkle# MPT Bucket #f
NN EIF=P 3 O(logn) O(m) O(log,C)
2 ) 5 2 o@?) o) o

SPVALHT ra 4k O(logn) O(m) ¥

3 sERPERE A Hrdabr it

FEZ AT TAE AR, 3A1 70 M 1 Merkle A EI%S F A1
P A DAL, ZE SRS, B T 2 D A K
Bl MR A7 A SPY SR R 3 ANy T A7 0
5, LAIGIE 2 AT HIBEIR 0BT, S T S i R LA
HSEMERE, TATREE T AHSGIITRRR, 4 5B 3R A5
5, HCAR A7 AT SPV BE AR 5 b
3.1 t9EEtE

57 FE AR MR (K T8 F4. 56 T — AR S 1
SR, A8\ HCR IR IR, 3EAE SR I 1e) JF
87T i Ll P AL 2 At b 7 38 A BN TR0 B 0, B
S PR e SR o — S KO I I ). {ELJ, 7EIX
Yt 2 45, Mg X Be i A2 b A7 2E AR R — o
R 3 5 T 1 AN 58 B HEAT T LM P Merkle

i, HAR 5L R R 5 S A Bt — N2 Merkle, |

W AR LUK R 2 ) Merkle R 77\ X e, (R, 78
A o, BATIR G v A BB Merkle
F g I 1) S 38— 2 1 0 RS [7) Mlerkle B4 (1937 A
32 HERBRERE

VR, Bl FEAN IR Merkle 45 5K (0 50 17 %
H A X e A B2 2 X HL ik 2 G5 v+ 40 S i1 i
i Merkle B 1E 9 [X He b 3 BEA7 ik 10 2048, 36 Lo R )
Merkle H} {177 ff 1 A 6 32 4172 5 B AR 1) 1 [X B 5
W5 L EE .

T Merkle B4R B, 15 S50 H 09K/ 2 BB
Merkle # FIA7-fig /)N B8 275 A Merkle #15 S A7 &
FIAR SR 2 B K. X T AN [A] 1) Merkle #4 4544 5K i3, AH

170 () 4 75 S 7 9 Meerkle B85 0 1 (19745 2408 B A0t
BT S TR 1. RIS T LA 5 S [ 000 ) S 4
Merkle #1045 15OSORIVA B 5K 5 BT R RAEA ] Merkle
AT il .
3.3 SPV I&iE Merkle 9325 S %

wEs 2 WRTIR, XEEEH ) SPV B & Merkle A%
B RS —, BRI SPV BT i H 6 1 B
2 Merkle B fig 4347 10 235 4L R 43

TEHEAT SPV B0 UERT, B 36 QPP AR bR, B
Se 5 Merkle 4832 1075 5080, TS bRas B 16 A 4 140
H P S, AR Merkle 433 2 3 R A P90 4 4 6 1
i, 7 R P LA PE RS 3L, Merkle 43 SO
WA SPV T AN RS, 5 4 ) Merkle 4
S A U T B 4 () 4 Hash J2 5, 0 SPV %
E (I 1) 0. DRI, 76 A S 40T oh, AT R 75 R
FiI Merkle 4332 (9745 580 H K400 SPV B4 (191 %%
RN [ LY.

4 LRSI 45 R 5 50T

FEA S, P I S5 ¥ iE, FIH Merkle B
(A T [H] . Merkle A% ff 97 sS4, B4 TR B2 A0 SPV
55 UE 1) Merkle 433215 sUBCREE— 20 2 H AR AIE A [F]
[X Bk 22 4 Merkle B A < P AE.
4.1 SEHRIT \ R

A, BRAL 2 B AT Jad AN B A B T R
Merkle #, U\d(tj’tﬁﬁlj Merkle Patricia F4 1 25 I A i
(9 Bucket B, A 1 315 B H At R 22 1) B W T B B 4007 S
[l Merkle B, 301 % — (015 5 (Java) % 3 i
W1 45 K 3R AT S B

TERAETTTH, T EAFIERL MPT 454, 3414t
—fE K AR, Gl 8 BTN, FEAR SRS, FATE
BEAL A7 3K, AR T 0 10004 10 000, 50 000
FT 100 000 [FI8EE T, 1% L BEAE T 1) key {ELAS[EH 2 K
AN, KM 4 3] 20 A% value HIE AN & K7D,
KFEM 6 F] 30 A%,

EExt 3 Al Merkle B 4514, HAARI L6 A2 A

1E Merkle 4 1S5, K key Fl value I{EFI <>
FRFER AT A IE, HR— A F R 8. 58 7
7 5 1Y Hash {8, 1E4 Merkle B4 755 £

1E Merkle Patricia A FIS256H, B S0 B XS key (B3
17 Hash 125, ¥ key 4k 16 71 B[ K B AR5 R

A

Research and Development iff 7 & 241

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

2020 4F 529 % 591

FH Hex 4t 7 9mAS, 2 J5 KA MPT B [ A e ks
TN TEEL () MPT #4544,

Ssmlza > DExDgrMLiwe
el ==k PR IKY R TR LGN

K8 Hrdmdetk st

7t Bucket #5256, #52 100 /> Hash fffl, A
WEEREZA 3 AT A K T B E RE L i
F Hash A, {R1UEAF Hash B84 X B % H 2 A
Y5, B A % Bucket #4.

42 LWHER

TEASEIG AT e ekt 3 AR Merkle 1} 224
FIFEAEHEAT 20T, 10,32 19k, 76 Merkle #7764 #7
B, FRATTR FEAR RIS E Sy S AT s 2 () (R FE . B R
FHRY 45 s BRI PR B R AT 3Rk I SE 86, 3% 2
e 3 RARTEAR R BIE AT 3 A [E Merkle 4 45
BT s ASORIR T

2 AR AT s B ()

4k 1000 10000 50000 100000

Merkle# 2001 20004 99938 199750

MPTH} 1709 16455 82491 167670
Bucket#} 153 153 153 153

%3 RO R

45K 1000 10000 50000 100000
Merkle#tf 11 15 17 18
MPTH} 32 32 32 32
Bucket# 6 6 6 “6

M 2 FFETBAEH, 7F 10001 10000 50000 100 000
LR (5 R, Merkle B B0 SO805 %, 4951
42001, 20 004, 99 938 1 199 750 4; MPT 4 A5
5, Bucket AR5 s 80D, 105 154 A

FAE MR, IR 3 AT %1, 7E 1000, 10 000+
50 000 100 000 ZH & 1550 T, Merkle Patricia B ]
PR N 32, Merkle B BIVREE 73710 11, 15, 17 #1118,
Bucket ¥ RS2 6. PRI IL, 7ER B8 FE 7 THI, Merkle
Patricia 4 IR AT Merkle # A1 Bucket #4 7 F
Hyk. FIR Merkle Patricia # F1 Bucket 4 B4 I L #5¢
Fe s, ANl AT R 38 i 3 .

242 i FH K Research and Development

FLUR, i 3.1 AT FTIR, FATiE— 2% 3 MOAS[E] Merkle
B B R R S (B R AT 20 BT . a0k 4 BroR, R T 3 FloAR
&) Merkle #4473 561% 1000, 10000, 50 000 1 100 000
S HSCH P B 2254 BT S TR ().
4 RFEHUBR QI A LA (ms)

G| 1000 10000 50000 100000
Merkle#t 7 42 165 330

MPTH} 71 1043 23184 110663
Bucket#} 2 22 305 1143

f% 4 T LU th, 76 A EBUBRIAEOR T, Merkle
Patricia # 1) Q1 i ] 55 22, 6 KT S A Pl Merkle 45
143; Merkle ARG AT FH1, Bucket 0 G112 7] 52 4.

U fE, T EIFI 3 B Merkle £ {5 SPV 5
. fESEER T, FATH BT 3 F Merkle # ] Merkle
BRAE, W 5 PR,

5 AFEFER Merkle 7337 (1Y)

gt 1000 10000 50000 100000
Merkle# 11 15 17 18
MPT#H} 32 32 32 32
Bucketh 18 108 508 1008

M 5 ATLAE B, 7T LUE IR T, UK Y5 R 2
I A FEAS AU B R 1) Merkle B2 0K FE, MEL 2
T 3 M ARG 35 B B A Z 5. Merkle ] Merkle
BEAR I 6 B R D, HUGZ MPT . Bucket BEHAT
KA Merkle M AH[R] SPV 380E 1) 757817 4t 1+ Merkle
A%, T 1 Meerkle B s SR B B K
43 SWBLES

: 4.2 PR, FEAERETTI, 0 S H R,

Merkle BTl 175 s %, QAT A7 K, o2
MPT #if, Bucket # fT (5 25 [A] e /. I Z BT AOEEL 153
Mrk%E, BT Merkle Patricia 4 F1 Bucket #f 15 % B
Jite i 246 £ 0, o MPT W45 FH /T 28044 5507%, Bucket 4
{87 B Hash i, #CH5 58059/ T Merkle . 5753 75
), MPT B (175 AU 52 5 Merkle MBI

MR ERR BE SR, MPT #4 8 K, Merkle 4, Bucket
HOE R S/ IR 4B, EFAEAE A MPT B
FE AR, B key 1H Hash 1854 16 MK, [H
SR Hex 4, 4 KM HIERIE, Bk MPT Mi% /2
—NAEEBACHIROCIRZ 4 (H2 T key HIKE —E,
BT b LR B2 7K e AN 22 AT 3 K 1T Merkle B4 (9958 32 2
AR log(n), 2= W B 193 211138 11, Bucket
W e RS2 ¥ Hash FRECEAS 23 AR 2028, DAL IE LA (3R

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

2020 4F 529 % 59 1 http://www.c-s-a.org.cn HENRgGNH

FEARVIN, TR B AN 2 BR 0 RS (0 18 o T .

MR AR, [FIAE 2 MPT A4 3 e 18] 5 K
Bucket B [0 44) 3 i 7] f5c . HE LI o 475 00 A oy L ARV
RERR I S B0 B0, T B R B R AT
DAEAE S R 28, MPT WX B TE 1) key #EAT T &
I, X T E G e ) HLR, i e AR A
(B8 42 52 = MPT W 19 22 4k, 5% XA key 3K
Hash {f, 3X —id F2 55 Z AL 2% KA. 1 Bucket A &5
BT Hash fliFHEF F13K Hash, 12 1) Merkle 4 f]
FUBLEL /)N T Merkle B X 75 ZLFEAT 450 (A6 2. DRItk
MPT At 1] G B [ 38 K At 9 o 092

M SPV KFE, 1E 3 Fit Merkle #4 v, o4 i Merkle
PRSI, R AR Z, UKV JEH. FR B BN
FU RS T R 2K A rp X5 EE SRR 92 P B A L 4 A
BIAT, DRI Merkle 47 )4 B2 RAZ AT RZ Merkle B
FRIR FE B IE B ; 17 Bucket #4 i JZ2 & X095 ¥ 1) Hash 4§
sk Hash, Jr LA 5 64T SPV B8 IE B ASMYAY 75 B A% i %
(KU, 7R 75 B Hash H6 R HC AR OB . TR,
15 = Fh X B 5 ) LS TR ROZBOE & T8 AL
B, 8 R A AN E A FE R Bl i ST

5 divE5RE

FEARSCAR, BATHE e 7 LedE i, DK S5 R 2%
MK AIX 3 Ff L X B o Merkle A4 H 5% 25 #4 R A%
OHRAE, R AR Merkle A% (O F A4 PE, 324 T AH
N PEREFR bR, ARG R G0 — 035 = AT T S8, JRiE
177 MM AR AR ORI . S2 36 45 SRR M, Ly
Merkle B 45 14 43 18 B 5E 2 (A7 i 0 #E, LAK Y5 MPT

2K 2 3 PR 22 (VI TR) Y #E, B 20K AR 1) Bucket B )

SPV S8k fe dE. AR SCA AT 70 B A SE B A B R AT HZ
ToRA LA BE 1A, 3 T REATR X Merkle
PRV RF PEATAS A2 %%%Hﬂ-%ﬁ\ﬁ’ﬂ Merkle 1 £ 4], 7E4d
NIIE] ., A7 e SPV BB IE B IS S 4T A AR

S 3k

1 Nakamoto S. Bitcoin: A peer-to-peer electronic cash system.
https://bitcoin.org/bitcoin.pdf. 2009.

2 HhE, WRIE, R, 5. XHVEESOREEA R NI 45 {5
B2 2078, 2017, 3(11): 968 -980. [doi: 10.3969/j.issn.
2096-1057.2017.11.003]

3 5, TORER. XBEEROR K RIVR 5. A3 b4k,
2016, 42(4): 481-494.

4

W

oo

11

12

13

15

17

Sun HL, Hua S, Zhou EC, et al. Using ethereum blockchain
in Internet of Things: A solution for electric vehicle battery
refueling. Proceedings of the First International Conference
on Blockchain. Seattle, WA, USA. 2018. 3—17.

TRMRIA. JE T XCHRBE R FLAEAC 5 F & it S5 S [ it
ARWRIC] AR BT RHOREE, 2018.

ElMessiry M, ElMessiry A. Blockchain framework for textile
supply chain management. Proceedings of the First
International Conference on Blockchain. Seattle, WA, USA.
2018. 213-227. ‘

Swan M. Blockchain: Blueprint for A New Economy.
Sebastopol: O’Reilly, 2015. >

Crosby MA, Pattanayak P, Verma S, er al. Block Chain
technology: Beyond bitcoin. Applied Innovation, 2016, 2:
6-10. [doi: 10.21626/innova/2016.1/01]

Zheng ZB, Xie SA, Dai HN, et al. An overview of
blockchain technology: Architecture, consensus, and future
trends. Proceedings of 2017 IEEE International Congress on
Big Data (BigData Congress). Honolulu, HI, USA. 2017.
557-564.

Wood G. Ethereum: A secure decentralised generalised
transaction ledger. Ethereum Project Yellow Paper, 2014, 151:
1-32.

Cachin C. Architecture of the hyperledger blockchain fabric.
Proceedings of Workshop on Distributed Cryptocurrencies
and Consensus Ledgers. Chicago, IL, USA. 2016. 4.
Bonneau J. EthIKS: Using Ethereum to audit a CONIKS key
transparency log. Proceedings of FC\'2016 International
Conference on Financial Cryptggrapﬁy and Data Security.
Barbados. 2016.195-105.

Szydlo M. Merkle tree traversal in log space and time.
Prb,ceedings of the International Conference on the Theory
and Applications of Cryptographic Techniques. Interlaken,
Switzerland. 2004. 541-554.

Delgado-Segura S, Pérez-Sola C, Navarro-Arribas G, et al.
Analysis of the Bitcoin UTXO set. Proceedings of the FC
2018 International Conference on Financial Cryptography
and Data Security. Nieuwpoort, Belgium. 2018. 78-91.

Dinh TTA, Liu R, Zhang MH, et al. Untangling blockchain:
A data processing view of blockchain systems. IEEE
Transactions on Knowledge and Data Engineering, 2018,
30(7): 1366—-1385. [doi: 10.1109/TKDE.2017.2781227]

Bl w3, GiA0h, KA, & KIEEROR: 80 Kb fe. 1+
ML 23, 2018, 41(5): 969-988. [doi: 10.11897/SP.J.1016.
2018.00969]

Linux. Hyperledger Fabric. https://www.hyperledger.org/
projects/fabric. 2019.

Research and Development fJf 73 7 & 243

© EREERREST  hup/iwww.c-s-a.org.en


https://bitcoin.org/bitcoin.pdf
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.11.003
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.11.003
http://dx.doi.org/10.21626/innova/2016.1/01
http://dx.doi.org/10.1109/TKDE.2017.2781227
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
https://www.hyperledger.org/projects/fabric
https://www.hyperledger.org/projects/fabric
https://bitcoin.org/bitcoin.pdf
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.11.003
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.11.003
http://dx.doi.org/10.21626/innova/2016.1/01
http://dx.doi.org/10.1109/TKDE.2017.2781227
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
https://www.hyperledger.org/projects/fabric
https://www.hyperledger.org/projects/fabric
https://bitcoin.org/bitcoin.pdf
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.11.003
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.11.003
https://bitcoin.org/bitcoin.pdf
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.11.003
http://dx.doi.org/10.3969/j.issn.2096-1057.2017.11.003
http://dx.doi.org/10.21626/innova/2016.1/01
http://dx.doi.org/10.1109/TKDE.2017.2781227
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
https://www.hyperledger.org/projects/fabric
https://www.hyperledger.org/projects/fabric
http://dx.doi.org/10.21626/innova/2016.1/01
http://dx.doi.org/10.1109/TKDE.2017.2781227
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
https://www.hyperledger.org/projects/fabric
https://www.hyperledger.org/projects/fabric
http://www.c-s-a.org.cn

