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Dynamic Searchable Encryption Scheme Based on Semantic Grouping

WANG Ze-Xian, WANG Xue-Ming
(College of Computer Science and Technology, Guizhou University, Guiyang 550025, China)

Abstract: Searchable encryption scheme supporting dynamic update has become a research hotspot to meet the needs of
users for dynamic update of cloud documents. However, most of the known schemes update the index structure by the
direct insertion at the tail, which leads to the leakage of the relationship between the newly added keywords and the
document. Therefore, this study proposes a dynamic searchable encryption scheme based on semantic grouping. Firstly,
the balanced binary tree is constructed as the index structure, and the number ofinodes is reduced by semantic grouping
for search efficiency improvement. Then, in light of the idea of parti?ion matrix, virtual keywords are added to the matrix
to ensure the security of update. Finally, the security of the scheme is-analyzed by formal proof.

Key words: searchable encryption; multi-keyword sorting retrieval; dynamic update; balanced binary tree
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