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Survey of Entropy-Based Network Traffic Anomaly Detection Methods

LI Rui, ZHANG Lu-Qiao, LI Hai-Feng, LIU Kai
(College of Information Security, Chengdu University of Information Technology, Chengdu 610000, China)

Abstract: It is an essential means to detect and ;nalysize the abnormal network traffic in network supervision. And it is
also an important research topic in the field of network security management. At the beginning of this paper, we discuss
some types of abnofmal network traffic, and point out some problems while using traditional anomaly detection methods
in network traffic anomaly detection. And then, we specify the latest research achievements of anomaly detection
method based on entropy theory which apply information entropy, relative entropy, and active entropy theory to detect
abnormal network traffic. Finally, we conclude some problems of anomaly detection methods based on entropy theory
and the direction of improvement.
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