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Abstract: For the privacy leakage during the data collection of fog-assisted smart grids, thiS'study proposes a novel
privacy-preserving data aggregation scheme with fault tolerance. Firstly, the BGN homomorphic encryption algorithm
and the Shamir secret sharing scheme are combined to protect dafa. privacy. At the same time, an efficient signature
authentication method is constructed based on the elliptic'curve discrete logarithm problem to ensure data integrity. In
particular, the scheme has two fault-tolerant measures. When some smart meter data cannot be sent normally or some
cloud servers fail to work because of attacks, the scheme can still perform aggregate statistics. The security analysis
proves that the scheme meets the security requirements of the smart grid. The performance experiments show that the
proposed scheme has bétter computational and communication performance than the existing schemes.
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Hz(id,-||V,»||R,-||P\pub‘?i)Z@?ﬁﬂ. o M|, C¥s B ML Ik Hhy ; €
Zy AENFN Ry , I idal, ; 45A.

/ }Jgﬁi’m : B R Lys W I H(id;, Pes, Vi, Wiy cis ti b3 )
HI R, AW (id;, Pes, Vi, Wi e, t) I, C B S K B (id,
Pes, Vi, Wi ciu 1) & BAFE T Lz ™. WHRAFAE, CH¥ Lzt
MR hs i = H3(idi|| Pesl Vil Willeill)IR [R1 25 AL £5 10, CRf
BENLIEE hs ; € Z; AF NFNFR Ly, FFiR Al hs 25 A.

CreateSM; & ) : % K Lgy; 8 76 HGd;,vi, Vi, ri R,
si, ) R, MAT ISM; Fid; B, C 1 ek 75 (idy, vi, Vi,
risRi, s 1) 5 T AFAE T Loy . W RAFAE, CHELs pri )
G (Vi RYRFIGA. TN, CHHAT BT i 2

1) tnid, # id;, CRENUERR v;, 1, by i € Z3, 1TV, =
ViP, R; = riP Mlls; = vi + riha;, B JG 53 0¥ (id;, Vi, Riy hoi)
A (id;, vi, Visis Riy i) 75 NS R Ly M Lsyi, e JaC K
(VisR) IR I 25A .

2) i, = idy), CHENEL 51, ho o € Z7,, THELY; =
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VviP, R; = aPHls;P = V; + Rihy,, BEJG 5354 (id;, Vi, Ri o)
MI(id;,vi, Vi, Li, Ry, si, i) FEANIN R Ly M Lspgi. 505 C 4%
(Vi,R) IR 25 A.

ExtractSM;# ) A WSM; Mid i, C 1 Sk 2
idiMid] 7 5 A IR, Pk A, B0, CRte & e
2 Ls i P W idi, vi, Vi ris Ry i), I 86 (ri, 3,7 32 8]
@HA.

Signcrytion® Wi: H{ A NEIEm; 1, C 1 B
id;*ﬂid,'%’::?*g:%-é. WIERASE, CHENLIE B ei, ho s, € Z5,
e, = gM xy M gV Wi = wi PRIV, = e;P — (hyiR; + h3 ;W;),
Bt J C 53 5Kk (idy, Vi, Riy Ppubs ho)) F(id;, Pes, Vi, Wi ciu i,
3 MENINE Ly MBIV Liys. TS5 CHE (Vi Wi cieint)
R gE AL A, CHE A T7 22 1 BE € T A A2 B 3
(Vi, Wi,ci,ei, 17) FFIR [FI45A.

Designcrytion B 4 AKINE Le;h, CH SR
id i, S T AR SOATS, Wkt it 7, C A A
77 % BE 8 IR AR 5 BT

Dhid: ALLSM; id it FF 4 1 5 S0 (Vi, Wi i ein i),
Hor:

eiP=Vi+hyRi+h3;W; (26)

CH R & id Mid, & A5, WIRARSE, JEaksh
B, FeF 22 X B HPY CEERBA [ (04 75 R H,
AT LU H A RO SV, W eqel, 1), FTAS:

e/P=V; +h’2’l.R,~ + h3 ;W; 27

R 26) IR 27) T
(ej—€)P=eP—¢'P
= Vi+hyiRi+h3 ;Wi —(Vi+ 1 2R; + h3 ;W)
= (hai—h'2)R;
= (hyi—h2))aP _ (28)
R, CHfi o = (o~ iy ) (ei — e Jo B B 2
BS MO H0 B (ECDLP) R 7 2.
P I3Mr: T VAl Bk C e oA [ ot 2k 2 #ons
HiFl J (ECDLP) FIALH, BEAT 1 LAR 3 AMRAE:
O1: TEAT ExtractSM;F Designcrytion & W iLF& 7,
CASEIE iR
Oy AT LR E WIS id; Flid] FH 5.
O3 AhIGE AL L.
A DA B4R, WA 38 43 i e PriOg] = (1-
1/qu2)?*9 « Pr{02|01]1 = 1/qu2 MPr{O3] O1 A O2] =€,
H g qeMqasr MFRH B WIRE . ExtractSM; &

86 R4 ¥ System Construction

WIR B Designerytion 2 ) L. [, C fif ok v 54 h
2 B HON R /B (ECDLP) L PO A O A O3] =
Pr[03|01 A O2]1Pr[02|011Pr[O1] =€ 1/qua - (1 = 1/qp2)%* 9
AR e AT 2 1], Bt AR Pr(O A O2 A O3]
FE AT U TR, AELIX 55 0 5 28 25 50k S5 IR K 1) A AH
. IR A BOL, WS FTE 7 R R & AT hig .
4.3 WitBrath

ARTDRUE B 7 S 1A 2.3 WA Ayt B
b, BIBRAAME . SE B i}\iE‘rﬁug%%ﬁ.

BeoRAME s 7R B Wi B B, Bictim, 8L X (10) hnss
RS FLA %K 19 BGN 25 3¢. BGN Jil %5 503 ki W 78
?ﬁ%ﬁﬁ@%ﬁ?%%)‘(ﬁéﬁ@“”, R % SOl B
BT B, th I 7E 2 U 1) Py AR 4 S 7E s
I 3% B D B ATL & /2 B TA ISE*MEEEE‘J,WI;ZE@%%%
SIS 0 0 D B WL R LA B 38 Sy = gy o Ve
FImmi; JE HARSE 22 B Rk, SRS &2
RBEZhd A M55 4%, B CLBL G 35 J0 ik A AR % phy it
TR . R, 25 SCR 3R 2 18 2 = 1. b, A T7
G % S B [ AS VEAE 2571 SO0 3% S AT R A A,
TEG 1S LI A7 55 71T A SRR — A [ R
R, 11 CS A 58 IR & Hds i th 2 SR A 3
Wi, VRS 1 — P IR AR, BRI, Brig n &
BA BRI Thae.

56 B Eﬁ%ﬁ‘]%ﬁ(%&iﬁ%ﬁ-iﬂ&%éﬁﬁﬁi,
SM; Fl FN 43 5 A BT 25 A (Wi, e) Rl (Wew, ern), FN
R CS 2 i AT B0 AIE. e B 1 T 61, AT
Tt % HA Re O s A BB T 4, — BRI
o B R B, L R A S AR R
B 5 S Re i R B 1) S B

INIEME: 7E 77 REEM BB, SM A FN B IHE
B CS #HTHAE, BEJE CS B8P L TEMN K
Ty B SEAR DLEUE B SEAOR AL, 46, s 1 ]
1, AT AR B B 3 # AN B O A R % 5, I HLAE R
& W B (di, Vi, Ri, Wi, civei 1) Fl(idpn VEn, Ren, WEN,
Cy.epn.t)™, SM F1 FN 5 b iR B & fE H 1, SM
Al FN 7] LGl 56 (13) AR (16) 2 5 A PAE
BRI TT R 5 A ESEAR. R ik, B 7 A IEE.

AEEPE: FEOLEE 3.6 Y.

5 PERED T
AR SEYIE4TAE Intel Core i7-5500U CPU @2.40
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i H AR SN A

GHz, 8 GB RAM DL X 64 fii Windows 10 #:/E KRG
SEACAS LN . SR T O R A JPBCE,
WE B p| = gl = 512 bits, |N| = 1024 bits. 1% & I
B2k E R P25 p Mw#l N 160 bits. A T 47 R
AT SR RE (BLFETH T AU AE ), e

SIS RS WG AT IZ . BCC m iz BRI BE £k 55 1k
ST TR, ARBAFAELI 5519 FN, BN %75 5
FN N AN EREHREE SM. 32 2 B H & B B 32 24541

F 1 MKIBEMIZITHRIA

. . e L S . FFiR i I} ]
B A ST 5 SR [22-24] BEAT ELEL. N T D SEE AR TTT Py ﬂﬁ;ﬁ@ﬁ P 9?;15)
> S YIS B S 2N b ¢ 418 .
%, J\“%EX 1000 it 2h 53 El’J?i’/J{E B A4 i 15 A, T PG EH TR 0.062
AT S5 A ] T AN T R R A T, BEG, bR i iz 51 1301
5.1 HEFFY Tsm ECC I ftr i aeikia i 0.384
N N o . P . T, y [
05 SR BRI M T 1 R, ’ wptrxis s LN 163
N . - -
2 MBI ¢y
i% B EN B HOR R AW B TEN- B B
THRR2] 4T, +2T,, (5n=3)Ty +(n—2)Tp+ 5T, (4T, +2T,)l
CHR[23] AT, +2T,, (3”‘211@"' n+ 1)T,,:—2Te BTy +Ty)I+Ty+T,-3Ty
3‘(?@?[24] 3T, +2Tp+ T+ Ty A‘ ‘ 2m— DTy +2(n+ DTy +2T, QTp+Tyu+Te)l
SIS 3Te+2Tim+Tgn \ - (n=1DTp+Bn+2)Tgy QT +3T g+ Tyl

™ »

2 JER Tl AN R A SR B SM BT
B S . 760k [22] T, SM AT I R 4
B4 SRS R 2 YO IRVEIE B 260 [23] T,
SM HEAT I3 NS 4 B0 4 VRBE 38 508 B 2 ol
aRyLIE B, TR SCHR [24] R, SM BEAT INEE F125 44 7
3 B IR RS, | B LIRS, | B L RIS
BRI 2 OWZ B XTE . 2R SCT7 v, SM AT
BRI 4 3 B LR MO S, 2 B LSRRIz
11 X ECC brEgeikia s, mE 2 Al 40, A5 R1E
A B A BT .

60

50

40 |

30

fif ] (ms)

B17

20

SCHik [22] STk [23] STk [24] A&
VES

2 BRI BOH ST X L

3EIRT 4N RAEBIE R AW B FN 1 H T
BT EAB I, B EEAS EN R 200 4~ SM. 7E3CHR [22]
o, FN BEATROE T 2 3 O BAREUS. 3n- 2008

FIRIEIE T A + 2L MR 1B 5. FN A% SR
A B 4 T AT 2n — LRIRILIZ BRN 2 IRFE LS 5
TESCHR [23] H, FN AT IAIE R En + 1O ZE HEBCXTHE
HRI2(n— D) IRHE LIRIEIE S, FN RE % CHRE 1 Ik
FiRBOEE AR R ERVEIBE, FN B4 T
| RABHGS 5. 45 CHk [24] P, FN B0 0ER B &
Uity B RS S, T AT 2n O M FE X I8 5, FN #E4T
WA 7 22 2 RO T S X 38 35\ F N 3R 5 8 S0 2
2(n - 1)U EFRIKIESE, FN S T3 1 B
RIS B ARSI R FN AT E R 4
3n+@ U ECC Fhi BI85, FN 4 8 30 5 %
n—AHEE EaRE . I 3 WA, AR S0 AR iR
fibh 3 Fh 7 A B T E R AR L 3 R R A
7 A% PG [ il 2% b 3l vk s S AR B BN FERT HIXL
LR B

B4 R T 4 N7 RESEMEN B CS IHETT
BT EE I, R CS T 20 A FN. 1E3CHR [22] H,
CS HEATHOAE 75 2 3 IR MO e 5, 1 52 % SCHae
D REE RS A 1 KON MR IE L E ST
R [23] 1, CS FEATHEIRUE TR 2+ 1) I ML XS i
AN - DUREE FRLIE 5, A HSCHEEI- IR
FIRVLIE S, KR SO T B 1 B RARSUE L 1
SCHR [24] Hh, CS BEATIRAE 7R B 2 KWL ML XHE 5,
PR B SCROE T OB B AR BOS SR 1 VORE B R
B IEARLTEF, CSHATRIETRE 3 IR ECC iR
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BIEIZ S, R T SO 5 L 2 OO B AR BUE A
1 O Eafeikiz B, & 4wy, e e G £ AT
XSS, AT RAEBEH BT ST A 82/ T HAd 5 5.

6500 o s )
6000 F -2 y:;E}{;m]

L SR [24]
5500 e
5000 r

4500 F
4000 F
3500 T 4
3000 AT
2500 f e
2000 | T
1500 [ o
1000 [ 4 "
500 F

0 C 1 ! ! ! L ! ! L
20 40 60 80 100 120 140 160 180 200

CLELES

K3 Bl R G BO HOT R

1 500 =~
1400 F — ok (22] :
1300  -=- LA 0
100 TS i 2 y

KT g
1ooo | §
1000 F i
900 |
800 |
700 | _
600 |
500 - o)
300 o e
200 » L | et
100 ¢ ..;ﬂ.:;;.n ..... f—

IZATIF ] (ms)

A (ms)

817

0 2 4 6 8 1.01.21.41.61.820
4 AN
K4 Bl p Bt I 0T B

52 BIEFFHH

AN BT SM A FN 2 181D b FN Al CS 22 1]
@S 8. G,Gy,
1024 bits, 160 bits, 160 bits, 1024 bits 1 2 048 bits. {
W B[] I A R BRI 2 160 bits, ARFIR]ER AN B 43 10 K
4552 64 bits F1132 bits. ‘

5, AT SMAN FN 2 18] (3845 FF 4. 7630k [22]
W, SM RIEAS BACT, V,, T4 FN, HRCT; ={c1i ),
(c1i,c2:) € G, V; € GRIT; =2 I [H] 8%, LB BIE A5 TF 8 N

|CT;| +|T;| +|V;| = 3136 bits. £k [23] H, SM KiEAE
'E‘{IDTD,]JU;CU,U-U IJFN ﬁqj(cu,O',j)EG IDTD *[]

157 A2 G 0 PO )KL DR G, BB BUE (S R N
|Cijl +1omijl + UDrp, | +11;j| = 2144 bits. 7ESCHR [24] o,
SM F FN 5 856 58 B R 58 BOAIE, R R #5% BUH B
Aug 9 32 bits, SM [7] FN KIE{PS 14, Atra, S ig pes—1a}> 35
s i8pes—td € GHIPS (g2 S %I RIS i8pes—1d| + |Augl+

88 R4 % System Construction

Z Zn, Zya T T0 2 K 53 Tl )

IPS 4] = 1088 bits. FN [f] SM JKIE{ID pn, Att .S igpes—fn}
SERANE, 23 TS ig pes— fal + At pnl + 11D 1| = 1088 biits.
W, SM RIS BAci, PS . Ti,o)) 8] FN, Hrhe; = {ci,
¢}, (cit,cin, o) € GRIT T I (A 8. Z i FL il 5 FH 4 N
leil + ol + T + |PS 1l = 3168 bits. K1k, HFr BB A T
B °N1088 + 1088 +3168 = 5344 bits. £ A X EH,

SM R i%45 Blidy, Vi,Ri, Wi, ciyei,ti} ) FN, Firhe € G,

(Vi,Ri, W) € Gy, e; € Z),, idiFlt; 73 3l 52 B A FH I [R] 8K, A
I, b B {E T ﬁﬁﬁlc# Iell+ltz|+|td|+IV|+
|R;| +|W;| = 1760 bits.

LUK, 7B EN AL €S 2 J7l E‘Ju*%%ﬁ FESCHR [22]
th, FN Rk BICTG.T) 5 CS, HHCT = (C1.Ca),
(€1,6) € G, o ={U,V}, (U,V) € GAIT JEIN T EK. DAL,
WY B3 15 TF 85 N |CT) + |o| + |T.| =4160 bits. 7E L
Wk [23] 1, FN Ri%&15 BAIDEs,, Ci,out:} 3 CS, Hop
(Ci,0) € G, IDgg Mt 53 752 5 4 AR, PRk, efi
BOBAS JF4H Aol + |6 + |Cil+ |IDEgs,| = 2144 bits. ££3C
Wk [24] W, FN J3%45 BAc, PS 14, ID 4, T, 0, } £l CS,
Hie={c.e2}, (cr1.c2,0f) €G, PS g MUDy, 7& 53, T /2
I IA)EK. D51t S B A5 85 T S5 A Il + Lol + 1T+
IPS 1al + Dy = 3200 bits. fEA LT & H, FN KiE(F
B (idpNVEN,REN, WEN, Cyrepn, 1) B CS, HHC,eG,
(Ven,Rrn.WEN) € G, epn € Z5, idpy At 53 5l 52 B 4y F11
(AT P I s A Eﬁﬁﬁ%%ﬁﬁﬁﬁlc |+ |VEnl+
|RFN| +|Wenl +lern| + il + lidpy| = 1760 ‘bits.

9 5 BT Tyl N7+ R AT ) 85 T T L
%m. YLE PN SR B LB E] 40 A, BA FN T
SM K5 L6385 100 4. & 5 T LRI R Bt A5
Ji R EABAR @A A M RE TR DR AR ST R
AW [52] phy 28 o s B AT 25 4, TR RS /K R, gk

R 5 2 RS, A R 8 AE AR,
x107 ik [22]
25 ¢ . R (23]
: ik [24]
2 20 | | ESWES
2
[].H 1.5 |
s
& 1.0 |
ﬂ
S 0.5
I
FAT A

5 EEITHERTEE
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ARSCHR M TR T 5 U S e R AL DR B Al
RETTRE, T RITWHE S T BGN RN 5k
AN Shamir FA#E 3L 5207 S0 O 1 2 RS RAE, A A
V] P 2 125 RO 80 i) REUA 3 v 28 ) 2 44 AR SR PRAIE 2K
P e BN, I Hazor RSBl T IR A R . 2 At
IIHTUE B T %07 G006 A R R FL I 1 22 4 R PERE Y
Bl 1% 05 S B AT BAR A T AR T4

S 30k

1 TKEE, EHOE, sk, P E R R MR RS I R G R
P 5, 2021, 49(5): 180-187.

2 ZFMS, EHG, FIER, . (RBRAL R RE T H R BT 7T 5
H B RGEEML, 2021, 45(24): 10-21.

3 Li BB, Lu RX, Xiao GX, et al. Detection of false"data
injection attacks on smart grids: A resiliencesenhanced
scheme. IEEE Transactions on Power Systems, 2021.

4 Lu WF, Ren ZH, Xu J, et al. Edge blockchain assisted
lightweight privacy-pfeserving data aggregation for smart
grid. IEEE Transactions on Network and Service
Management, 2021, 18(2): 1246—1259. [doi: 10.1109/TNSM.
2020.3048822]

5 Ming Y, Zhang XY, Shen XQ. Efficient privacy-preserving
multi-dimensional data aggregation scheme in smart grid.
IEEE Access, 2019, 7: 32907-32921. [doi: 10.1109/ACCESS.
2019.2903533]

6 Song JC, Liu YN, Shao J, ef al. A dynamic membership data
aggregation (DMDA) protocol for smart grid. IEEE Systems
Journal, 2020, 14(1): 900-908. [doi: 10.1109/JSYST.2019.29
12415]

7 Sui ZY, de Meer H. BAP: A batch and auditable privacy

preservation scheme for demand response in smart grids.

IEEE Transactions on Industrial Informatics, 2020, 16(2):
842-853. [doi: 10.1109/TI1.2019.2926325]

8 Xue KP, Zhu B, Yang QY, et al. An efficient and robust data
aggregation scheme without a trusted authority for smart
grid. IEEE Internet of Things Journal, 2020, 7(3):
1949-1959. [doi: 10.1109/JI0T.2019.2961966]

9 Wang XD, Liu YN, Choo KKR. Fault-tolerant multisubset
aggregation scheme for smart grid. IEEE Transactions on
Industrial Informatics, 2021, 17(6): 4065-4072. [doi: 10.1109/
TI1.2020.3014401]

10 Lyu L, Nandakumar K, Rubinstein B, et al. PPFA: Privacy
preserving fog-enabled aggregation in smart grid. IEEE
Transactions on Industrial Informatics, 2018, 14(8):
3733-3744. [doi: 10.1109/T11.2018.2803782]

11 Bi MN, Wang YJ, Cai ZP, et al. A privacy-preserving

14

17

20

21

22

23

24

mechanism based on local differential privacy in edge
computing. China Communications, 2020, 17(9): 50-65. [doi:
10.23919/JCC.2020.09.005]

Pan BF, Zeng P, Choo KKR. An efficient data aggregation
scheme in privacy-preserving smart grid communications
with a high practicability. Complex, Intelligent, and Software
Intensive Systems. Cham: Springer, 2018. 677-688.

Li SH, Xue KP, Yang QY, et al. PPMA: Privacy-preserving
multisubset data aggregation in smart grid. IEEE
Transactions on Industrial Informatics, 2018, 14(2):
462—-471. [doi: 10.1109/TII.2017.272T542]

Boneh D, Goh EJ, Nissim K. Evaluating 2-DNF formulas on
ciphertexts. I{roéeedings of the 2nd Theory of Cryptography
Conference. Cambridge: Springer, 2005. 325-341.

Menezes AJ, van Oorschot PC, Vanstone SA. Handbook of
Applied Cryptography. Boca Raton: CRC Press, 2018.
Shamir A. How to share a secret. Communications of the
ACM, 1979, 22(11): 612-613. [doi: 10.1145/359168.359176]
Liu JK, Yuen TH, Au MH, et al. Improvements on an
authentication scheme for vehicular sensor networks. Expert
Systems with Applications, 2014, 41(5): 2559 —-2564. [doi:
10.1016/j.eswa.2013.10.003]

Ren XY, Qi ZH, Geng Y. Provably secure aggregate
signeryptionscheme. ETRIJournal,2012,34(3): 421-428. [doi:
10.4218/etrij.12.0111.0215]

Li FG, Khan MK. A biometric identity-based signcryption
scheme. Future Generation Computeg Systems, 2012, 28(1):
306-310. [doi: 10.1016/j.future.2010.11.004]

Pointcheval D,“ Stern "J. Security arguments for digital
signatures and blind signatures. Journal of Cryptology, 2000,
13(3): 361-396. [doi: 10.1007/s001450010003]

De" Caro A, lovino V. jPBC: Java pairing based
cryptography. Proceedings of 2011 IEEE Symposium on
Computers and Communications (ISCC). Kerkyra: IEEE,
2011. 850-855.

Wang ZW. An identity-based data aggregation protocol for
the smart grid. IEEE Transactions on Industrial Informatics,
2017, 13(5): 2428-2435. [doi: 10.1109/T11.2017.2705218]

Li X, Liu SP, Wu F, et al. Privacy preserving data
aggregation scheme for mobile edge computing assisted IoT
applications. IEEE Internet of Things Journal, 2019, 6(3):
4755-4763. [doi: 10.1109/JI0T.2018.2874473]

Wang HQ, Wang ZW, Domingo-Ferrer J. Anonymous and
secure aggregation scheme in fog-based public cloud
computing. Future Generation Computer Systems, 2018, 78:
712-719. [doi: 10.1016/j.future.2017.02.032]

(BT T 7 At

System Construction 4t &4 89

© EREERREST  hup/iwww.c-s-a.org.en


http://dx.doi.org/10.1109/TNSM.2020.3048822
http://dx.doi.org/10.1109/TNSM.2020.3048822
http://dx.doi.org/10.1109/ACCESS.2019.2903533
http://dx.doi.org/10.1109/ACCESS.2019.2903533
http://dx.doi.org/10.1109/JSYST.2019.2912415
http://dx.doi.org/10.1109/JSYST.2019.2912415
http://dx.doi.org/10.1109/TII.2019.2926325
http://dx.doi.org/10.1109/JIOT.2019.2961966
http://dx.doi.org/10.1109/TII.2020.3014401
http://dx.doi.org/10.1109/TII.2020.3014401
http://dx.doi.org/10.1109/TII.2018.2803782
http://dx.doi.org/10.23919/JCC.2020.09.005
http://dx.doi.org/10.1109/TII.2017.2721542
http://dx.doi.org/10.1145/359168.359176
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.4218/etrij.12.0111.0215
http://dx.doi.org/10.1016/j.future.2010.11.004
http://dx.doi.org/10.1007/s001450010003
http://dx.doi.org/10.1109/TII.2017.2705218
http://dx.doi.org/10.1109/JIOT.2018.2874473
http://dx.doi.org/10.1016/j.future.2017.02.032
http://dx.doi.org/10.1109/TNSM.2020.3048822
http://dx.doi.org/10.1109/TNSM.2020.3048822
http://dx.doi.org/10.1109/ACCESS.2019.2903533
http://dx.doi.org/10.1109/ACCESS.2019.2903533
http://dx.doi.org/10.1109/JSYST.2019.2912415
http://dx.doi.org/10.1109/JSYST.2019.2912415
http://dx.doi.org/10.1109/TII.2019.2926325
http://dx.doi.org/10.1109/JIOT.2019.2961966
http://dx.doi.org/10.1109/TII.2020.3014401
http://dx.doi.org/10.1109/TII.2020.3014401
http://dx.doi.org/10.1109/TII.2018.2803782
http://dx.doi.org/10.23919/JCC.2020.09.005
http://dx.doi.org/10.1109/TII.2017.2721542
http://dx.doi.org/10.1145/359168.359176
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.4218/etrij.12.0111.0215
http://dx.doi.org/10.1016/j.future.2010.11.004
http://dx.doi.org/10.1007/s001450010003
http://dx.doi.org/10.1109/TII.2017.2705218
http://dx.doi.org/10.1109/JIOT.2018.2874473
http://dx.doi.org/10.1016/j.future.2017.02.032
http://dx.doi.org/10.1109/TNSM.2020.3048822
http://dx.doi.org/10.1109/TNSM.2020.3048822
http://dx.doi.org/10.1109/ACCESS.2019.2903533
http://dx.doi.org/10.1109/ACCESS.2019.2903533
http://dx.doi.org/10.1109/JSYST.2019.2912415
http://dx.doi.org/10.1109/JSYST.2019.2912415
http://dx.doi.org/10.1109/TII.2019.2926325
http://dx.doi.org/10.1109/JIOT.2019.2961966
http://dx.doi.org/10.1109/TII.2020.3014401
http://dx.doi.org/10.1109/TII.2020.3014401
http://dx.doi.org/10.1109/TII.2018.2803782
http://dx.doi.org/10.1109/TNSM.2020.3048822
http://dx.doi.org/10.1109/TNSM.2020.3048822
http://dx.doi.org/10.1109/ACCESS.2019.2903533
http://dx.doi.org/10.1109/ACCESS.2019.2903533
http://dx.doi.org/10.1109/JSYST.2019.2912415
http://dx.doi.org/10.1109/JSYST.2019.2912415
http://dx.doi.org/10.1109/TII.2019.2926325
http://dx.doi.org/10.1109/JIOT.2019.2961966
http://dx.doi.org/10.1109/TII.2020.3014401
http://dx.doi.org/10.1109/TII.2020.3014401
http://dx.doi.org/10.1109/TII.2018.2803782
http://dx.doi.org/10.23919/JCC.2020.09.005
http://dx.doi.org/10.1109/TII.2017.2721542
http://dx.doi.org/10.1145/359168.359176
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.4218/etrij.12.0111.0215
http://dx.doi.org/10.1016/j.future.2010.11.004
http://dx.doi.org/10.1007/s001450010003
http://dx.doi.org/10.1109/TII.2017.2705218
http://dx.doi.org/10.1109/JIOT.2018.2874473
http://dx.doi.org/10.1016/j.future.2017.02.032
http://dx.doi.org/10.23919/JCC.2020.09.005
http://dx.doi.org/10.1109/TII.2017.2721542
http://dx.doi.org/10.1145/359168.359176
http://dx.doi.org/10.1016/j.eswa.2013.10.003
http://dx.doi.org/10.4218/etrij.12.0111.0215
http://dx.doi.org/10.1016/j.future.2010.11.004
http://dx.doi.org/10.1007/s001450010003
http://dx.doi.org/10.1109/TII.2017.2705218
http://dx.doi.org/10.1109/JIOT.2018.2874473
http://dx.doi.org/10.1016/j.future.2017.02.032
http://www.c-s-a.org.cn

	1 预备知识
	1.1 BGN加密算法
	1.2 Shamir秘密共享方案
	1.3 困难问题

	2 模型与目标
	2.1 系统模型
	2.2 安全模型
	2.3 设计目标

	3 具体方案
	3.1 初始化阶段
	3.2 注册阶段
	3.3 数据收集阶段
	3.4 数据聚合阶段
	3.5 数据解密阶段
	3.6 容错处理阶段

	4 安全性分析
	4.1 安全属性说明
	4.2 安全属性证明
	4.3 设计目标分析

	5 性能分析
	5.1 计算开销
	5.2 通信开销

	6 结论

