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Abstract: As the detection result lacks interpretability, the Android malware detection is analyzed in terms of
interpretability. This study proposes an interpretable Android malware detection method (multilayer perceptron attention
method, MLP_At) comprehensively using the multilayer perceptron‘and attention mechanism. By extracting permissions
and application programming interface (API) features from Android malware, it performs data preprocessing on the
proposed features to generate feature informationy and multilayer perceptrons are utilized for learning features. Finally, the
learned data is classified by the BP élg;)rithm. The attention mechanism is introduced in the multilayer perceptron to
capture sensitive features ana generate descriptions based on the sensitive features to explain the core malicious behavior
of the application. The experimental results show that the proposed method can effectively detect malware and the
accuracy is improved by 3.65%, 3.70%, and 2.93% compared with that of SVM, RF and XGBoost, respectively. The
method can accurately reveal the malicious behavior of the software and can also explain the reasons why samples are
misclassified.
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SCHR[39] 314 0.966 0964 0964  0.968
AT 154 0.991 0.992 0.982  0.987

352 ARUT AR

M WL Android % & B 5000 Ik BURE AR, X
MLP_At J5 i #HAT SR, Wk 7. 38 8 Fizn. N T 5
BRI R, A SONE & SR i B A R EAT
Vi B, AT RRRE I S5 SR SR 8. D 1 i B S0 45 S o iy fig
B 4 — A LR PP 4 VA 28 9 8 R ik, A ST B
Adrd 1 Geinimi Z A Adrd B AR FR A
A SIEGTILE B Android ¥4 W1 7, MEP_At %
i 5 G (B READ_PHONE STATE; RECEIVE_
BOOT COMPLETED; LocationManager.requestLocation-
Updates; HttpURLConnection.getRespo-nseCode;
TelephonyManager.getSubscriberld), J4 i AH M i &
M (1. Collect IMEI/IMSI/location; 2. Activate by BOOT;
3.Collect phone status; 4.Query URL data (colle-ct SMS);
5.Write external storage) fl:% & 47 A ik (Start with
system startup, collect info on the device and send it to
remote server over the Internet). MLP_At 4= il H& =AT
IR AT DLIE 2 MR RE Adrd REAS A 28R T B
AN, TR RR Aded B EAT e Uk &
JEBN, B EmHTIAT B CRIAT N, STUE B KIE

RE AR 55 & IXANEE RS ASOT A i iR — 2, FTRLA

ARSI AT N d A A A R

Geinimi ZXRAE & 5t JH 2 &), fi e 5 A A 3%
SMS ¥ B, e 4 LA S BIF il Internet ¥4 H &
BN IRSS 3. K 8 LA t, MLP_At it F i
JUANAS 847 (URL.openConnection; SEND SMS;
READ PHONE STATE; RECEIVE_ BOOT_COMPLE-
TED). Geinimi #£4%, 342 BAH RLJIE X (1. Access the
Internet; 2. Send SMS message; 3. Collect IMEI; 4. Ac-
tivate by BOOT) Fll B A7 AR (Start with system
startup, send SMS message to premium-rate numbers,
collect info on the deviceand Send it to remote server
over the Internet). MLP_At £ IS EAT MRt 53K 7
i Geinimi ZX [ B AT — B X HAREE T Geinimi
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DR B A 1 J5 A

PR AN TR . FH R e 8 1 40 2K, i AR 45 MLP_At
AT RERE S5 SR A B e T O A iR o0 2. BRI 28
P8 AN B A2 2% Airpush AT AntiVirus. 7] LA 8
HE 3, AntiVirus N HRE PR SLEA T— LL AT BE AL
FRAN APL, SHUE#IA BB A, S2br b, B R
{5 FH AU APT FIALRR 1) N B R G 3 L . £ IX P i
LR, MLP_At fRAE IERA X 7 % 2 8, RN B R
Gi N AR PP B 5 0 R AR A R R A AT O 3T
MR 4) 21 Airpush FEA, MLP At ¥4 A it
AT 17 % By SRR 5 MLP_ At 5 1 JS He
2|§E"Jﬁﬁiﬁ%%ﬁﬂ@%?ﬂ]ﬁ%”é?’ﬂ%%ﬁﬁ#, FECE
FERE AR R 43 Iy B, JE— 25 T3l AW M RE A,
KIL Airpush HUB R Apk SR AR B T 2
AT & AT, 33 App HEAT E AT A 2 Loy Jutk
A, TR A R AE.

TEG B FEA H F R 60 MNMBREFEA, IX LA
WA NG L. 575 A Adrd. GingerMaster
Plankton ZCJ o 53k 20 AN EAT 50 UE A SCI T 7 %
MLP_At A R, BeAMEY MLP_At 5 Drebin #4T
XL, ARG SR 9 Bk,

% 9 Y7R Drebin, AN VAR ST HIRHIELE X
IR, Drebin A& il — S HEAFE, 7E GingerMaster HHH£HL
(119 545 . NotificationManager.cancel /< [T A2 (T fi]
X, 7F Fakelnstaller 9 Intent.action. MAIN [F]FE 34 VLR
ST MILP S P S W 205 2374 2.

4 “Lhip

AR R4 MLP_At (35572 K##% Android
3 FFEFP I3 247 9. MLP_At 7E Android % 2 5K
I SEBL T A O HERA Y, IR P 23 SR BUR 2 1 e
BREME, A B RE S R R RSR AT N, E
ff T — N L FHAR P A A O B A T AR E TR 2 A
FERBRER. Horp 2 —RE IR 5. — L fER APL AN
BUBR AT fe 4 F T R SRR e o Uk 2047 (4 H 19, L
U0 0 RGN FE 7. T REAE 1) 00 A0 R v
— ANERHIPk . AR 5 b R Rl e A A TR
&, 55— NP M A R A 1R AT NS
BRI A R T DO AR TR A BRI AT A, I
TE 258 J5 N 30A 0 3 DLk 5 A . SRR
PEAE B B DEX SO — AN B0 i A (1 28 g 128
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ARG, I S A AR, LI G sh 2 73 A, JEBI7 R
BT R, BN T b, thARME S 42

MG ok RGP B BTN

ARG B TE B 22 P 2%, 7E3ZHL Android PR
o B BT S T, KLU0 B &S A 20 M, o BN 4z i

AT AR AR,

R W BEAEA A RRNEL

Sample Key Features Semantic matching Description generated

READ PHONE_STATE (1) Collect IMEI/IMSI/location

RECEIVE_BOOT COMPLETED (2) Activate by BOOT . ‘ .
Adrd LocationManager.requestLocationUpdates  (3) Collect phone status Start wnh. system startup, collect info on the device

HttpURLConnection.getResponseCode (4) Query URL data (collect SMS) and send it to remote server over the Internet

TelephonyManager.getSubscriberld (5) Write external storage

URL.openConnection v ",',

READ PHONE STATE | -

RECEIVE_BOOT COMPLETED (1) Access the Internet Start with system startup, collect info on the device
DroidDream T T (2) Collect IMEI/SMS/location J d

HttpURLConnection.getResponseCode (3) Activate by BOOT ' and send-it to remote server over the Internet

READ_SMS g L ¢

WRITE_SMS \

URL.openConnection 4

SEND SMS 8; IS\:;(?SSS;? Se :3;:22;2 Start with system startup, send SMS message to
FakeDoc READ_PHONE_STATE (3) Collect IMEIL premium-rate numbers, collect info on the device and

RECEIVE_BOOT_COMPLETED . . send it to remote server over the Internet, keep

HttpURLConnection.getRespomeCBde ) Acilvakte Ey BOOT running in the background

WAKE_LOCK g | (5) Unlock phone

URL opegofipection (1) Access the Internet Start with system startup, send SMS message to
Geinimi SEND_SMIS (2) Send SMS message premium-rate numbers, collect info on the deviceand

READ PHONE _STATE (3) Collect IMEI Send it to remote serve’r over the Internet

RECEIVE_BOOT COMPLETED (4) Activate by BOOT

URL.openConnection

READ_PHONE_STATE (1) Access the Internet Start with system startup, collect info on the
GinMaster  RECEIVE_BOOT_COMPLETED (2) Collect IMEI deviceand send it to rem(;te server over the Internet

HttpURLConnection.getResponseCode (3) Activate by BOOT

telephony/TelephonyManager.getSubscriberld

URL.openConnection .

IS{IIEEiDDiiII\J/IgNE STATE (1) Access the Internet Send SMS message to pre@urﬂﬂate numbers, collect
Kmin RE CEI_VE SM S_ (2) Send SMS message info on theidevice, and send'it to a remote server

RE ADisl\ZS (3) Collect IMEI/SMS . ov‘:.‘r the Iflternet

WRITE_SMS ' B

URL.openConnection \ :

READ_PHONE_.STATE (1) Access'the Internet Collect info on the device, and send it to a remote
Plankton Hp UBLConnectlon.getRespor}seCode (2) Collect IMEI/SMS/location server over the Internet, keep running in the

LocationManager.requestLocationUpdates () Unlock phone backeround

WAKE_LOCK i

ContentResolver.query N b

URL.openConnection

READ—PHOT&E—STATE (1) Access the Internet Collect info on the device, and send it to a remote

HttpURLConnection.getResponseCode (2) Collect IMEI/SMS/location ’ . .
SMSreg R K server over the Internet, Send a notification as a

LocationManager.requestLocationUpdates  (3) Unlock phone system

WAKE LOCK (4) Notify the info

NotificationManager.notify

URL.openConnection
SendPay READ_PHONE_STATE (1) Access the Internet Collect info on the device, and send it to a remote

URLConnection.connect (2) Collect IMEI server over the Internet

HttpURLConnection.getResponseCode

SEND_SMS

READ _PHONE STATE (1) Send SMS message Send SMS message to premium-rate numbers, collect
Iconosys READ_SMS (2) Collect SMS info on the device, and send it to a remote server

WRITE_SMS (3) Unlock phone over the Internet, keep running in the background

WAKE_LOCK
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Sample Key features Semantic matching
Landroid/content/ContentResolver;->query (1) Query URL data (collect SMS)
Airpush android.permission. INTERNET (2) Access the Internet
(Malicious) Landroid/app/NotificationManager;->cancel (3) Cancel notification
Landroid/telephony/TelephonyManager;->getNetworkOperatorName (4) Collect network operator name
android.permission. INTERNET (1) Access the Internet
Landroid/app/NotificationManager;->cancel (2) Cancel notification
AntiVirus Landroid/content/ContentResolver;->query (3) Query URL data (collect SMS)
(Benign) android.permission.SEND_SMS (4) Send SMS message
Landroid/telephony/TelephonyManager;->getNetworkOperatorName (5) Collect network operator name
Landroid/app/ActivityManager;->getLargeMemoryClass (6) Get per@pﬁl‘ication memory
#9  MLP_At 535 o
Sample Drebin MLP_At (4 30757%) ST
INSTALL_PACKAGES READ_PHONE STATE
URL.getContent REGEIVE_BOOT COMPLETED
Key feature  TelephonyManager.getDeviceld ~ LocationManager.requestLocationUpdates (1) Activate when the mobile
URL.openConnection HttpURLConnection.getResponseCode device is booted up
Adrd NotiﬁcationMana'ger.,cancel - TelephonyManager.getSubscriberld (2) Access the Internet and
(1) Install packegé (1) Collect IMEI/IMSI/location download components
Semantid @ Get data from the Internet (2) Activate by BOOT (3) Steal some info and send
matching " (3) Collect device ID (3) Collect phone status to remote server
(4) Access the Internet (4) Query URL data (collect SMS)
(5) Cancel notification (5) Write external storage
RECEIVE_BOOT_COMPLETED URL.openConnection
TelephonyManager.getDeviceld READ PHONE STATE
Key feature  TelephonyManager.getSimSerialNumber ~ RECEIVE BOOT_COMPLETED

URL.openConnection HttpURLConnection.getResponseCode

NotificationManager.cancel

(1) Steal info from the device
(2) Send info to remote server

telephony/TelephonyManager.getSubscriberld

(3) The malicious service is

GingerMaster

(1) Activited by BOOT : \ .
1 trlggered when the device
. (2) Collect device ID(IMEI) (1) Access the Internet A
Semantic finishes a boot
. (3) Collect ICCID (2) Collect IMEI -
matching . %
(4) Access the Internet (3) Activate by BOOT \ \ >
(5) Cancel notification \ A .
Intent.action. MAIN SEND_SMS,
Send SMS READ _PHONE_STATE
SEND_ SMS RECEIVE_SMS
Key feature .
android. hardware . telephony = READ_SMS
]
send Text Message . TelephonyManager.getNetworkOperator
. phony gerg P (1) Send the premium SMS
READ. PIEIONE7 STATE WAKE_LOCK .
Fakelnstaller = (2) Receive commands from
. (1) Send SMS to toll number
. . a remote server
(2) Get phone information
. (1) Send SMS messages
Semantic (3) Send text messages to toll numbers and
. . (2) Collect IMEI/SMS
matching delete text messages without the user’s
(3) Unlock phone

knowledge
(4) collect info on the device

SE 3k
1P B 245 B . B 47 Yo B LR 4% Ok R R L
Gtk . JbE: P E BB ML S bk, 2021.
2 IDC. Smartphone market share. https://www.idc.com/promo/
smartphone-market-share. (2021-10-28).
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3 Chen S, Fan LL, Meng GZ, et al. An empirical assessment of
security risks of global Android banking apps. Proceedings
of the 2020 IEEE/ACM 42nd International Conference on
Software Engineering. Seoul: IEEE, 2020. 1310-1322.

4 Chen S, Su T, Fan LL, et al. Are mobile banking apps
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