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Abstract: Anomaly detection system plays a significant role in cyberspace security and provides effective protection for

network security. Regarding complex network traffic information, the traditional single classifier is often unable to ensure
high detection accuracy and strong generalization ability at the same time. In addition, the anomaly detection model based
on full features is often disturbed by redundancy features, which ziffects the accuracy and efficiency of detection. To
address these problems, this study proposes a feature selection and ensemble learning model based on average feature
importance. The decision tree (DT), random forest (RF), and extra tree (ET) are selected as the base classifiers to establish
a voting ensemble model, and the average feature importance of the base classifiers is calculated based on the Gini
coefficient for feature selection. The experimental evaluation results on several datasets show that the proposed model is
superior to the classical ensemble learning models and other well-known anomaly detection ensemble models. The
proposed model can improve the accuracy of the ensemble model by about 0.13% and save about 30% of training time on
average.
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# 6 CICIDS2017 BHE4EE R fE 200 45 51

Bk ACC (%) Precision (%) Recall (%) F-measure (%) Time (s)

SVM  89.17 88.90 89.17 88.72 68.616
KNN  98.78 98.81 98.78 98.79 2.844
RF 99.23 99.24 99.23 99.23 0.815
DT 99.59 99.59 99.59 99.59 1.062
ET 99.21 99.21 99.21 99.20 0.609
XGBoost  94.71 94.83 94.71 94.67 7.944
LightGBM  99.23 99.23 99.23 99.23 1.818
Proposed  99.66 99.66 99.66 99.66 2.469
27 UNSW-NBI15 & HHF S 45
Hik  ACC (%) Precision (%) Recall (%) F-measure (%) Time (s)
KNN 80.97 93.15 77.75 84.76 1.389
RF 90.03 99.06 86.17 92.17 1.239
DT 89.67 98.11 86.50 91.94 1.132
ET 89.54 98.92 85.56 91.76 0.499
XGBoost  89.87 96.83 88.00 92.20 1441 |
LightGBM  89.89 98.87 86.12 92.06 0.717
Proposed  90.06 98.62 86.61 9223« 2855
Al
‘ 1 L ]
# 8  MIX AL g 2
Hik  4acc (%) PBrecision (%) Recall (%) F-measure (%) Time (s)
KNN 99.17 90.17 99.13 94.44 2.923
RF 99.13 89.18 99.83 94.20 0.125
DT 99.92 99.25 99.64 99.44 0.078
ET 99.89 98.46 99.97 99.21 0.113
XGBoost  99.84 98.32 99.41 98.86 0.129
LightGBM  99.90 99.37 99.16 99.26 0.141
Proposed  99.93 99.09 99.89 99.49 0.202

ct dst sport Itm s 0.020 9
ct_src_Itm s 0.021 9

N 63 8 PR, 1E4r Bt 3 Fh A 42 2047k
i, RGP LR TR HEZ DT, RF, ET 7£ L&
4 MNREFEFRAR P AR LT KNNL SVM 2548 g %
SOIAL AN, T AT R A DT RF. ET 2K
AR AT AR, BT LR F 2 R AT UM, RIS 2
HHLARBLAY KNN FI SVM A B, AT B ()t B J2 B 4
DA S o 25 AR ] T AR SCE B BIR 3 Rl T 48
R DT. RF. ET {E NSRS R8s A & 2
FHIERA . | \

5 DT RF. ET Z b3k ¥ 5 (KRR 11 Ay 3t 4y 25
58, R A S A R 7 S0 ST 4 R, 4
PRI 72 K9 HRb ik ) e, L AL LA
VN E L I E Sis S
RF. DT. ET. A SCHEH 8 B RY L  RAF 1R

oI5, A0 il 3 AR SRR A S5 2.3 9
RFAE 6 5 7 105 AT T 38 R A B B O B R R S %
23k 22 SIS A3 AT, B E UNSW-NB1S i 45 1 B 4
FRAE S MEBIE A 0.8, CICIDS2017 Al MIX i 411
B AR B RE N 0.9. 4T CICIDS2017 $ifE4E,
AR M RFE 4% T 38 MFIE, %FF UNSW-NB15
HAm A, MTARHE PO T 17 MRRAE, XFF MIX 3L
a5, WITERFIEFES T 7 AMRFIE. HARTR IR IE K
ARSI ) P R I S B PP B 31 S B,

smean
sload

rate

sttl

teprtt

dttl
ct_srv_src

e 0.023 4
s ().024 2
s ().026 9
s ().029 2
s ().029 3
s 0.031 6
s (0.032 1

RHIE

ct_srv_dst s (),032 4
dbytes mess— () 036 5
trans_depth se— (037 |
djit e— (.04 1
is_ftp login
ackd at

xServ

0.058 7

0.0713
0.1133

0.174 8

ct_srcidport_Itm

by 0 0.02 0.04 0.06

»

0.08 010 0.12
PR REAE AR5

0.14 0.16 0.18 0.20

K3 UNSW-NBIS #4847 MR 5 2t

XfT CICIDS2017 #5454, SEE 45 RNk 9 Pk,
Fep254s RF. DT ET DL RAR Bt L i Il 2Rt ) AH LG
FRAE LR 2 W 4656 7 16.2% 56.2%+ 38.1% Al
39.65%. [Alf, RF. ET LA AL A R AS FE AR 1 gt
— DR T, S BB TE & N R AR R ARIA B T B
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XF T UNSW-NBI1S ¥ 4E, suie 4 R ansk 10 B,
520328 RF. DT ET LARCAR U2 (1) )11 2t (] A EG
FREEFERT 0 B4 5 T 30.2% 40.7%- 24% 1 33%.
[FfF, DT+ RF LAJAE AR TE 2 A Fa b b R Fir
Tt B RIE ACC 1 F-measure $8Fr _Fik B &4k,
1E Precision 5 Recall ¥a8¥r I, W5 ek A ZE T L.
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i H AR G N H

Fwd IAT Std
Flow IAT Min
Fwd IAT Max
Total Backward Packets
Subflow Bwd Bytes
Total Fwd Packets
Max Packet Length
Fwd IAT Min
Packet Length Variance
Down/Up Ratio
Total Length of Fwd Packets
Idle Max
Fwd Packet Length Min
Bwd Packets/s
Fwd IAT Mean
Min Packet Length
Flow IAT Max
Total Length of Bwd Packets
Subflow Fwd Bytes
Fwd Packet Length Max
act_data pkt fwd
Bwd Header Length
Packet Length Std
Fwd Header Length.1
ACK Flag Count
Subflow Bwd Packets
min_seg size forward
Fwd Header Length
Bwd Packet Length Max

<!
1

PSH Flag Count '

Packet Length Mean

Bwd Packet Length Mean
Init Win_bytes_forward
AVg Bwd Segment size
Bwd Packet Length Min
Init_Win_bytes_backward
Average Packet Size

Bwd Packet Length Std

s 0.007 5
wen 0.007 6
s 0.007 9
memms (0.008 6
s 0.008 8
s (0.009 2
0.009 6
0.009 9
0.009 9
s 0.010 1
s (0.010 2
s 0.011 1
s 0.011 6
0.012 1
0.0123
0.012 6
0.012 6
s (0.012 7

s (0.015 6

s (0.018
s (0.018 2
s (0.020 5
s (0.020 9
s (0.021 9
s 0.022 4
s (0.023 1
| —— ().027
s (0.028 8
0.034
0.0372

0.050 1

0.054 8

0.062

0.063 7

0.064 4

o
e
=}
s}

0.04

0.06

0.102 5

0.08 0.10 0.12

PR AE AL PR

K 4 CICIDS2017 4 V- ¥ p i B 2

Packet Length Mean mmm0.042 6 T%ﬁﬁﬁ T 1& E’JTZE}{‘ %J&*%iiflic *D Recall *b
Packet Length Min s 0,052 8 br Fis 3] T B, 7E Precision ’3 F-medsure a5 L5
Src Port s 0.070 1 S B RS L 3
g Ste IP m—0.078 7 \

Flow Bytes/s mummmmm 0.079 1

Packet Length Max msssssssssssmm0.207 1

-
Ea ‘U‘NSW-NBIS BRI 1 J5 LB 45

ﬁ‘?ﬁi ACC (%) Precision (%) Recall (%) F-measure (%) Time (s)
RF

Flow Packets/s mu— . 304 -} 90.08 97.83 87.36 92.30 0.865
N ol 02 - LT ™ DT  90.26 96.76 88.65 92.53 0.671
qzi,j%{EEE @%\ = ET 88.94 97.63 85.83 91.35 0.398
Proposed 90.36 97.23 88.36 92.58 1.914
&l 5 MIX é&zﬁ%ﬂf?iﬁﬁﬁﬁﬁr
F 11 MIX BUR R R 5 s g 1
*9 CItIDszol7 REIEIE 5 SRR 45 R B ACC (%) Precision (%) Recall (%) F-measure (%) Time (s)
Hik  ACC (%) Precision (%) Recall (%) F-measure (%) Time (s) RF 99.11 88.94 99.89 94.10 0.107
RF 99.58 99.57 99.58 99.57 0.651 DT 99.93 99.47 99.66 99.57 0.064
DT 99.59 99.59 99.59 99.59 0.500 ET 99.89 98.57 99.89 99.22 0.105
ET 99.56 99.56 99.56 99.56 0.377 Proposed  99.94 99.22 99.89 99.55 0.164
Proposed  99.74 99.74 99.74 99.73 1.490
JE FH - S5 R A B VR AT R AR TR L S, R4 2R ER

XFTIRA 1) MIX $d 4, Sea 2 Rk 11 s,
By KA RF. DT ET LA RCHE R (1)1 2RI [R] 4 L
FRAEEFE AT 2 4G T 14.4% 17.9%. 7% 1 18.8%,
Horp, DT MAE U AYAE Z AN Fa bR b RO R BUAH LU ARFAIE %

RF. DT. ET FIASCHE H 6 B B ks ff B A8 4
61 8 Fin. X 3 ANASF B 4, 75 46K 2 Hpi
TR, J TSP SRR AE 25 S (0 R AE 348 4% 7 V2 AT B 0
AR AR (R
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99.2 | H H
99.0
RF DT _ ET

Bk
DM BT MRS
K 6 CICIDS2017 F¥s SR iE ik B al o ki s

Proposed

90.5 .
90.0 +
$ 895
S
Q 890t
88.5 + H
88.0
RF DT .. ET Proposed
Hk P

CRHIE AR A e IE L
7 UNSWENBIS HOi S i 16 5 01 0 1

100.0

99.8

99.6

ACC (%)

99.4

99.2

99.0 |_||_|

RF DT ET
Sk
ORHESFENT AL
B8 MIX Hofis G F L i £ i 5 A
Rt PR R TR AR R ET R, 12 o T

Proposed

SR T A R O PERELL L. B A5 ST PCAL |

5 AAE [ 4 T B WL AR PR A B (PCA-RF)ZML JE TR 1

AL B B (R HE AR B BB Y (Tree) ™). 3k T2 4k 4540

il 2R B AR AL (MBFSEM) ). CICIDS2017

A UNSW-NBI15 #l 45_EVPAl A [R5 45 R e s 7

129, MR EIR, 5 BB AR > i

VERIEE, A SCHE H B AR 25 T FE b 3504 B SR A
K12 5YuTSdE R 217 R HE (%)

PCA-RF®™ 9960  99.60  99.60  99.60

CICIDS2017 Tree™  99.62  99.62  99.62  99.62
Proposed 9974 9974 9974  99.73

MFFSEM™! 8885 9388 8044  86.64

UNSW-NBI15 Tree™  89.67 9137 89.67  89.92
Proposed  90.36 97.23  88.36 92.58

ACC Precision Recall F-measure
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ity BIRSIG g5 B, A SCHR H I RRIE IR B 7
YR RERELE CRRR RS BE B0 RIS, 1548 $hAT I T), IR B 4%
TEIE B 7 vk B s, 123 S AR R R B )T )
PERE, BT WA ML 5 S B KNNL SVM., £
BB R ST XGBoost. LightGBM. JE )25 38
RF. DT. ET LA SGRE HER By S By,

4 Rei5EE

AL T*ﬁ%??ﬁ%ﬁi%ﬁﬁ@%ﬁlﬁiﬁ%
FHEE A ST A, ﬂ%ﬂfTﬁiﬁlﬂlﬂl%@)\'ﬁ)ﬂiﬂd}. AT VG
I N RN Gt £E 3 AN A [F] K dhs 48 vhonf AT
A4, CICIDS2017 UNSW-NBIS il MIX ¥4 |37
7 R BV O 4 S W), MR (R FE AR T LR 2
AL 2 ST | 2 o A R STRRARY % S b 1) S o A
WAL RS P Ah, P 4 R AiF B B R RR R I 32
VLR W AT AR I RN [R], Rt — P iR m A R
HER . RRAE L ), S ORI HERf 26 0 sl i — D4
7 0.08%-. 0.30%-. 0.01%, H.IlZit a5 50 7
39.65%- 33% FH 18.8%. Klith, ASCHTH5E T~V 4Rk
B R IR I BN AR 52 ) B AL R 8 A 2GR ) S+
W, N4 R AE R AR .

TEAR KM TAE A, AT DLk — 3B 240 A 7] 4 & 1)
fiE 2 18] B AH LS RF B B AN R &R H AT, FEANRRAE 20H 4
FB AR AT DA R AE B4 52 1 A R SR, i X 4% 1) S
HBOR T AR B 2 R A (R0 T L 2 )
TEANE W 4% )2 b e 4 7 23 IR B is 4, Bl 5 72 %
/I\KEE‘JH&%E%iﬁﬁﬁﬁﬁiﬂﬂ. AR, mrLL 2 EE T
*ﬁ%\ﬁﬁtﬁ@iﬂlﬂFﬁﬁﬁt%%ﬁt%?‘i&ﬂﬁJﬁ%%%ﬁ%
HIREZH, SR AT — S e fb 8, 3 — 20 il i
HE PR S 5 R U A 2R P ) A5 SR
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