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Security authentication access control in LAN environment
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Table 21 Ccmparison of Widely Available B02.1x/EAP Authentication Protocols

802.1x/EAP Mutual

Dynamic Wired
Equivalent Privacy

Compliance Authentication Support Operating System Support
Cisco EAP Yes Yes Yes Windows platforms (Windows
{LEAP) XP. 2000, 98, 95, ME and NT),
Windows CF, Linux, Disk
Operation System (DOS), and
Mac 0S
EAP-TLS Yos Yes Yes Windows XP’
EAP MD5 Yes No No Windows XP?
1. Note: Microsoft has announced EAF support for legacy operating systems in 2002 (Windows 2000, Windows NT 4, Windows 98, Windows 98 Second Edition,
and Windows ME). Also, there are third-party EAP supplicants tha(provide support for EAP-TLS on various operating systems [Meetinghouse Data

Communications EAP supplicant, for example)
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