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Design and Implementation of Linux Packet Inspection Firewall
Based on Kernel V2.6
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Linux linux
linux
i386
kernel V2.6.23.1-42.fc8 GCC 4.1.10
1.2 1.3.3
2.6 linux
1.2.1
linux
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1.2.2
1.2.3
2.1
linux
module_init init_func
1.3 module_exit exit_func
/ % init _ func exit _
1 func =/
init
1.3.1 int init void
if register_firewall PF_INET &w _ops =0
/ % %/
/
*/
1.3.2 cleanup
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void cleanup void
unregister_firewall PF_INET &w_ops
/ * %/
/ %
%/
2.2

2.6.10

2.1.25

extern int register_firewall int pf
struct firewall_ops = fw
extern int unregister_firewall int
pf struct firewall_ops = fw

0 0
pf 2 Ipv4 4 IPX
10 Ipvé
firewall_ops

struct firewall_ops
struct firewall _ops = next / =
® /

int = fw_forward  struct firewall_ops : this int
pf struct net_device = dev void = phdr

void = arg struct sk_buff « = pskb /=

% /

int = fw_input  struct firewall_ops  this int pf
struct net_device * dev void = phdr

void = arg struct sk_buff = « pskb /=

% /

int = fw_output  struct firewall_ops = this int
pf struct net_device = dev void = phdr

void = arg struct sk_buff = x pskb /=
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* /
int fw_pf / = * /
int fw_priority / s %/
semaphore. h __SEMA-
PHORE_INITIALIZER firewall_sem
semaphore. h
2.3
sk_buff sk_
buff
2.3.1 sk_buff
linux sk_buff
2.6.23  sk_buff
struct sk_buff
struct sk_buff * next
struct sk_buff = prev / = */
__bel6protocol / = %/
sk_buff_data_ttransport_header
sk_buff_data_tnetwork_header
sk_buff_data_tmac_header
/
® /
sk_buff
sk_buff
2.3.2 fw_input
3.2 firewall_ops
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fw_input  fw_out-
put  fw_forward fw_input
fw_output fw_forward
fw_in-
put ARP
RARP ICMP
TCP
FW_ACCEPT
FW_REJECT FW_ACCEPT  FW_REJECT
ip.h tcp.h
fw_input ARP
RARP ICMP TCP 8080

int fw_input struct firewall_ops = this int pf struct de-
vice * dev void * phdr void = arg struct sk_buff =
pskb

#define PERMIT_PORT 8080 / =

s /
/ % /
if skb — >protocol = =htons ETH_P_ARP
return FW _ACCEPT / =

if skb — >protocol = =htons ETH_P_RARP
return FW_ACCEPT / =

if skb — >protocol = =htons ETH_P_IP
iph = skb — > network _header / =

if iph — > protocol = =SOL_ICMP
return FW _ ACCEPT / =
ICMP = /
if iph — > protocol = =SOL_TCP
tcph =skb - > transport_header / x
® /
if tcph — >dest = = PERMIT_PORT
/ % TCP 8080 * /
printk  KERN_ALERT " Permit a valid access\n"

return FW_ACCEPT
return FW_REJECT

htons 16
printk
2.6 2.1.25 config. h
firewall. h
2.1.25
/linux/firewall. ¢
3
firewall. h
makefile
makefile
KERNELDIR /lib/modules/ $ shell uname
—r /build
Makefile 2
= root@localhost:=|studyjtmp/firewall ===
IE(E)  RE(E) EFV) SR(D fRE(B)  #EEh(H)
[root@ocalhost Firews|i]# I (=]

firewall.c firewall h Makefile
[root@localhost firews!|]# meke
meke - /libdmodules 2 6,23 ,1-42 fcE/build/ Medroot/study/ trp/firewal | modul
es
meke[1]: Entering directory “fusrfsrc/kernel=/2.6.23.1-42.7c8-i686"
CC [M] Sroot/study/trpdfirewal |/ Firewal |l .o
Building rmodules, stage 2,
MOCPOST 1 modules
cC froot/study/top/firewal |/ Firewal | ,mod .o
LD [M]  Froot/study/trp/firewal |/ firewall ko
meke[1]: Leaving directory “fusr/src/kernels/2 .8.23,1-42,fcB-i686 "
[root@localhost firews!|i1# s
firewall.c firewall ko firewall.mod.o Makefile
firewall .h firewall mod.c firewall .o Module . .symvers
[root@ocalhost Firewsl |18

B2 ke dpigntie

#insmod firewall. ko

/var/log/messeger
printk

#rommod firewall
(F#F1U0T)
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